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ABSTRACT 

An efficient method of message steganography will be introduced, the method will use 16_bits binary 

presentation to represent the covering-stego data item, the digital color image will be normalized to use 

fractional decimals values for data hiding; this will increase the capacity hiding to reach the covering image 

size. Various LSB bits order and various in length sets of LSBs will be examined to show the effect of using 

each of them on the quality of the stego image, and it will be shown that using 8 bits of the covering data items 

will always produce a stego image with high quality. The proposed method will give the user the ability to select 

the used LSB or the used set of LSBs. The proposed method will use a simple presentation to represent the 

secret message and the covering-stego image, and the hiding-extracting process will be implemented by using a 

simple assignment operation. The proposed method will be tested and implemented using various messages and 

various sets of LSBs, the obtained results will be used to prove the efficiency improvements provided by the 

proposed method, the proposed method will always provide a stego image with high quality and it will speed up 

the process of message steganography comparing with other existing methods of data steganography. 
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INTRODUCTION   

Secret message steganography [1-10] is one of the easiest methods to protect the message, and it can be applied 

by hiding a message in a covering image to produce a stego image, this process as shown in figure 1 will be 

implemented using hiding function. After receiving the stego image the data receiver executes the extracting 

function to process the stego image to produce the extracted secret message [11-16]. 

The quality of the stego image must be high and it must be closed to the covering image, while the extracted 

message must be the same a source hidden message, the stego method must satisfy the quality requirements 

listed in table 1. The speed of data hiding and data extracting must be high, this can be reached by decreasing 

both the hiding and extracting times [16-22]. 

Table 1: Stego method quality requirements [23-30] 

Quality parameter Calculated between the covering 

and the stego images 

Calculated between the source and 

the extracted messages 

Mean square error (MSE) Low Zero 

Peak signal to noise ratio (PSNR) High Infinite 

 
Figure 1: Stego method diagram 
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1.1 Data sets preparation 

Secret message (SM) is a set of characters arranged in one row matrix, these characters can be easily converted 

to decimal (ASCII values) [31-36], the decimal values can be easily converted to binary using 8_bits binary 

presentation to form the message binary matrix (MBM), this matrix as shown in figure 2 reshaped to one 

column matrix, or two columns matrix, or 4 columns matrix or 8 columns binary matrix depending on the 

number of bits to be used for data hiding-extracting [37-42]. 

 
Figure 2: SM preparation 

RGB digital color image (DCI) [43-50]is a set of colors values arranged in 3D matrix (2D matrix for the red 

color, 2D matrix for the green color and 2D matrix for the blue color), the value of each color is unsigned 

integer decimal with the range 0 to 255 [51-56]. Each color value can be presented by 8 binary bits [67-61]. A 

set of bytes can be easily selected to be used for SM hiding and extracting, these bytes must be converted to 

binary to form the image binary matrix as shown in figure 3, the selected number of bits in the covering bytes 

will replaced by the reshaped MBM in the hiding phase, and the selected number of bits can be extracted from 

the stego bytes to form the reshaped MBM. 

 
Figure 3: Covering-stego DCI preparation 

1.2 Analysis of quality effects using various bits for SM hiding-extracting 

In this paper research we will refer to bits of the covering_stego byte using the bit index and the order of  least 

significant bit (LSB) used as shown in table 2 [11-17]: 

Table 2: LSBs indexes and orders 

Index 1 2 3 4 5 6 7 8 

Decimal value of the covering-stego byte: 185 

Binary 

value 

1 0 1 1 1 0 0 0 

LSB 

order 

LSB8 LSB7 LSB6 LSB5 LSB4 LSB3 LSB2 LSB1 

The quality of the stego image will depend the used order of LSB and the number of used LSBs for SM hiding, 

the best quality can be achieved when using LSB1 bit, but this choice will decrease the capacity hiding to be 

equal the image size divided by 8. Here we have to notice the following [18-22]: 
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- Increasing the order LSB will decrease the quality of the stego image without affecting the hiding 

capacity. 

- Increasing the number of used bits will decrease the quality of the stego image and it will increase the 

hiding capacity of the covering image. 

- Most methods of message steganography used LSB1 or LSB2 with LSB1 for data hiding; here the 

changes in the covering byte value will be within the range -3 to +3 keeping the stego image closed to 

the covering image. 

To show the effects of changing various bit the color byte shown in figure 4 was taken, table 3 shows the effects 

of changing 1 bit, while table 2 shows the effects of changing 2 bits (these effects can be measured by the mean 

square error (MSE), and peak signal to noise ratio (PSNR) calculated between the source value and changed 

value, the lower value of MSE and higher value of PSNR point to a small changes) [23-40]: 

 
Figure 4: Color value presentation (example) 

 

Table 3: Effects of changing one bit 

Order of changed 

bits 

Range of changes New value MSE PSNR 

1 -1 to +1 218 1 107.7814 

2 -2 to +2 217 4 80.0555 

3 -3 to +3 223 16 80.4175 

4 -7 to +7 211 64 66.1926 

5 -15 to +16 203 256 52.3297 

6 -31 to +31 251 1024 41.1943 

7 -63 to +63 155 4096 24.6038 

8 -127 to +127 91 16384 10.7408 

1-2 LSB2 -3 to +3 216 9 85.8092 

2-3 (2 bits) -6 to +6 221 4 80.0555 

3-4(2 bits) -12 to +12 215 16 80.4175 

1-4 (4 bits) -15 to +15 212 49 68.8632 

The covering DCI color values can be converted to fractional decimal values, and these fractions can be 

converted to binary using 16_bits binary presentation. DCI can be normalized by dividing each value in the 

image by 255, figures 5 and 6 show a sample image and the equivalent normalized image. 

.  

Figure 5: DCI sample 
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Figure 6: Normalized DCI 

Using normalized DCI and 16_bits binary representation will provide a normalized image binary matrix 

(NIBM) with 16 columns as shown in figure 7, this will make the process of selecting LSB and the sets of LSBs 

for data hiding more flexible. As shown in figure 8 replacing the least significant 8 bits will keep the stego value 

closed to the covering value, so we can raise the hiding capacity to the image size, and one character will require 

one covering value to be hidden 

 
Figure 7: Using 16 columns NIBM 

 
Figure 8: Changing the normalized value will keep the quality high 

Using fractional colors values and 16_bits binary representation will give us the ability to use any set of bits 

starting from LSB1 and ending with LSB8, in the proposed method we will use a set of 8 bits; this will increase 

the hiding capacity to the image size, making the image capable to hid short and very long messages. 

A lot of data steganography methods were introduced, many of these methods were based on LSB (classical 

LSB: CLSB) and LSB2 methods. These methods use one or two bits from the covering bytes to hide the 

message bits, table 4 shows the main features of these methods [60-65]: 

Table 4: Main features of LSB and LSB2 based method 

Feature LSB LSB2 

Used bits LSB1 LSB2 and LSB1 

Changes range -1 to +1 -3 to +3 

https://www.ijetrm.com/
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Capacity hiding in characters Image size divided by 8 Image size divided by 4 

Required operations Sequence of logical and arithmetic 

operations 

Sequence of logical and arithmetic 

operations 

Hiding/extracting scenario Character by character in 

consecutive bytes 

Character by character in 

consecutive bytes 

Quality of stego image Good Good 

Speed Moderate Moderate 

The proposed method will enhance the features of existing methods by providing the following: 

- Possibility of a set of covering bytes bits (from1 bit to 8 bits) keeping the quality of the stego image 

good, see table 5. 

-  Increasing the hiding capacity to reach the covering image size. 

- Replacing logical and arithmetic operations by simple assignment operation. 

- Each character will be hidden in inconsecutive covering bytes. 

- Speeding up the process of message hiding and extracting by reducing the hiding time and the 

extracting time. 

Table 5: Effect of changing the number of used LSBs 

Covering byte=219, Normalized= 0.8588 

Binary: 0110110111101101 

Changed LSBs New value MSE PSNR 

LSB1 0.8588 3.4670e-009 191.7560 

LSB2 to LSB1 0.8588 4.6405e-012 257.9182 

LSB3 to LSB1 0.8587 1.4380e-008 177.5305 

LSB4 to LSB1 0.8585 1.3254e-007 155.3202 

LSB5 to LSB1 0.8589 1.5432e-008 176.8275 

LSB6 to LSB1 0.8580 7.2648e-007 138.3067 

LSB7 to LSB1 0.8560 7.8706e-006 114.4799 

LSB8 to LSB1 0.8521 4.5047e-005 97.0342 

 

OBJECTIVES   

The main objective of the study is to enhance the hiding capacity and to  introduce a simple, highly efficient , 

highly secure,  method of  data steganography. 

 

METHODOLOGY   

The hiding function of the proposed method will be implemented applying the following steps: 

Step 1: SM preparation: 

a) Get the message. 

b) Get the message length (L). 

c) Convert the message to binary to get MBM. 

d) Select the length of the set of the bits to be used to hole the message bits (N). 

e) Reshape MBM to N columns matrix to get RMBM. 

Step 2: Covering bytes preparation: 

a) Get the covering image. 

b) Normalize the image. 

c) Get the image size. 

d) Reshape the image matrix to on row matrix. 

e) Get a covering bytes (with length equal L*N/8); 

f) Use 16_bits binary presentation to convert the covering bytes to binary to get NIBM. 

Step 3: Message hiding: 

a) Let the N bits of the NIBM equal RMBM. 

b) Convert the bytes back to binary to get the stego bytes. 

c) Return back the stego bytes to the image row matrix. 

d) Reshape the image row matrix to 3D matrix to get the stego image. 

https://www.ijetrm.com/
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The extracting function will be implemented applying the following steps: 

Step 1: Stego image preparation: 

a) Get the stego image. 

b) Get the image size. 

c) Reshape the image 3D matrix to one row matrix. 

Step 2:Stego bytes processing: 

a) Get the message length (L). 

b) Get the length of the used bits (N) 

c) Extract the stego bytes with length equal L*N/8. 

d) Use 16_bits binary presentation to convert the stego bytes to binary to get NIBM. 

Step 3: Message extraction: 

a) From NIBM extract the N bits. 

b) Reshape the extracted matrix to 8 columns matrix to get MBM. 

c) Convert MBM to decimals. 

d) Convert the decimals results to characters to get the secret message. 

 

RESULTS AND DISCUSSION  

The proposed method in this paper research was implemented in mat lab 7 environments with the following 

computer specifications: 

 
A message with 1500 characters length was selected and hidden in a covering image using various lengths the 

set of used LSBs. The quality of the stego image was always acceptable and good based on the received stego 

image and the calculated quality parameters between the covering and the stego images, figures 9 and 10  show 

sample outputs, while table 7 shows the values of the quality parameters. 

 
Figure 9: Covering image and histograms 

 
Figure 10: Stego image holding 1500 characters using 8 LSBs 
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Table 7: Quality parameters using various sets of LSBs 

Used LSBs MSE PSNR Hiding capacity (byte) 

LSB1 1.5918e-012 271.6616 764907 

LSB2 4.4395e-012 261.4048 764907 

LSB3 1.6762e-011 248.1191 764907 

LSB4 6.1867e-011 235.0603 764907 

LSB5 2.1986e-010 222.3805 764907 

LSB6 9.0868e-010 208.1903 764907 

LSB7 3.7889e-009 193.9119 764907 

LSB8 1.5034e-008 180.1296 764907 

LSB9 6.1053e-008 166.1152 764907 

LSB2 to LSB1 2.6733e-012 266.4771 1529814 

LSB4 to LSB1 1.8070e-011 247.3675 3059628 

LSB8 to LSB1 2.2662e-009 199.0518 6119256 

 

From the obtained results shown in table 7 we can see the following: 

- Any LSB from LSB1 to LSB8 can be used to hide the message bits keeping the quality of the stego 

image high. 

- Two LSBs can be used to hide the message keeping the quality of the stego image high; in this case the 

capacity hiding will equal the image size divided by 4. 

- A set of 4 LSBs can be used, keeping the quality of the stego image high, in this case the hiding 

capacity will equal the covering image size divided by 2. 

- 8 LSBs can be used efficiently to hide the message bits, in this case the covering image will capable to 

hide very long messages, and the hiding capacity will equal the covering image size. 

The speed of the proposed method was tested, several messages were selected, 8 LSBs were used for message 

hiding, the hiding time in seconds (HT), the extracting time in seconds (ET) were calculated, and the hiding 

throughput in K bytes per second, and the extracting throughput in K bytes per second were computed and table 

8 shows the obtained speed results: 

Table 8: Proposed method speed results 

Message 

length(character) 

HT ET Hiding throughput Extracting 

throughput 

100 0.0890 0.0090 1.0973 10.8507 

250 0.0900 0.0110 2.7127 22.1946 

500 0.0950 0.0120 5.1398 40.6901 

750 0.0990 0.0150 7.3982 48.8281 

1000 0.1020 0.0170 9.5741 57.4449 

1500 0.1070 0.0210 13.6901 69.7545 

2000 0.1160 0.0270 16.8373 72.3380 

2500 0.1220 0.0280 20.0115 87.1931 

5000 0.1580 0.0480 30.9039 101.7253 

10000 0.2330 0.0890 41.9126 109.7261 

50000 1.0660 0.4080 45.8050 119.6768 

Average 0.2070 0.0623 17.7348 67.3111 

The proposed method as shown in table 8 provided a good speed parameters, the hiding and extracting times 

grow slowly when increasing the message length and there is a linear relationship between each of the times and 

the message length (see figure 11). 

https://www.ijetrm.com/
http://ijetrm.com/


 

Vol-08 Issue 11, November -2024                                                                                         ISSN: 2456-9348 

                                                                                                                                               Impact Factor: 7.936 

 

    
International Journal of Engineering Technology Research & Management 

Published By: 

https://www.ijetrm.com/ 

 

IJETRM (http://ijetrm.com/)   [562]   

 

 
Figure 11: Speed parameters vs message length 

Comparing with other existing methods of data steganography, the proposed method provided a speed up, it 

increased both the hiding and extracting throughputs (see table 9). 

 

Table 9: Speed up of the proposed method 

Method HTP ETP Hiding speed up of 

the proposed 

method 

Extracting speed up 

of the proposed 

method 

Proposed   17.7348 67.3111 1.0000 1.0000 

CLSB[65] 15.7510 13.4389 1.1259 5.0087 

SLSB[65] 0.1562 13.4389 113.5391 5.0087 

DSLSB[65] 1.4236 13.4389 12.4577 5.0087 

 

CONCLUSION  

A simple method of secret message steganography was proposed; the method used a normalized digital color 

image as a covering image. The proposed method was flexible; it allowed using any bits from LSB1 to LSB8 to 

be used to hold the message bits. A set of LSBs can be selected to hold the message bits, thus the capacity 

hiding was increased keeping the stego image in good quality. 8 LSBs bits in each covering image color values 

were used to hide the message bits and the obtained results showed that the quality of the stego image was 

always good and the hiding capacity was increased to reach the covering image size. The proposed method 

allowed the user to select the set of LSBs; this set can be used as a private key to protect the hidden message. 

The proposed method was implemented using various messages and various set of LSBs, the obtained results 

proved that the proposed method satisfied the quality requirements of good stego method. The proposed method 

increased the throughputs of message hiding and extracting and it speeded up the process of message 

steganography comparing with other existing methods. 
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