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ABSTRACT

Manual attendance systems in academic institutions are time-consuming, error-prone, and vulnerable to proxy
attendance. This paper presents EduManager Pro, a Python-based smart attendance platform that automates
classroom attendance using face recognition (DeepFace) and liveness detection (MediaPipe). The system provides
role-based dashboards for administrators, teachers, coordinators (HOD), and students, enabling efficient academic
monitoring and structured data management. Built using Streamlit for the web interface and SQLite for
persistence, the system achieves 96-98% recognition accuracy with real-time anti-spoofing capabilities.
Experimental results across multiple classroom sections demonstrate significant reduction in proxy attendance
and administrative overhead.
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I. INTRODUCTION

Attendance management is a fundamental activity in educational institutions. Traditionally, attendance
is recorded manually using physical registers or roll-call methods. This process is not only time-consuming but
also susceptible to errors and manipulation. Proxy attendance—where one student marks attendance for another—
undermines academic integrity and is difficult to detect.

In large classrooms with 60-80 students, manual roll-calls consume 5-10 minutes per session, resulting
in significant loss of instructional time over the academic year. Paper-based records are difficult to compile,
analyze, and store, making report generation a manual, error-prone process.

With advancements in computer vision and deep learning, face recognition offers a non-intrusive,
contactless method for automated identification. However, basic face recognition systems are vulnerable to
spoofing attacks using photographs or videos. This necessitates integration of liveness detection mechanisms that
verify the physical presence of the individual.

EduManager Pro addresses these challenges by combining DeepFace for facial recognition, MediaPipe
for liveness verification, and Streamlit for an intuitive web dashboard.

Objectives of the System:

» Automate classroom attendance using face recognition with anti-spoofing via liveness detection.

* Provide role-based dashboards (Admin, Teacher, HOD, Student) for comprehensive academic monitoring.
* Enable real-time defaulter identification with configurable thresholds and report generation.

* Build a modular, cost-effective system using open-source Python technologies.

II. LITERATURE REVIEW

1. Face Recognition Technologies

Modern face recognition systems use deep learning models to extract high-dimensional feature vectors
(embeddings) from facial images. These embeddings capture unique facial characteristics and are compared using
distance metrics such as cosine similarity. DeepFace [1], developed by Facebook Research, supports multiple
backend models including VGGFace, FaceNet [2], and ArcFace [3], providing a unified API for detection,
recognition, and verification with accuracy exceeding 97% on benchmark datasets.

2. Liveness Detection

Liveness detection prevents spoofing attacks by verifying physical presence. Methods include active
(requiring user cooperation like blinking) and passive (analyzing texture/depth). MediaPipe Face Mesh [4], by
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Google, provides real-time 3D face mesh with 468 landmarks. By analyzing eye blink patterns, head movement,
and depth variations, it distinguishes live persons from static images or video replays.
3. Comparison with Existing Systems

System Technology Limitations

Manual Roll Call Paper register Slow, proxy-vulnerable
RFID-based RFID cards Cards shareable, cost
Fingerprint Scanner Contact-based, hygiene
Basic Face Recog. OpenCV only No liveness, spoofable
EduManager Pro DeepFace+MediaPipe Comprehensive solution

III. SYSTEM ARCHITECTURE
1. System Workflow
The system follows a pipeline: Camera Capture — Face Detection — Face Recognition — Liveness
Check — Attendance Marking — Data Storage — Dashboard Display — Report Generation.
2. Modular Architecture
The system is organized into four layers:

Layer Modules Role
Face Processing detection, recognition, liveness Detect, recognize, verify faces
Attendance tracker, compiler, reports Track, compile, generate reports
Storage SQLite, Excel, snapshots Persist data, export, audit
Application Streamlit dashboard Role-based web interface
3. Technology Stack
Technology Purpose
Python 3.x Core language
OpenCV Camera capture, image processing
DeepFace Face detection and recognition
MediaPipe Liveness detection (468 landmarks)
SQLite Serverless database storage
Pandas Data analysis, CSV/Excel export
Streamlit Web dashboard interface

IV. IMPLEMENTATION

1. Face Recognition Pipeline

The pipeline operates in 8 steps: (1) OpenCV captures frames at 30 FPS. (2) DeepFace detects faces
using MTCNN/RetinaFace. (3) Faces are aligned and normalized. (4) 128/512-D embeddings are extracted and
compared against cached enrollment embeddings using cosine similarity. (5) MediaPipe Face Mesh analyzes 468
landmarks for blink detection and depth analysis. (6) Matched and verified students are marked present with
timestamps. (7) Snapshots saved for audit. (8) Data flows to dashboards in real-time.

2. Student Enrollment

Students are enrolled by uploading 3-5 facial photographs or using live webcam capture. The system
extracts face embeddings via DeepFace and caches them in embeddings_cache.pkl for fast lookup. Student records
are stored in SQLite with room/section assignment.

3. Role-Based Access Control

IJETRM (http://ijetrm.com/) [521]


https://ijetrm.com/issue/
http://ijetrm.com/

Volume-10 Issue 05, May -2026

ISSN: 2456-9348
Impact Factor: §8.232

IJETRM

International Journal of Engineering Technology Research & Management (IJETRM)
Journal Article
https://ijetrm.com/issue/

The system implements four user roles with distinct access levels:

Role Access Functions
Admin Full (all rooms) Enroll, manage users, all reports, schedules
Teacher Assigned room Start attendance, room reports, defaulters
HOD All rooms (read) Compare sections, all defaulters, summaries
Student Own data View attendance %, safe/defaulter status

4. Database Design

SQLite stores data in two files: attendance.db (students, logs, users, summaries) and schedule.db

(timetables). Key tables:

Table Key Fields

Purpose

students name, roll no, room _id

Enrolled student records

attendance logs

entry time, exit time, duration

Individual attendance events

users

username, role, assigned room

System accounts (RBAC)

master_summary

lectures_held, attended, pct

Compiled statistics

schedule

day, time, subject, email

Class timetable

5. Defaulter Monitoring

The system identifies students below a configurable threshold (default: 75%). An interactive slider allows
adjustment between 50-100%. Defaulter lists include roll number, name, lectures held/attended, aggregate
percentage, and room. Lists can be exported as CSV for official records.

A. Key Features

V. RESULTS
EduManager Pro was deployed and tested across four sections: CSE-7-A, CSE-7-E, CSE-8-A, and MCE-
1-A with 7 enrolled students and 4 system users (admin, HOD, 2 teachers).

Category

Feature

Purpose

Face Processing

DeepFace Recognition

Accurate student identification

Anti-Spoofing MediaPipe Liveness Reject photos/videos

Dashboard Role-Based Ul Admin, Teacher, HOD, Student views
Analytics Defaulter Monitor Below-threshold identification
Reporting CSV Export Detailed logs with download
Scheduling Timetable Mgmt Room-wise schedule

B. Performance Metrics

Metric Value

Face Detection Speed ~30ms/frame (CPU)
Recognition Accuracy 96-98%

Liveness Detection ~20ms/frame

False Acceptance Rate <2%

False Rejection Rate <5%

Photo Spoof Detection ~95%

Dashboard Load <2 seconds
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VI. CONCLUSION

EduManager Pro successfully demonstrates that automated attendance using face recognition and
liveness detection is a viable, cost-effective alternative to manual methods. The system achieves 96-98%
recognition accuracy with real-time anti-spoofing, significantly reducing proxy attendance. The role-based
dashboard provides comprehensive monitoring for all stakeholders.

The system was validated across four classroom sections with real students, demonstrating reliable
performance. Key features include student enrollment with live capture, automated attendance with entry/exit
tracking, configurable defaulter monitoring, schedule management, and CSV report export.

While future enhancements such as cloud deployment with PostgreSQL, mobile app development,
advanced 3D liveness detection, Al-based dropout prediction, multi-camera support, ERP integration, automated
email alerts, and QR code backup are planned, EduManager Pro already provides a robust foundation for modern
academic attendance management.
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