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ABSTRACT

A secure LSB method of message steganography will be introduced, this method will use a private key of 256
bits length, this length will provide the required key space to protect the hidden message from being hacked, the
private key will be used to select the position of the covering-stego bytes and to generate a secret indices key,
which will be used for message blocks of bits substitution. The presented method will use simple procedures for
key generation, message substitution, message hiding and message extracting. The message binary column
matrix will be divided into equal blocks, the block size will be variable and it will be determined by the message
sender, blocking will be used to minimize the key generation time especially when the message is very long.
The presented method will use a simple chaotic logistic map model to generate the required for message
substitution indices key.

The presented method will be implemented using various covering images and various messages, the obtained
results will be analyzed by applying speed, quality and security analysis to show that the presented method will
satisfy the requirements of good stego method.
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INTRODUCTION
The idea of hiding secret digital data has been used for centuries [1-5], but with the increasing use of digital
transmitted files and the development of communication technologies today, the computer has become a part of
every aspect of society [6-10]. The rate of data circulation has increased dramatically, as data is transmitted and
processed automatically on a large scale. This requires careful storage and transfer of digital data [11-14]. There
are many reasons for protecting secret and private digital data, including protecting the economy, avoiding
corruption, or ensuring the protection of citizens. It has become necessary to develop new techniques for data
hiding [15-18]. Data hiding is a general term for two types of techniques. The first type is used to protect data
from observers and attackers, and is called cloaking. The second type is used to justify intellectual property
rights or to damage trust, and is called digital encryption. Figure 1 illustrates the block diagram of stego system,
and it is important to note that data hiding is divided into different areas [19-21]. A cover media is used to hide
any message intended for delivery to a specific person or group of people. In this case, the goal is to prevent that
message from being read by any other person. Another major use of data hiding is to protect the copyright of the
owner. It is used to confirm the rights of access and privacy [22-27].
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Figure 1: Stego system diagram
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The objective of this paper research is to present a message stego method, which will meet the following [28-
33]:
- Providing a stego image with high quality, the quality parameters measured between the covering
image and the stego image will satisfy the quality requirements listed in table 1:

Table 1: Stego image quality requirements [34-38]

Quality parameter Value

Mean square error (MSE) Low

Peak signal to noise ratio(PSNR) High
Correlation coefficient(r) Closed to 1

- Providing an extracted message with excellent quality, the MSE between the source message and the
extracted one will be zero, the PSNR will be infinite, while r will be 1.
- Providing a high level of security, the hidden message will be protected by using a private key of 256
bits length [39-42].
- Providing a high speed of message hiding and message extracting, the presented method will minimize
both the hiding and extracting times by using a simple bits replacement operation [43-48].
- Simplicity, the presented method will use simple operations for bits replacement and for secret key
generation, it will not require any complex operations of logical and arithmetic operations used in other
methods of message steganography [49-53].
- Flexibility, the presented method will allow the user to change the PK by changing the block size and
the chaotic parameters.
Related works
Classical least significant bit (CLSB) and LSB2 methods are the most popular methods used for message
steganography, a lot of methods were based on these methods [1-10], these methods have the following features,
and some of them required enhancement, these features include[53-60]:
- LSB method uses the LSBs of the covering bytes to hide the message bits, while LSB2 method uses the
two LSBs of the covering bytes to hide the message bits (see figures 2 and 3) [61-70].
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Figure 3: Color pixel LSBs
CLSB and LSB2 methods use consecutive covering bytes to hide the message character (see figures 4
and 5); this will require performing a sequence of logical operations to hide the message character [61-
70]. The presented message bit substitution method (MBS_LSB) in this paper will not require
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consecutive bytes to hide the message character, it will hide the character in scattered bytes, this can be
done by reshaping the message binary matrix into one row matrix, and this matrix will be used to
replace the required LSBs of the binary values of the covering bytes. The process of hiding does not
require hiding the character in successive bytes, but the task is to implement the hiding process and
retrieve the message correctly, this will simplify the process of message bits hiding and extracting.
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00000000
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11111111 00000000
11111111 00000000
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Figure 4: CLSB method hiding process
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Figure 5: LSB2 method hiding process

CLSB and LSB2 methods are not secure, knowing that the stego image is holding a message it will be

easy to hack the hidden message. The presented MBS_LSB method will use a complicated private key
(PK) to protect the hidden message from being hacked.

- CLSB and LSB2 methods are not fast enough, the presented MBS_LSB method will enhance the speed
of message steganography, and it will provide a good speed up comparing with CLSB based method.

The presented MBS_LSB method

To protect the hidden message from being hacked the presented MBS _LSB method uses a complicated PK with
length equal 256 bits, figure 6 shows a sample used PK:

P=100;
NB=3;
r=3.77;x=0.11;

%ostarting position of the covering_stego bytes
%enumber of blocks

%ochaotic logistic parameters

Figure 6: PK example
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The PK will be used to apply the following tasks:

- Selecting the starting position of the covering-stego bytes.

- Calculating the block size of the message binary column matrix, by dividing the matrix size by the
selected value of the number of blocks (NB).

- Generating the secret indices key (IK) by using the chaotic logistic parameters values (r and x) and by
running a chaotic logistic map model (CLMM), this model will generate a chaotic logistic data set
(CLDS), this set will be sorted to form the required IK.

The values of NB, r and x will be used to generate the CLDS; this task will be simple and figure 7 shows the
simple sequence of operations required to generate the IK.

P=100;

NB=3;

r=3.77:x=0.11;

for i=1:INB
X=xX*r*({1-x);
CLDS(i)=x;

end

[clds IK]|=sort(CLDS);

Figure 7: IK generation process
The generated IK will be used to substitute the message bits before message hiding in the hiding phase and after
message extracting in the extracting phase.
The MBS_LSB method hiding algorithm will be implemented applying the following steps:
Step 1: Get the covering image, get the secret message, and get the PK.
Step 2: Get the image size (S), and get the message length (L).
Step 3: Calculate BS.
Step 4: Run a CLMM to generate IK.
Step 5: Message preparation:
a) Convert the message to decimal, and then convert the decimal to binary.
b) Reshape the binary matrix of the message to one column matrix as shown in figure 8.
c) Use IK to substitute the message column matrix.
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ml=
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m2=
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Figure 8: Message preparation
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Step 6: Message hiding:

a)
b)
c)
d)
e)
f)
9)

ch=

Reshape the covering image matrix to one row matrix.

Get the covering byte from the position P with length equal L*8 when using LSBs.
Convert the covering bytes to binary (see figure 9).

Replace all LSBs of the coverinh bytes with message column matrix.

Convert the obtained covering bytes to decimal.

Return back the covering bytes to the image row matrix.

Reshape back the image row matrix to 3D matrix to get the stego image.

200 200 200 200 200 197 197 197 197 197 197 197 197 200 199 199 198 198 197 196 196 197 197 197

chh =

chh =

11001000

11001000
}igg}ggg 11001000
11001000 11001000
11001000 11001001
11000101 11001001
11000101 11000101
11000101 11000100
11000101 Replacing LSBs with m4 11000100
11000101 11000100
1000101 [, == 11000100
11000101 11000100
11000101 11000101
11001000 11000101
11000111 11001001
11000111 11000110
11000110 11000111
11000110 11000110
11000101 11000110
11000100 11000100
11000100 11000100
11000101 11000100
11000101 11000100
11000101 11000100

11000100

“ 4

200 200 200 201 201 197 196 196 196 196 196 1597 197 201 198 199 198 198 196 196 196 196 196 196

Figure 9: Replacing LSBs of the covering bytes with message column matrix

Message column binary matrix will be substituted based on the contents of the generated IK, this matrix will be
divided into blocks, and the blocks will be rearranged using IK as shown in figure 10:

md=m3;
fori=1:NB
cc=IK(i);
m4((i-1)*BS+1:(i-1)* BS+BS)=m3((cc-1)*BS+1:(cc-1)*BS+BS);

end

Figure 10: Message one column binary matrix substitution

The MBS_LSB method extracting algorithm will be implemented applying the following steps:

Step 1:
Step 2:
Step 3:
Step 3:
Step 4:
Step 5:
Step 6:
Step 7:
Step 8:

Get the stego image, and get the PK.

Reshape the image matrix to one row matrix.

From the position P get the stego bytes with length equal L*8.

Convert the stego bytes to binary.

From the binary matrix of the stego bytes get the all LSBs.

Use IK to substitute the obtained one column matrix.

Reshape the resulting matrix to 8 columns matrix to get the message binary matrix.
Convert the message binary matrix to decimal.

Convert the decimal results to characters to get the secret hidden message.

Message column binary matrix will be substituted based on the contents of the generated 1K, this matrix will be
divided into blocks, and the blocks will be rearranged using 1K as shown in figure 11:
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mmd=mm3;
for =1:NB
c=IK(i);
mmd((c-1)*BS+1:(c-1)* BS+BS)=mm3((i-1)*BS+1:(i-1)* BS+BS);

end
Figure 11: Message one column binary matrix substitution in the extracting phase

MBS_LSB implementation
The presented MBS_LSB method was implemented using various messages and various covering images, the

quality of the stego image was always good, the value of MSE measured between the covering image and the
stego image was always low, while the value of PSNR was always high, figures 11 and 12 show how the stego
images were closed to the covering images when hiding short and long messages:

Covering image Stego image

MSE= 0.0023
PSNR= 171.3853

Figure 11: Stego image holding 100 characters
Covering image Stego image

MSE = 0.0946
PSNR = 134.4068

Figure 11: Stego image holding 4 K characters

A color image with 6119256 bytes was selected as a covering image ant it was used to hold different in sizes
messages, the PK shown in figure 12 was used, and table 2 shows the obtained quality parameters:
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P=100; NB=150;
r=3.77:x=0.11;
Figure 12: Used PK

Table 2: Obtained quality parameters

Message size (K bytes) MSE PSNR r
0.25 0.00016947 197.6539 1.000
0.5 0.00032471 191.1510 1.000
1 0.00065596 184.1193 1.000
5 0.0033 167.8320 1.000
15 0.0101 156.7996 1.000
25 0.0168 151.6986 1.000
50 0.0335 144.7941 1.000
75 0.0502 140.7499 1.000
100 0.0669 137.8635 0.999
200 0.1339 130.9326 0.999
500 0.3347 121.7715 0.998

From table 2 it si shown that even of the message was too long the quality of the stego image was good, the
value of MSE increased slowly when increasing the message length, while the PSNR value decreased slowly
when increasing the message length (see figure 13), the obtained r values point to the fact that the stego image
was very closed to the covering image.

MSE PSNR
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Figure 13: MSE and PSNR vs message length
The speed of the presented MBS_LSB method was tested, the previous messages were processed again, the
hiding time (HT) and the extracting time (ET) in seconds were calculated, and the hiding speed (HS) ane the
extracting speed (ES) in K bytes per seconds were also calculated and table 3 shows the obtained speed
parameters:

160

MSE
PSNR
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Table 3: Obtained speed parameters

Message length (K HT(second) ET(second) HS(K characters ES(K characters
characters) per second) per second)

0.25 0.0290 0.0070 8.6207 35.7143
0.5 0.0380 0.0080 13.1579 62.5000

1 0.0570 0.0130 17.5439 76.9231

5 0.2180 0.0500 22.9358 100.0000

15 0.6120 0.1470 24.5098 102.0408

25 1.0250 0.2400 24.3902 104.1667

50 2.0730 0.4780 24.1196 104.6025

75 2.9460 0.7180 25.4582 104.4568

100 4.2210 0.9420 23.6911 106.1571
200 8.1370 1.8750 24.5791 106.6667
500 20.3110 4.5480 24.6172 109.9384
Average 3.6061 0.8205 21.2385 92.1060

From table 3 we can see that the presented MBS_LSB method provided a good speed, the hiding speed average
was equal 21.2385 K bytes per second, while the extracting speed average was equal 92.1060 K bytes per
second, the hiding and extracting times have a linear relationship with the message length, while the speed grew
when increasing the message length and it remained stable for long messages as shown in figure 14.
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Figure 14: Speed parameters vs message length
The presented MBS_LSB speed was compared with other existing methods speed, and table 4 shows the results
of comparisons:

Table 4: Methods speed parameters comparisons

Presented MBS LSB

L (byte) 750 1000 1500
HT(second) 0.0450 0.0560 0.0780
ET(second) 0.0100 0.0130 0.0170
TT(second) 0.0550 0.0690 0.0950

Average 0.0730

SSLSB[66-69]
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L(byte) 750 1000 1500
HT(second) 2.044 3.338 9.376
ET(second) 0.073 0.063 0.109
TT(second) 2.1170 3.4010 9.4850

Average 5.0010
DSLSB[66-69]

L(byte) 750 1000 1500
HT(second) 0.343 0.592 1.029
ET(second) 0.078 0.062 0.109
TT(second) 0.4210 0.6540 1.1380

Average 0.7377

From table 4 it is shown that the presented MBS_LSB method enhanced the speed of message steganography
and it speed up the process of message steganography comparing with other existing methods as shown in table
5.

Table 5: Speed up of MBS_LSB method

Method TT Speed up of SLSB_LSB2 (using
LSB version)
SLSB 9.4850 129.9315
DSLSB 1.1380 15.5890
Presented MBS _LSB 0.0730 1.0000
Speed up=other method time divided by proposed method time

The presented MBS_LSB method provided a high level of security, it protected the hidden message from being
hacked, the method used a PK with length equal 256 bits, this length provided a huge key space capable to resist
hacking attacks, the key space was calculated using equation 1:

256

Key space =2

1.1S?92I]E923?3161954235?093500369110??

Combinations (1)

The extracted message was very sensitive to the selected values of the PK, any minor changes in the PK in the
extracting phase was considered as a hacking attempt by extracting a damaged message, and to show this fact
the message “Secret message steganography using MBS LSB method” was hidden in a covering image using
the PK shown in figure 15, the hidden message was extracted by applying some changes in the PK, the results
shown in table 4 show that the method is very sensitive to the selected values of the PK:

P=100;
NB=5;
r=3.77;x=0.11;
Figure 15: Used PK for sensitivity test

Table 4: Method sensitivity

Changes in the PK Extracted message
No changes Secret message steganography using MBS _LSB method
P=101 ecret message steganography using MBS LSB methnd§
NB=6 §£»:96"» hKKRLOndCAQcQJwc]_aiedMiuucyhiAm9-%,
r1=3.66;x1=0.16 J\J~nG-fnzLt~|LEDNFIN\Lt~FIT}en-'D~.=]<$YH
CONCLUSION

A simple, efficient and secure MBS_LSB method was presented; this method used a simple LSBs replacement
operation to apply message bits hiding, the massage bits were hidden in shuffled covering bytes. The presented
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method used a long PK, this key was used to protect the hidden message, and it was used to select the starting
position of the covering-stego bytes and to generate the secret indices keys, which was used to substitute the
message bits before message hiding and after message extracting. The presented method used a simple chaotic
logistic map model to generate the required secret indices key. The message binary bits were divided into
blocks, the block size was variable and it was selected by the user, blocking was used to minimize the
substitution time. The PK had a 156 bits length, this length was good enough to provide a key space capable to
resist hacking attacks and the extracted message was very sensitive to the selected values of the PK. The
presented method was implemented using various images and various messages, the obtained results were
analyzed by applying quality, speed and security analysis, and the results of analysis showed that the presented
method satisfied the quality speed and security requirements of good stego method, the presented method
enhanced the performance of the existing CLSB method.
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