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ABSTRACT: 

Real-time eligibility verification constitutes the highest-frequency, latency-critical workload in healthcare 

clearinghouse systems, with HIPAA 270/271 inquiry-response cycles directly affecting provider check-in 

workflows, referral authorisation, and claim adjudication throughput. This paper presents a comprehensive 

performance engineering study of an ASP.NET Web API implementation supporting production HIPAA 270/271 

eligibility verification at scale, targeting the specific concurrency and latency characteristics that distinguish this 

workload from general-purpose web API deployments. The study documents a two-phase optimisation 

programme encompassing ASP.NET Core middleware pipeline restructuring, custom EDI X12 deserialisation, 

multi-tier caching architecture, thread and connection pool calibration, AWS API Gateway integration, and 

HIPAA Security Rule technical safeguard implementation. Seven custom performance visualisations accompany 

quantitative benchmarks demonstrating an 81% reduction in average request latency, a 7.1-fold increase in peak 

throughput, reduction of the P99 latency from 4,400 ms to 1,020 ms at 600 concurrent users, and sustained 99.4% 

compliance with CAQH CORE Phase II real-time response time requirements. The complete middleware pipeline, 

caching strategy, thread pool configuration, load test results, and HIPAA control mapping are presented as 

replicable engineering artefacts for practitioners architecting ASP.NET Web API systems in healthcare contexts. 
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1. INTRODUCTION 

Of all the electronic transactions mandated by the Health Insurance Portability and Accountability Act of 1996 

(HIPAA), the 270 Health Care Eligibility Benefit Inquiry and its companion 271 Health Care Eligibility Benefit 

Information Response represent arguably the most operationally consequential for day-to-day healthcare delivery. 

Providers submit 270 inquiries to verify a patient's insurance coverage, co-pay obligations, deductible status, and 

benefit limitations before rendering services-decisions that directly affect patient experience, revenue cycle 

efficiency, and downstream claim success rates. A delayed or failed eligibility response at the point of service is 

not merely a performance inconvenience; it translates into front-desk workflow disruption, manual verification 

fallback, and increased claim denial risk. 

The deployment of ASP.NET Web API as the server-side framework for healthcare clearinghouse eligibility 

services has become prevalent in the Microsoft-stack healthcare ecosystem, offering a mature HTTP pipeline, 

deep .NET ecosystem integration, and alignment with the REST architectural style that has displaced SOAP-based 

EDI proxies in modern implementations. However, the performance characteristics of ASP.NET Web API under 

HIPAA eligibility transaction load-where response time SLAs are mandated by CAQH CORE Operating Rules 

[1] and peak concurrency is concentrated in narrow morning check-in windows-impose demands that general-

purpose ASP.NET Web API deployments are not always designed to satisfy. 

"A 270 eligibility response arriving after 20 seconds is not just slow - under CAQH CORE Phase II, it is non-

compliant. Engineering to the SLA is not optional." 

This paper presents the architecture, optimisation methodology, and measured performance outcomes of an 

ASP.NET Web API service engineered specifically for high-concurrency HIPAA 270/271 processing. The service 
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supports a production clearinghouse environment processing over 41,500 eligibility inquiries per hour at peak 

load, integrating with multiple trading-partner payer systems through real-time EDI X12 exchanges and REST-

based payer APIs. The remainder of the paper is organised as follows: Section 2 surveys related literature; Section 

3 characterises the 270/271 workload; Section 4 details the ASP.NET Web API architecture; Section 5 presents 

the middleware pipeline; Section 6 documents the caching strategy; Section 7 covers thread and connection pool 

configuration; Section 8 presents load test results; Section 9 maps HIPAA compliance controls; Section 10 

discusses findings; and Section 11 concludes. 

 

2. RELATED WORK 

2.1 HIPAA Transaction Standards and CAQH CORE 

The HIPAA 270/271 transaction standard is defined in the ASC X12N 005010X279A1 implementation guide [2], 

which specifies the EDI segment structure, element constraints, and value set requirements for eligibility inquiry 

and response transactions. The CAQH CORE Phase II Connectivity Rule [1] supplements this standard with 

operational requirements including a 20-second maximum round-trip time for real-time eligibility responses and 

mandatory acknowledgment and error reporting protocols. 

• Washington et al. [3] evaluated the adoption of real-time 270/271 at scale across thirty-six health plans, 

documenting that response time variance-rather than average response time-was the primary determinant 

of provider front-desk satisfaction, motivating the P95 and P99 latency focus adopted in this study. 

• Sequist et al. [4] documented the impact of eligibility verification failure on downstream claim denial 

rates, finding a 3.2-fold increase in initial claim denial probability for encounters where real-time 

eligibility was unavailable, quantifying the operational cost of eligibility API downtime or SLA non-

compliance. 

2.2 ASP.NET Web API Performance Engineering 

The foundational architectural documentation for ASP.NET Core Web API performance is provided by 

Microsoft's ASP.NET Core performance best practices guide [5], which identifies synchronous I/O, excessive 

memory allocation, and blocking async code as the primary performance anti-patterns in Web API applications. 

Lander [6] elaborates on the ASP.NET Core middleware pipeline architecture, documenting the delegate chaining 

model and the performance implications of middleware ordering. 

• Fowler [7] documents the Backends for Frontends pattern applicable to multi-consumer API gateways, 

relevant to the provider portal, B2B, and mobile client diversity characteristic of clearinghouse eligibility 

APIs. 

• Richardson [8] formalises the API Gateway pattern, providing the architectural basis for the AWS API 

Gateway positioning described in Section 4 of this paper. 

2.3 Caching in Healthcare APIs 

Caching eligibility responses introduces regulatory complexity absent in general-purpose API caching: cached 

PHI must be subject to the same access controls as freshly queried data, and cache TTLs must be calibrated to 

payer benefit update frequencies to avoid serving stale coverage information that could affect clinical or billing 

decisions. 

• Grigorik [9] provides the foundational HTTP caching model, including ETag-based conditional requests 

applicable to deterministic eligibility response caching. 

• Tanenbaum and Van Steen [10] document distributed cache consistency models, providing the 

theoretical basis for the Redis-backed distributed cache TTL strategy adopted in this study. 

2.4 Thread Pool and Async I/O in .NET 

Toub [11] provides the definitive treatment of async/await patterns in .NET, documenting the Task Parallel 

Library scheduling model and common async anti-patterns-including async over sync and synchronous blocking 

on async code-that degrade thread pool efficiency under high concurrency. Richter [12] elaborates the CLR thread 

pool architecture, documenting the hill-climbing algorithm used for thread injection and the conditions under 

which thread starvation occurs-the root cause addressed by the thread pool minimum configuration changes 

documented in Section 7. 

3. HIPAA 270/271 WORKLOAD CHARACTERISATION 

3.1 Transaction Anatomy 

A complete 270/271 eligibility exchange comprises the following processing stages, each contributing to the total 

round-trip latency experienced by the requesting provider system: 

1) TLS handshake and client authentication: 2–8 ms (mTLS adds certificate chain validation) 

2) JWT bearer token validation: 1–6 ms (ADFS introspection; cached at 60-second TTL) 
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3) EDI X12 270 segment parsing and schema validation: 6–14 ms (custom parser, ANSI X12 

005010X279A1) 

4) Business rule validation (NPI, member ID, date range): 2–5 ms (FluentValidation async) 

5) Payer routing lookup (trading partner directory): 1–3 ms (in-memory cache hit >91%) 

6) Real-time payer inquiry (network round-trip + payer processing): 40–180 ms (dominant variable; SLA 

= 20 s total) 

7) 271 response assembly and EDI serialisation: 8–22 ms (schema-driven builder) 

8) Audit log write (async fire-and-forget): non-blocking; <0.5 ms API overhead 

9) TLS response transmission: 1–4 ms 

3.2 Peak Load Characteristics 

The eligibility workload exhibits a pronounced intra-day concentration pattern. Analysis of six months of 

production request logs reveals: 

• Peak hour: 08:00–09:00 local time in each provider timezone, corresponding to morning check-in 

windows. Peak volume reaches 41,500 transactions per hour. 

• Concurrency profile: 300–380 simultaneous connections during the peak hour, with individual request 

durations of 50–250 ms (optimised) creating an effective queue depth of 15–95 simultaneous in-flight 

requests per application server instance. 

• Request distribution: 72% real-time single-member inquiries (synchronous, latency-critical); 21% small-

batch subscriber file submissions (asynchronous, throughput-critical); 7% status and administrative 

requests. 

• Error profile: Pre-optimisation timeout errors constituted 6.2% of requests at peak concurrency > 250 

users. Post-optimisation timeout rate reduced to 0.37% at 600 users. 

 
Figure 4 - HIPAA 270/271 Transaction Lifecycle with Optimised Timing Targets (ms) 

4. ASP.NET WEB API ARCHITECTURE 

 
Figure 1 - ASP.NET Web API 270/271 Eligibility Architecture: Consumers, Gateway, Services & Data Layers 
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4.1 Deployment Topology 

The eligibility API is deployed as a containerised ASP.NET Core 6 application on AWS Fargate, behind AWS 

API Gateway acting as the public-facing edge layer. This topology provides: 

• Edge-layer mTLS termination and WAF rule evaluation at AWS API Gateway, offloading certificate 

processing from application instances. 

• VPC Link private integration ensuring that all application-tier traffic traverses AWS private networking 

rather than the public internet, satisfying HIPAA Transmission Security requirements. 

• Fargate task auto-scaling configured with a target CPU utilisation of 70%, scaling out additional tasks 

within 90 seconds of sustained load increase. 

• Application Load Balancer distributing requests across Fargate tasks with least-outstanding-requests 

algorithm, superior to round-robin for heterogeneous eligibility request durations. 

• Multi-AZ deployment across three Availability Zones with health check failover, providing 99.95% 

availability SLA alignment. 

4.2 Project Architecture 

The solution follows Clean Architecture principles with five distinct project layers: 

• Domain: X12 transaction entities; eligibility request/response models; HIPAA business rules 

• Application: EligibilityService, TradingPartnerService, AuditService interfaces and orchestration 

• Infrastructure: EDI X12 parser/serialiser; payer gateway HTTP clients; SQL Server repositories; Redis 

cache 

• WebAPI: ASP.NET Core controllers; middleware pipeline; JWT configuration; rate limiter 

• Tests: xUnit unit tests; SpecFlow integration tests; NBomber load test definitions 

4.3 Key Technology Choices 

Several technology decisions were made explicitly for performance or compliance reasons: 

• Kestrel HTTP server with HTTP/2 enabled: reduces connection establishment overhead for provider 

systems making repeated eligibility calls; allows header compression (HPACK) reducing per-request 

bytes by 40–60%. 

• System.Text.Json over Newtonsoft.Json: ~3× faster serialisation/deserialisation; lower allocation; 

important for 271 XML/JSON conversion on the hot path. 

• .NET 6 minimal hosting model: eliminates IIS/HTTP.sys processing layers; reduces startup time from 

4.2 s to 0.9 s for cold container starts. 

• ValueTask over Task for hot-path async operations: eliminates heap allocation for synchronous 

completions (cache hits); measurable improvement at >1,000 req/s. 

I 

5. MIDDLEWARE PIPELINE ENGINEERING 

 
Figure 5 - ASP.NET Web API Middleware Pipeline: Request (Green) and Response (Copper) Flows 
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The ASP.NET Core middleware pipeline for the 270/271 endpoints was engineered with careful attention to 

ordering, short-circuit behaviour, and per-stage overhead. Table 2 documents each stage with its processing 

overhead and key configuration. 

Middleware Stage Responsibility Order 
Avg Overhead 

(ms) 
Key Config / Notes 

TLS Termination 

mTLS handshake; 

certificate chain 

validation 

1 2.1 
AWS ACM cert; client cert 

required for B2B 

Rate Limiter 

Per-client throttle: 300 

req/min real-time; 10 

req/min batch 

2 0.3 
ASP.NET Core RateLimiter; 

Redis token bucket 

JWT Bearer Auth 
ADFS token validation; 

claims extraction 
3 4.8 

RS256; 15-min token TTL; 

Cognito fallback 

HIPAA Claims 

Authz 

Role + scope 

enforcement; trading-

partner ACL 

4 1.2 

Custom 

IAuthorizationHandler; 

policy cache 60 s 

EDI X12 

Deserialiser 

270 segment parsing; 

ISA/GS/ST validation 
5 8.4 

Custom parser; 

OrdinalIgnoreCase segment 

dict 

FluentValidation 

270 business rule 

validation; NPI check; 

date ranges 

6 3.6 
Async validators; short-

circuit on first failure 

Response 

Compression 

Gzip/Brotli on 271 

XML response bodies > 

1 KB 

7 0.8 
IResponseCompressionProvi

der; ~68% size reduction 

Audit Log 

Delegator 

Async fire-and-forget to 

CloudWatch Logs 
8 0.4 

IHostedService queue; non-

blocking; <0.1% loss 

Exception 

Handler 

Sanitised 5xx; no PHI in 

error body 
9 <0.1 

ProblemDetails RFC 7807; 

logged internally only 

Table 2: ASP.NET Core Middleware Pipeline - Stages, Overhead, and Configuration 

5.1 Custom EDI X12 Deserialiser 

The EDI X12 270 payload parsing represents a non-trivial middleware stage absent in general-purpose Web API 

pipelines. The custom deserialiser implements the following performance-oriented design decisions: 

• Segment dictionary built as a static ReadOnlyDictionary<string, SegmentDefinition> during application 

startup, eliminating per-request dictionary construction. 

• ReadOnlySpan<char> segment tokenisation: avoids substring heap allocations for the 270 element split 

operation; reduces GC pressure by ~68% compared to string.Split. 

• Short-circuit on ISA identifier mismatch: invalid trading partner ISA codes are rejected at the first 

segment without parsing the full transaction, limiting wasted CPU on malformed submissions. 

• Parallelised loop segment parsing for ST-SE transaction sets in multi-transaction group submissions, 

leveraging Parallel.ForEach with bounded concurrency. 

5.2 Rate Limiter Implementation 

The ASP.NET Core rate limiter middleware, newly introduced in .NET 7 RC and backported for .NET 6 via the 

Microsoft.AspNetCore.RateLimiting NuGet package, implements a Redis-backed sliding window token bucket 

per trading partner ISA identifier: 

• Real-time single-inquiry endpoints: 300 requests per minute per trading partner 

• Batch submission endpoints: 10 requests per minute per trading partner 

• Administrative endpoints: 60 requests per minute per authenticated user 
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• Rejected requests return HTTP 429 Too Many Requests with Retry-After header; no 270 payload is 

parsed for rate-limited requests, minimising overhead. 

 

6. MULTI-TIER CACHING STRATEGY 

The caching architecture implements four complementary cache layers, each targeting a distinct category of data 

with appropriate TTL, consistency, and access control properties. 

Cache Layer Target Data TTL Hit Rate (%) Benefit Observed 

In-Memory 

(IMemoryCache) 

Trading partner 

ACL; plan code 

lookup 

5 min 91% 
Eliminated 91% of DB round-trips for 

reference data 

Distributed Cache 

(Redis) 

Payer eligibility 

response (same 

member/date) 

90 sec 67% 
P50 eligibility reduced 380ms → 28ms on 

cache hit 

Response Cache 

(HTTP ETag) 

271 XML for 

deterministic re-

requests 

60 sec 34% 
Conditional GET eliminates bandwidth; 

304 in <5ms 

JWT Claims 

Cache 

Decoded 

role+scope claims 

per token hash 

Token TTL 99% 
Eliminates ADFS round-trip per request; 

4.8ms → 0.3ms 

Rate-Limit 

Counter (Redis) 

Per-client sliding-

window token 

bucket 

1 min window N/A 
Adds only 0.3ms overhead; prevents 270 

abuse bursts 

Payer Directory 

(CDN) 

Static payer list; 

ISA routing table 
24 hrs 98% 

CloudFront serves 98% without origin; 

zero DB load 

Table 3: Multi-Tier Caching Strategy - Layer, Target Data, TTL, Hit Rate, and Observed Benefit 

 

6.1 Eligibility Response Caching Policy 

Caching live eligibility responses requires careful policy design to avoid serving stale benefit information while 

still realising cache benefits for repeated inquiries. The adopted policy governs: 

• Cache key: SHA-256 hash of (MemberID + PayerID + ServiceTypeCode + InquiryDate) - deterministic 

across identical inquiry parameters. 

• TTL: 90 seconds - calibrated to the payer benefit update frequency (typically batch nightly updates), 

ensuring cached responses remain valid for same-day re-inquiries. 

• Access control: cached response is gated behind the same JWT claims authorisation as a live inquiry - a 

cache hit does not bypass authorisation checks. 

• Cache miss handling: on Redis unavailability, the service degrades gracefully to direct payer inquiry 

without error surfacing - cache failure is non-fatal. 

• PHI handling: Redis instance is encrypted at rest (AWS ElastiCache encryption) and in-transit (TLS), 

and is deployed within the private VPC subnet with no public endpoint. 

 

7. THREAD POOL AND CONNECTION POOL CONFIGURATION 

Thread pool exhaustion was identified as the primary failure mode under load testing at concurrency levels 

exceeding 250 users on the pre-optimisation configuration. The CLR thread pool's hill-climbing injection 

algorithm adds new threads at a maximum rate of approximately one per 500 milliseconds, meaning that a sudden 

burst of 300 concurrent long-running async operations can stall for 2–3 minutes before sufficient threads are 

available-a catastrophic latency event in an eligibility SLA context. 
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Configuration 

Parameter 
Before After Rationale 

Min Thread Pool 

Threads 
250 400 

Prevent thread starvation at 300+ concurrent users 

during async I/O completion 

Max Thread Pool 

Threads 
32,767 (default) 800 

Cap prevents runaway thread creation; back-pressure 

preferred over unbounded growth 

SQL Connection Pool 

Min 
0 20 

Pre-warm connections; eliminate cold-connection 

latency at pool initialisation 

SQL Connection Pool 

Max 
100 200 

Scaled to max 600 users; 1 connection per 3 sessions 

average observed 

HttpClient Timeout 

(payer) 
30 s 12 s 

Fail fast on slow payers; retry with circuit breaker 

rather than hold thread 

Async I/O Completions 

(min) 
250 400 

Matches thread pool min; prevents async callback 

starvation under burst load 

Kestrel 

MaxConcurrentConne

ctions 

null (unlimited) 1,500 
Explicit cap; graceful rejection preferred over OOM 

under extreme load 

ResponseBuffering Enabled 
Disabled 

(streaming) 

Reduces memory allocation per response; especially 

impactful for large 271 payloads 

Table 6: Thread Pool and Connection Pool Configuration - Before vs After 

7.1 Async/Await Correctness Audit 

In addition to pool sizing, a systematic async/await correctness audit was performed across all service and 

repository classes: 

• ConfigureAwait(false) applied to all library-tier async calls, eliminating unnecessary synchronisation 

context captures that could cause deadlocks in ASP.NET classic contexts (retained as best practice for 

library portability). 

• IAsyncEnumerable<T> adopted for streaming large 271 response collections, enabling incremental 

serialisation rather than buffering the full response payload in memory. 

• CancellationToken propagation enforced from controller action parameters to all downstream async 

calls, enabling prompt cancellation of payer HTTP requests when client connections are dropped. 

• Task.WhenAll parallelism applied for non-dependent payer lookup and audit log write operations within 

the eligibility handler, reducing sequential await chains. 

8. LOAD TESTING AND PERFORMANCE RESULTS 

8.1 Latency Benchmark Comparison 

Table 1 presents the per-endpoint latency comparison between the baseline and optimised implementations, 

measured at 200 concurrent users - the peak operational concurrency prior to optimisation. 

API Endpoint / Operation Method 
Baseline P50 

(ms) 

Opt. P50 

(ms) 

Baseline P95 

(ms) 
Opt. P95 (ms) 

GET /eligibility/inquiry GET 820 140 2,100 380 

POST /eligibility/270 POST 1,240 210 3,200 520 

GET /eligibility/271/{id} GET 380 68 980 190 

POST /eligibility/batch POST 4,800 740 12,400 1,980 

GET 

/eligibility/status/{claimId} 
GET 260 44 680 130 
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API Endpoint / Operation Method 
Baseline P50 

(ms) 

Opt. P50 

(ms) 

Baseline P95 

(ms) 
Opt. P95 (ms) 

POST /auth/token POST 180 42 420 95 

GET /tradingpartner/{id} GET 110 18 290 55 

POST /audit/log POST 340 55 890 130 

Table 1: Endpoint Latency Comparison - Baseline vs Optimised at 200 Concurrent Users (ms) 

 
Figure 2 - P50/P95/P99 Latency Comparison Across Endpoints: Baseline (Red) vs Optimised (Green) 

8.2 Throughput Scaling Benchmark 

Table 5 presents the full concurrency scaling results, with load generated by NBomber [13] executing GET 

/eligibility/inquiry requests with realistic member ID distributions against the production staging environment. 

Rows highlighted in red indicate concurrency levels where the system approaches or exceeds stable operating 

capacity. 

 

Concurrent 

Users 

Avg Latency 

(ms) 

P95 Latency 

(ms) 

P99 Latency 

(ms) 

Throughput 

(req/s) 

Error Rate 

(%) 
CPU Util (%) 

50 128 340 520 420 0.00 18 

100 135 365 560 720 0.00 31 

150 141 390 610 980 0.01 42 

200 148 410 640 1,280 0.01 53 

300 164 445 700 1,820 0.02 67 

400 182 490 780 2,200 0.04 76 

500 208 540 860 2,550 0.08 84 

600 241 620 1,020 2,700 0.14 91 

700 380 1,200 2,100 2,580 1.20 97 

800 820 3,400 5,800 1,940 8.40 99+ 

Table 5: Load Test Results - Latency, Throughput, Error Rate, and CPU by Concurrency Level 
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Figure 3 - Throughput (req/sec) vs Concurrent Users: Baseline Collapse vs Optimised Scaling 

 

The optimised system sustained 2,700 req/sec at 600 concurrent users with 0.14% error rate - the baseline 

collapsed to 650 req/sec at 250 users with escalating errors. 

 

8.3 CAQH CORE Compliance Validation 

CAQH CORE Phase II mandates a 20-second maximum round-trip for real-time 270/271 transactions under 

normal operating conditions [1]. Compliance validation was performed at 380 concurrent users (peak operational 

load): 

• Baseline: 87.3% of transactions completed within 20 seconds - non-compliant under sustained peak load. 

• Post-Phase 1: 96.8% compliance - improved but still below the 99%+ target. 

• Post-Phase 2: 99.4% compliance - exceeds practical compliance threshold; remaining 0.6% attributable 

to external payer system latency beyond the clearinghouse's control. 

 

9. HIPAA SECURITY RULE COMPLIANCE CONTROLS 

Table 4 maps each applicable HIPAA Security Rule Technical Safeguard (45 C.F.R. § 164.312) to its specific 

implementation within the ASP.NET Web API architecture, the affected endpoints or components, and the 

verification methodology applied during security testing. 

 

HIPAA Security 

Rule § 
Control Area Implementation Endpoint / Component Verification Method 

§164.312(a)(1) 

Access Control 
Authentication 

JWT RS256 + 

mTLS for B2B 

All /eligibility/* 

endpoints 

Token introspection; cert 

pinning test 

§164.312(a)(2)(i) 

Unique User ID 
Identity 

Sub claim from 

ADFS (UPN) 
POST /auth/token 

Audit log user attribution 

check 

§164.312(a)(2)(iv) 

Encryption 
PHI Encryption 

TLS 1.3 in-

transit; AES-256 

at rest 

All endpoints + SQL 

Server TDE 

SSL Labs A+ rating; TDE 

verify query 

§164.312(b) Audit 

Controls 
Audit Logging 

Async 

CloudWatch 

Logs; immutable 

POST /audit/log (all 

endpoints) 

Log completeness test; 

tamper-attempt 

§164.312(c)(1) 

Integrity 

Message 

Integrity 

HMAC-SHA256 

payload signature 

on 270 

POST /eligibility/270 
Signature validation in 

middleware test 
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HIPAA Security 

Rule § 
Control Area Implementation Endpoint / Component Verification Method 

§164.312(d) 

Authentication 
Entity Auth 

Trading partner 

ISA + OAuth 

scope 

B2B integrations 
ISA mismatch → 403 test 

cases 

§164.312(e)(1) 

Transmission 

Security 

Transport 

TLS 1.2 

minimum; TLS 

1.3 preferred 

All endpoints 
Automated SSL cipher scan 

nightly 

Table 4: HIPAA Security Rule § 164.312 Technical Safeguard Mapping to API Controls 

 

9.1 PHI Boundary Enforcement 

The 271 response payload contains Protected Health Information (PHI) including member names, dates of birth, 

group membership identifiers, and benefit details. PHI boundary enforcement is implemented at multiple layers: 

• Response serialiser applies field-level access control: PHI fields not in the requesting trading partner's 

authorised scope are replaced with null, preserving schema structure without disclosing unauthorised 

data. 

• Exception handler sanitises all 5xx error responses to remove any request context that could contain PHI 

from error message bodies; internal exception details are logged to CloudWatch with a correlation ID 

but never returned to the client. 

• Development and testing environments use synthetic member data generated by a HIPAA-compliant test 

data generation tool; no production PHI is permitted in non-production environments. 

• API Gateway response logging excludes the response body to prevent 271 PHI from appearing in access 

logs; request body logging is similarly suppressed for 270 payloads. 

9.2 Business Associate Agreement Coverage 

All AWS services processing 271 response data-API Gateway, Fargate, ElastiCache, CloudWatch Logs, and RDS 

SQL Server-are covered under the AWS HIPAA Business Associate Addendum [14], providing the legal basis 

for PHI processing in the AWS environment. The BAA coverage scope was verified against the current AWS 

HIPAA eligible services list prior to deployment, confirming all services in the architecture are within covered 

scope. 

10. DISCUSSION 

10.1 Latency vs Throughput Trade-Offs 

The load testing results in Table 5 reveal a characteristic throughput ceiling at approximately 700–800 concurrent 

users, beyond which error rates escalate and throughput declines. This ceiling is attributable to payer-side rate 

limiting rather than ASP.NET application capacity-the payer gateways impose their own concurrency constraints 

that create inbound queuing pressure regardless of clearinghouse application scaling. Future optimisation should 

focus on payer connection pool management, circuit breaker configuration, and request hedging strategies to 

improve behaviour at the payer-gateway interface. 

The P99 latency of 1,020 ms at 600 concurrent users, while a dramatic improvement over the 4,400 ms baseline, 

remains the metric most susceptible to single-payer system slowness events. The 99th percentile captures precisely 

those requests that encountered slow payer responses-an external dependency outside the clearinghouse's control. 

The circuit breaker pattern [15] configured with a 12-second timeout and 5-failure threshold provides some 

mitigation by failing fast on consistently slow payer connections, but cannot eliminate the latency contribution of 

occasional single slow responses. 

10.2 Caching and PHI Regulatory Intersection 

The 90-second TTL adopted for eligibility response caching represents a pragmatic balance between cache 

effectiveness and data freshness risk. A 67% cache hit rate at this TTL confirms material latency benefit, but the 

33% miss rate-representing fresh payer inquiries-ensures that recently updated benefit information is retrieved 

within one and a half minutes of a payer-side change for any given member. Organisations with regulatory or 

contractual obligations requiring fresher eligibility data should reduce the TTL accordingly, accepting a 

proportional reduction in cache effectiveness. 

10.3 Async Architecture as an Enabler 

The correlation between the async/await correctness audit and the thread pool contention reduction is the most 

technically instructive finding of this study. The pre-optimisation codebase contained seventeen instances of 

https://ijetrm.com/issue/
http://ijetrm.com/


Volume-06 Issue 11, November-2022                                                                                  ISSN: 2456-9348 

                                                                                                                                           Impact Factor: 5.004 

  

 
International Journal of Engineering Technology Research & Management (IJETRM) 

Journal Article 

https://ijetrm.com/issue/  

 

IJETRM (http://ijetrm.com/)   [280]   

 

 

.Result or .GetAwaiter().GetResult() calls on async operations within synchronous code paths, each of which 

blocked a thread pool thread for the duration of the I/O wait. At 300 concurrent users, these blocking calls were 

consuming thread pool threads faster than the hill-climbing algorithm could inject new ones, producing the 

characteristic staircase latency degradation observed in the baseline throughput chart. The systematic replacement 

of blocking calls with properly awaited async chains, combined with the minimum thread count elevation, 

eliminated the saturation event entirely within the tested concurrency range.11. Conclusion 

 

11. CONCLUSION 

This paper has presented a rigorous performance engineering study of an ASP.NET Web API system engineered 

for production HIPAA 270/271 eligibility verification at clearinghouse scale. The two-phase optimisation 

programme-spanning middleware pipeline restructuring, custom EDI deserialisation, multi-tier caching, thread 

pool calibration, and HIPAA compliance control implementation-delivered transformative performance 

outcomes: an 81% reduction in average latency, a 7.1-fold increase in peak throughput, and elevation of CAQH 

CORE Phase II compliance from 87.3% to 99.4%. 

Seven visual artefacts-an architecture diagram, transaction flow diagram, middleware pipeline diagram, latency 

comparison chart, throughput scaling chart, and KPI summary-accompany the quantitative results and six 

reference data tables, providing practitioners with a comprehensive and visually navigable engineering reference. 

The middleware pipeline table, caching strategy document, and HIPAA control mapping are offered as directly 

reusable artefacts for ASP.NET Web API teams undertaking similar healthcare eligibility system 

implementations. 

The findings identify async/await correctness-specifically the elimination of blocking calls on async operations-

as the highest-leverage single optimisation for ASP.NET Web API systems under high concurrency, with impact 

disproportionate to the code change volume required. Multi-tier caching with HIPAA-aware TTL and access 

control policy is identified as the second highest-leverage optimisation, with a 67% Redis cache hit rate delivering 

an average eligibility latency reduction from 380 ms to 28 ms on cache-served responses. Future work should 

address adaptive payer timeout calibration using latency telemetry, progressive web API rate-limit negotiation 

with trading partners, and the extension of the architecture to support emerging HL7 FHIR R4 Coverage resources 

as a complement or successor to the X12 270/271 standard. 
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