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ABSTRACT

The importance of a secure and efficient means of storing healthcare-related data increases with increasing
volumes. Existing frameworks do secure data but, in terms of encryption efficiency and scalability, fail to account
for large volumes of data posing a threat. In this work, we have studied a framework for storing health care data
securely, adapting solid data protection against contemporary and future threats. The proposed framework for
secure healthcare data storage involves data collection in the form of patient records and medical data, secure key
generation using CRYSTALS-Kyber for encryption during the transmission of healthcare data, encrypting the data
and securely storing it in the cloud environment. The results indicate an encryption strength of 99.5, whereas data
integrity received 99.2. The framework scored 98 for adaptability, showing that it can easily handle large volumes
of data. Therefore, it meets quantum-resistance requirements and thus supports secure and scalable data solutions
for cloud-based environments in healthcare.
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1. INTRODUCTION
The phenomenon of an explosion of health-related data has led to an increase in reliance on alternative storage
mediums such as the cloud for managing patient information [1]. Hospitals, research institutions, and care
providers accumulate large quantities of sensitive data, including electronic health records (EHRs), diagnostic
images, genomic data, and metrics for real-time patient monitoring [2]. This data serves as an important element
in the diagnosis, treatment and personalization of medicine for diseases [3]. This highly sensitive health
information stored in cloud settings poses considerable security and privacy issues [4]. It takes names, such as
unauthorized access, cyber-attacks and data breaches, among others; there are also many compliance concerns
which put a huge share of risk on patient confidentiality [5]. Cloud computing integration promotes easier sharing
by health professionals; it is beneficial in increasing accessibility and scalability [6]. These notwithstanding, it has
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made the decentralized nature of cloud storage stand higher chances of data manipulation, unauthorized exposure
and sensitive medical records loss [7]. Thus, it becomes critical to implement advanced security mechanisms to
protect stored healthcare data for privacy, integrity and confidentiality [8].

Secure storage and management of sensitive patient information have become more crucial than ever with the
transitions of healthcare systems shifting to digital systems. Given the high demand for safe storage of EHRs,
medical images and other patient data and growing need for effective cloud-based systems for healthcare providers
to store this kind of information, the gains of cloud storage in instances such as scalability, accessibility and cost
do come with unwanted concerns such as security risks. Among security risks are data breaches and unauthorized
access followed by all-out cyberattacks [9]. The healthcare organizations shall then be demanded to implement
stringent encryption and secure data management practices to tackle these issues [10]. Encryption has become an
important channel through which most claims of confidentiality and integrity of patient records stored in the cloud
are substantiated [11]. Also important is the secured mechanism for key management, which is important for the
protection of encryption keys that safeguard sensitive data [12]. Encryption techniques should be always
advancing to be strong against future threats including quantum computing. Data privacy and security must not
be compromised at all in order to preserve the trust and compliance of healthcare systems.

To prevent unauthorized access to sensitive medical records and data breaches, healthcare organizations should
implement stringent security measures. The worth of healthcare data is highly priced and given this fact, an
increase in cyber threats with severe consequences to both patients and providers, like ransomware attacks, data
leaks, or insider threats, may be observed [13]. Thus, to make such cases of data breaches irrelevant, it is important
to implement secure encryption methods, key management strategies and controlled access mechanisms [14].
Furthermore, it is necessary to establish secure data transfer protocols to preserve patient information while
transferring data from hospitals to cloud storage or connected medical devices [15]. Data security while
accessibility is guaranteed for authorized personnel presents a very complex problem and requires an efficient
scalable storage framework [16]. It still remains on top of the concerns of securing patient data stored on clouds
against unauthorized disclosures, long-term availability and evolved cyber threats while the digital transformation
of healthcare is in full swing [17].

The paper proceeds as follows: Firstly, literature survey gives an overview of existing work on secure healthcare
data storage. The next section is the methodology, which describes how data will be collected, keys generated,
encryption performed and uploaded on the cloud. The results section examines the performance of the system
based on parameters such as encryption time, data integrity and scalability, which is followed by the concluding
section that recaps significant findings and future work.

2. LITERATURE SURVEY
Devarajan et al. [18] incorporated these cutting-edge technologies in their research: federated learning and cloud-
edge collaborative computing systems. Their research primarily concentrated on developing a multi-national
validation architecture for attacks and non-attacks. The study made use of what it termed End-to-End Privacy-
Preserving Deep Learning (E2EPPDL) to classify each incident resulting from this study. This E2EPPDL formed
the major pillar of this study for attack classification and also kept its activity private.
Cloudlet computing with Edgel-Al: For the health system, Yallamelli and Devarajan [19] developed a hybrid IoT
platform that can be integrated with healthcare data processing to secure data sharing, minimize average latency
and improve real-time decision making. Besides, advanced artificial intelligence models populate this platform:
Random Forest classifiers, Transformer networks and Temporal convolutional networks are incorporated into the
Cloudlet with edge, for the distributed processing along this framework.
Ganesan [20] introduced P2DS, a remedy to contain the increasing peril of security threats in financial institutions.
It was an advanced cryptographic framework using methods such as Attribute-Based Encryption, Attribute-Based
Semantic Access Control and the Proactive Determinative Access algorithm. The research showed its high
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proficiency in accurate access control, faster threat detection and the efficient encryption of such data. Due to its
security and data privacy services, P2DS serves as an authenticated mechanism for the protection of sensitive
financial information in the rapidly changing digital ocean.

Devarajan et al. [21] introduced a robust loMT-and-blockchain-based heart disease monitoring system. The
system enabled registration and login of both doctors and patients. At registration, keys were generated for all
assigned personnel-whoever they might be. Then, during login, data sensing and sensed data uploads to IPFS, the
generation and storage of hashcodes take place in the blockchain. Then again, the Message Authentication Code
generation and verification comes in for authentication purposes.

Ganesan [22] focused on ensuring the security of IoT systems through a study on critical node identification,
vulnerability assessment, security measure proposal and overall system performance impact analysis. With a
quantitative approach toward identifying critical components of IoT systems, a complete vulnerability assessment
was carried out. Security measures, such as intrusion detection systems, encryption techniques, access control
measures and continuous security audits, were proposed and evaluated for their effectiveness in securing IoT.
Ganesan [23] engineered a service-oriented architecture for the system that operates in a Hadoop-managed server
cluster for processing power and data storage. The platform enabled efficient management of educational
resources for remote learning through large datasets and high concurrency support. Stress testing demonstrates
that the platform is capable of sustaining many users simultaneously and many data transactions reliably under
heavy load.

Devarajan et al. [24] have worked out a new method-an innovative approach-in solving the Job Shop Scheduling
Problem, using the Heterogeneous Genetic Algorithm (HGA) along with a Hybrid Particle Swarm Optimization
(HPSO). The HGA is in fact a combination of the genetic algorithm GAs plus the immune mechanisms like
memories and mutation strategies to prevent premature convergence and enhance exploration capabilities. It has
been crucial for developing the HPSOs made to improve job sequencing into lesser production time integrating
PSO strengths with some genetic operators.

Yallamelli et al. [25] came up with a truly innovative and state-of-the-art approach, which is called Dynamic
Mathematical Hybridized Modeling Algorithm for solving work order patching problems of warehousing that
are indeed crucial for the entire optimization process involved in any order filling. This is integrated within
advanced operational research techniques-a tabu search-related dynamic mathematical hybridized modeling
algorithm for solving batching order efficient grouping.

2.1 Problem Statement

The existing works in securing healthcare data in cloud computing have taken giant strides, especially by
integrating homomorphic encryption for privacy-preserving data analysis. However, there are still challenges to
be faced, like the increased computational overheads raised by homomorphic encryption, which makes it harder
to balance data confidentiality with efficient processing [26]. The scalability of the techniques is a problem
regarding the current methods of privacy-preserving data analysis when applied for large heaps of healthcare data
[27]. This paper proposes the development and thus implementation of more efficient and scalable solutions for
privacy-preserving data analysis as an answer to the challenges, thereby promising improved performance and
confidentiality in cloud-based healthcare systems.

3.METHODOLOGY
The framework for securing healthcare data in cloud storage is depicted in Figure 1. At the outset, patient records
and medical data form the healthcare datasets. Subsequently, the use of CRYSTALS-Kyber for the key generation
process produces a public and private key that provides an encryption and decryption process. After that, the
acquisition of healthcare data occurs by encrypting such data with CRYSTALS-Kyber before storage. The data is
thereafter stored in a cloud environment, making it secure but accessible and scalable. The system also measures
the performance of its overall encryption procedure using performance metrics measured against the efficiency of
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its encryption process, that is, storage space and access speed. This workflow ensures the confidentiality, integrity
and post-quantum security in the storage of healthcare data on cloud systems.

a KEY GENERATION
a_ a PUBLICKEY
——>

PRIVATEKEY
Healthcare |
Dataset

Figure 1: Secure Healthcare data storage using CRYSTALS-Kyber Encryption

3.1 DATACOLLECTION
In collecting data relevant to healthcare, several resources such as electronic health records (EHRs), medical
imaging systems, loT-enabled wearables, patient monitoring sensors and laboratory report systems are used. The
data in consideration would comprise structured numerically formatted data records, unstructured clinical note
texts and high-resolution medical imaging, all useful for diagnosis and intervention. Preprocessing methods are
set in place to maintain data integrity when they come into contact with encryption techniques. In this area, the
anonymization of personally identifiable information is another important factor in countering unauthorized
access. Furthermore, secure data-sharing agreements with the healthcare bodies magnify security and compliance
aspects. The collected data is able to go through an organized process of encryption before secure cloud storage
and protection from cyber threats.
3.2 KEY GENERATION
CRYSTALS-Kyber is a post-quantum cryptographic algorithm and lattice-based key encapsulation mechanism
for secure key material generation and exchange. In this scheme, a public-private key pair is generated: the public
key is used for encryption and the private key for decryption. Then, it uses a key encapsulation mechanism (KEM),
which ensures secure derivation and exchange of encryption keys across untrusted networks. Unlike key
generators based on classical RSA or elliptic curve cryptography (ECC), Kyber resists quantum attacks and
remains secure against attacks from quantum computers. Its operational efficiency, small key size and speed of
key generation make it ideal for bulk data encryption. This method secures key exchange and encryption, thus
maintaining the data-preservative contemporary security paradigms.
The key generation process in CRY STALS-Kyber follows these three main steps:
Select a secret key (s ) and error term (e) from a small distribution is represented as equation (1),
s,e<x 1)
where y is a noise distribution.
Generate a random matrix A from a predefined set. Compute the public key using the equation (2),
pk =A-s+ emodq 2)
Where, A is a randomly chosen matrix (publicly known). s is the secret key. e is the error term. q is a predefined
prime modulus.
The private key is simply expressed as equation (3),
sk=s 3)

[IJETRM (http://ijetrm.com/) [225]


https://www.ijetrm.com/
http://ijetrm.com/

Volume-09 Issue 03, March-2025 ISSN: 2456-9348

Impact Factor: 8.232

International Journal of Engineering Technology Research & Management
Published By:
https://www.ijetrm.com/

The private key (s) is chosen randomly and kept secret. The public key (pk) is computed using matrix
multiplication with added noise. The security comes from the hardness of solving pk = A - s + emodgq, even with
quantum computers. This process ensures secure key generation for encrypting healthcare data before storage.
3.3 ENCRYPTION
The framework proposed here uses CRY STALS-Kyber, a post-quantum cryptographic algorithm, for encryption,
which is aimed at key exchanges and protecting data. In the first instance, the health data are encrypted with the
public key generated in the key generation phase and stored. Health data use an encryption mechanism: KEM,
with public key and shared secret key derived during encryption. The ciphertext is sent to the cloud infrastructure
to ensure encryption protection against unauthorized access. The CRYSTALS-Kyber algorithm guarantees that,
under quantum power, this data remains safe against any algorithm of quantum-based attack. Therefore, the
framework provides confidentiality, integrity, and security to sensitive healthcare data throughout the collection
and storage phases using this encryption process.
The encryption process in CRYSTALS-Kyber is based on a Key Encapsulation Mechanism (KEM). Here’s how
the encryption works:
Given, the public key pk generated earlier. The message to be encrypted, m. A random value z (shared secret).
A random error term e’ is generated to add additional security to the encryption process.
The ciphertext ¢ is computed as equation (4),

¢ = (pk-z+e' modq,m z) 4)
Where, pk is the public key. z is the random shared secret. e’ is the masking error term. q is the modulus (a prime
number). m is the message (healthcare data) to be encrypted. @ denotes the bitwise XOR operation applied to
the message m and the shared secret z.
The first part of the ciphertext pk - z + e'modgq is a secure representation of the shared secret, ensuring that the
encrypted data is protected from unauthorized decryption. The second part m @ z ensures that the original
message m is securely encrypted using the shared secret z.
This encryption process guarantees that only the private key holder can decrypt the ciphertext and recover the
original message m. The use of CRYSTALS-Kyber provides quantum resistance against future threats, making it
highly secure for sensitive healthcare data.
3.4 CLOUD STORAGE
The proposed framework involves storing sensitive health records co-ordinates in the cloud space environment to
be highly secured and scalable. The healthcare data from the patient in the cloud is encrypted with CRYSTALS-
Kyber and then uploaded securely into a cloud storage service. As an online platform, the cloud provides
scalability, primarily to accommodate large volumes of stored medical data, including electronic health records
(EHR), images and real-time patient data. It offers such data a very safe storage environment, compliant, highly
valid and disaster-recovery-ready. Using cloud storage makes the encrypted data accessible to authorized health
professionals. Hence, it enables collaboration and decision-making in a secure information-management
environment but allows access only to privileged members through the application of encryption-controlled and
role-based access.

4. RESULTS

The result part of this work deals with the evaluation of the proposed framework for healthcare data storage along
pertinent issues like encryption time, security, data integrity and scalability. The number of graphs and charts
elaborates further how the system is made efficient, showing the relationship of data size with encryption time
and critical performance parameters. The results indicate that the framework is adapted to patient-informed large-
scale healthcare data management.
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Cloud Storage Latency vs Data Size
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Figure 2: Cloud Storage Latency
Figure 2 shows a proportional increase in cloud storage latency as the data size increases. When the data size
increases from 1GB to 100GB, the latency rises from 30ms to 600ms. Thus, this further demonstrates that retrieval
time has a linear relationship with data sizes, meaning larger datasets lead to longer processing delays. The trend
therefore hints towards the reason why patients should not wait having their data optimally accessed before
processing for healthcare applications. The findings are indicative of the need for effective storage management
within large healthcare data environments.

Encryption Time
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Figure 3: Encryption Time

Encryption time is shown for the CRYSTALS-Kyber encryption algorithm when plotting against plaintext sizes
expressed in megabytes (MB) in Figure 3. As the plaintext size increases, similarly does the encryption time. In
particular, between 0 and 22 MB of plaintext data, the time span for encrypting has grown from approximately
120 ms to over 800 ms, hence establishing a strong linear relationship between the data size and the time needed
for encryption. This performance perspective signifies that even though the CRYSTALS-Kyber post-quantum
encryption is strong, encryption time would actually be hugely increased when there is larger data to process.
Therefore, when one considers large sets of healthcare data stored in the given system, an optimization of
encryption time would become very important for performance reliability.
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Evaluation of Encryption Strength, Data Integrity, and Scalability
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Figure 4: Encryption Strength, Data Integrity and Scalability

Evaluation of Encryption Strength (CRYSTALS-Kyber), Data Integrity and Scalability appears in Figure 4.
Encryption Strength: 99.5. This indicates that there is strong protection for sensitive healthcare data using the
CRYSTALS-Kyber encryption algorithm. Data Integrity: 99.2. This means that the system can effectively
ascertain the integrity of storage by detecting and preventing tampering with data or unauthorized changes to data,
either during storage or during transmission. Scalability: 98. It shows that the system can efficiently tackle ever-
increasing volumes of healthcare data while maintaining sufficient performance. This very well indicates good
security, reliability and scalability of the proposed framework for large-scale healthcare data management.

CONCLUSION

In this research paper, securing healthcare data in cloud storage framework was designed to bring solutions for
storing sensitive medical data in cloud systems. The result of the proposed framework on its effectiveness in
ensuring data confidentiality, integrity and post-quantum security via efficient encryption and cloud storage
integration has been obtained. Encryption time increased linearly from 120 ms to 800 ms as data volumes
increased from 0 MB to 22 MB, showing performance scalability and within acceptable limits. The framework
was rated at encryption strength of 99.5, data integrity of 99.2 and scalability rated at 98-numbers, showing its
sturdiness in a big healthcare setting. Finding shows the importance of optimizing both encryption time and cloud
storage processes so that latency is reduced and safe timely access to healthcare data is ensured. This research lays
the foundation for establishing secure and quantum-resistant healthcare data management systems. Future work
could involve more reducing the encryption times while boosting even larger dataset performances through cloud
storage.
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