Volume-08 Issue 05, May-2024 ISSN: 2456-9348

Impact Factor: 7.936

International Journal of Engineering Technology Research & Management
Published By:
https://www.ijetrm.com/

OPTIMIZING BUILDING OPERATIONS THROUGH PLC AND SCADA
INTEGRATION

Himanshu Ramanlal Patel
MS in Electrical Engineering University of Bridgeport, CT, USA

ABSTRACT

Efficient building operations are essential for optimizing energy consumption, reducing operational expenses,
and enhancing occupant comfort. This research examines the integration of Programmable Logic Controllers
(PLC) and Supervisory Control and Data Acquisition (SCADA) systems to enhance automation and efficiency
in building management. By leveraging PLCs for real-time process control and SCADA for monitoring and data
analysis, a comprehensive framework is proposed to improve energy management, predictive maintenance, and
fault detection. The integration of these technologies enables seamless communication between key building
components such as HVAC, lighting, security, and elevators, leading to improved resource utilization and
reduced downtime. A case study approach evaluates the practical implementation of this framework,
demonstrating the significant benefits and potential challenges of integrating PLC and SCADA. The findings
indicate that this integration can significantly enhance operational efficiency while offering a scalable solution
for the future development of smart buildings.
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INTRODUCTION
With technological advancements and the increasing demand for energy-efficient solutions, intelligent
automation has become a key aspect of modern building management. A well-automated building reduces
operational expenses while maintaining high safety and security standards. The integration of PLC and SCADA
enhances automation by facilitating real-time monitoring and control of various building functions. This study
explores how PLC-SCADA integration can optimize building operations, particularly in areas such as energy
efficiency, security management, and maintenance planning. The primary goal is to establish a system where
sensors detect operational changes, relay data to the PLC, and trigger the appropriate responses, which are then
monitored and controlled through the SCADA interface. This automated approach ensures optimal performance
while minimizing manual intervention.
A well-designed building automation system enables seamless communication between multiple networks and
control components, enhancing operational flexibility while ensuring future scalability. Automating building
operations contributes to energy efficiency and cost reduction while maintaining high standards of safety and
security. This project focuses on implementing safety features within buildings by integrating PLC and SCADA
technology. Through strategically placed sensors, real-time data collection is possible, allowing for effective
monitoring and control via SCADA interfaces. The interaction between sensors and programmed PLC modules
triggers necessary alarms, thereby ensuring security and uninterrupted operations. The primary objective is to
create a cost-effective solution that meets the growing demand for automation, particularly in rapidly expanding
economies like India.
Managing a building or industrial facility is a multifaceted task that requires substantial material resources and
labor. To maximize profitability, businesses must prioritize safety and maintenance while maintaining high
productivity levels. The adoption of PLC-based safety mechanisms has advanced with technological
improvements, and the development of SCADA has made centralized system control increasingly feasible. The
following functionalities highlight the advantages of this integration:

A. Water Level Control

IJETRM (http://ijetrm.com/) [746]


https://www.ijetrm.com/
http://ijetrm.com/

Volume-08 Issue 05, May-2024 ISSN: 2456-9348

Impact Factor: 7.936

International Journal of Engineering Technology Research & Management
Published By:
https://www.ijetrm.com/

Sensors monitor tank water levels, automatically triggering motor activation or deactivation based on predefined
thresholds.

B. External Light Control

Light-dependent resistors (LDRs) detect ambient light intensity, ensuring automatic activation or deactivation of
external lighting.

C. Smart Parking Management: Sensors identify available parking spaces and provide real-time updates,
minimizing search time and enhancing efficiency.

D. Elevator System

The elevator system's functionality is enhanced by allowing for speed adjustments and remote control via PLC
and SCADA.

E. Fire Detection System

Temperature sensors detect sudden increases in heat, triggering an automatic fire suppression response to
mitigate damage and ensure safety.

F. Internal and External Light System

Infrared sensors track occupancy levels within a building, adjusting lighting loads based on real-time foot
traffic.
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Figure 1 Overview of Research

LITERATURE REVIEW

Intelligent energy management based on SCADA system in a real Microgrid for smart building
applications [1].

Energy management is one of the main challenges in Microgrids (MGs) applied to Smart Buildings (SBs).
Hence, more studies are indispensable to consider both modeling and operating aspects to utilize the upcoming
results of the system for the different applications. This paper presents a novel energy management architecture
model based on complete Supervisory Control and Data Acquisition (SCADA) system duties in an educational
building with an MG Laboratory (Lab) testbed, which is named LAMBDA at the Electrical and Energy
Engineering Department of the Sapienza University of Rome. The LAMBDA MG Lab simulates in a small
scale a SB and is connected with the DIAEE electrical network. LAMBDA MG is composed of a Photovoltaic
generator (PV), a Battery Energy Storage System (BESS), a smart switchboard (SW), and different classified
loads (critical, essential, and normal) some of which are manageable and controllable (lighting, air conditioning,
smart plugs operating into the LAB). The aim of the LAMBDA implementation is making the DIAEE smart for
energy saving purposes. In the LAMBDA Lab, the communication architecture consists in a complex of
master/slave units and actuators carried out by two main international standards, Modbus (industrial serial
standard for electrical and technical monitoring systems) and Konnex (an open standard for commercial and
domestic building automation). Making the electrical department smart causes to reduce the required power
from the main grid. Hence, to achieve the aims, results have been investigated in two modes. Initially, the real-
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time mode based on the SCADA system, which reveals real daily power consumption and production of
different sources and loads. Next, the simulation part is assigned to shows the behavior of the main grid, loads
and BESS charging and discharging based on energy management system. Finally, the proposed model has been
examined in different scenarios and evaluated from the economic aspect [1].

A SCADA system for energy management in intelligent buildings [2].

This paper develops an energy management platform for intelligent buildings using a SCADA system
(Supervisory Control and Data Acquisition). This SCADA system integrates different types of information
coming from the several technologies present in modern buildings (control of ventilation, temperature,
illumination, etc.). The developed control strategy implements a hierarchical cascade controller where inner
loops are performed by local PLC (Programmable Logic Controller), and the outer loop is managed by a
centralized SCADA system, which interacts with the entire local PLC network. In this paper a predictive
controller is implemented above the centralized SCADA platform. Tests applied to the control of temperature
and luminosity in huge-area rooms are presented. The developed predictive controller optimizes the satisfaction
of user explicit preferences coming from several distributed user-interfaces, subjected to the overall constraints
of energy waste minimization. In order to run the predictive controller with the SCADA platform a
communication channel was developed to allow communication between the SCADA system and the MATLAB
application where the predictive controller runs [2].

Building Management System using PLC [3].

With Indian Industries suddenly being exposed to Globalization and being made to complete against their
Global Counterparts. It has become Ultimate for every industry to follow WTO norms in their Industries. In
which Safety and security of Plant Personals and Plant plays a colossal part. This Project PLC Based BMS is
concerned with the Implementation of Safety features in industries with the Powerful combination of
Programmable logic Controller aided with SCADA end monitoring and control. This Project is achieved by
erecting specific purpose sensors in the Industrial field and monitoring their changes using PLC and SCADA
Interface Mounted in the control room. Based on the communication between field sensors and Programmed
PLC module certain alarm signals can be raised and safety and security of the industry can be maintained. Since
one end being a visual Monitoring and Control (SCADA), it becomes uncomplicated for one to understand
what’s phenomenon is taking place in the operating medium without any upheaval. The ultimate goal of safe
running of the plant without any interrupts because of safety let-out is achieved with the help of this Project in a
cost-effective way best suited for growing economy like India [3].

Modeling and optimization of a hybrid system for the energy supply of a ‘‘Green’’ building [4].
Renewable energy sources (RES) offer a sustainable and locally available alternative to conventional power
generation, particularly in regions with abundant wind and solar resources. Hybrid energy systems enhance both
the economic viability and environmental sustainability of RES, ensuring a reliable energy supply. This paper
aims to introduce a dynamic model that integrates multiple RES along with a storage unit to meet the thermal
and electrical energy demands of a "Green" building in an environmentally responsible manner. The proposed
system operates within a dynamic decision framework, optimizing the performance of a complex hybrid energy
setup connected to the grid and leveraging various renewable sources. To achieve optimal efficiency, Model
Predictive Control (MPC) is employed. The optimization approach is applied to a case study where electrical
energy is also utilized for water pumping in residential applications. The study presents optimal results under
two key scenarios: with and without an energy storage system [4].

Impact of building automation control systems and technical building management systems on the energy
performance class of residential buildings: An Italian case study [5].

This paper examines the impact of building automation control (BAC) and technical building management
(TBM) systems on residential buildings. It highlights how automation, monitoring, and control functionalities,
as outlined in the European Standard EN 15232, significantly affect the energy efficiency of a single-family test
house, ultimately influencing its energy performance classification. The study demonstrates that the
effectiveness of BAC and TBM systems largely depends on the household's existing technical equipment and its
initial energy performance class. Additionally, the research assesses the economic implications of implementing
BAC and TBM functions across different starting energy classes in the evaluated household [5].
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PROBLEM SUMMARY

The evolution of building automation has significantly improved with technological advancements, particularly
in microprocessors and software applications. The introduction of PLCs for safety and control applications has
enhanced system efficiency and reliability. Over the years, the integration of PLC with SCADA has enabled
real-time process visualization, making it an essential component of modern building management systems. The
PLC serves as the central control unit, linking various devices and sensors within an installation. Users can
interact with the system through an operator terminal, allowing for seamless control and monitoring of building
operations. This integration reduces maintenance efforts, enhances efficiency, and lowers operational risks,
making PLC and SCADA indispensable in industrial automation.

AIM AND OBJECTIVES OF THE RESEARCH
Develop a robust automation system for building management using PLC and SCADA.
Improve energy efficiency by automating the control of lighting, HVAC, and electrical systems.
Strengthen security measures through real-time monitoring and automated alerts.
Minimize maintenance costs and system downtime by implementing predictive maintenance.
Create a scalable solution for future smart building advancements.

AN AN S

PROBLEM SPECIFICATIONS
Automation in buildings is designed to enhance comfort and efficiency while minimizing manual intervention.
Several aspects of building management have been automated to improve functionality and reduce energy
consumption. Key areas addressed by automation include:
o Parking Management: Automated systems reduce congestion by identifying available parking spaces
in real time.
e Lighting Control: Intelligent lighting systems reduce energy consumption by automatically adjusting
brightness based on occupancy and daylight levels.
o \Water Management: Automated water control systems regulate supply, preventing wastage and
ensuring efficient distribution.
e Security Enhancements: Integrated sensors monitor entry points and detect unauthorized access,
improving building security.
By implementing automation across these areas, buildings can achieve greater efficiency and sustainability.

FUNDAMENTALS OF PLC AND SCADA

SCADA Overview

SCADA (Supervisory Control and Data Acquisition) is a widely used industrial automation system that
facilitates real-time monitoring and control of various processes. Developed by standardization committees and
industry leaders, SCADA systems have evolved to offer enhanced functionality, scalability, and performance.
These systems are extensively used in industries such as power generation, chemical processing, and
manufacturing. SCADA platforms provide a graphical user interface (GUI) for monitoring industrial operations,
enabling real-time data acquisition and control through PLC integration.

Programmable Logic Controller (PLC)

A PLC is a specialized computing device used for controlling industrial processes. It operates using
programmable memory to store instructions, allowing it to execute functions such as on/off control, timing,
counting, sequencing, and data handling. Initially introduced to replace relay-based control systems, PLCs have
evolved into highly versatile automation solutions capable of managing complex industrial applications. PLCs
enhance operational efficiency by reducing the need for extensive hardwiring, improving system flexibility, and
enabling advanced control logic.

Human-Machine Interface (HMI)

An HMI is a software-based interface that enables users to interact with automated systems. It provides real-
time process information and allows operators to implement control commands. Typically presented as a
graphical user interface (GUI), HMIs enhance usability and facilitate seamless system monitoring and
management.
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METHODOLOGY
Observation Matrix:
Activities:
e Automatic Control (Automation): Using PLC and SCADA helps the system to be fully automatic ad
can be controlled through a control room.
e  User Friendly: A person with some knowledge can use and can the programs according to the need of
the system. So, it is a user-friendly system.
e  Protection during and after power failure: The system is protected before the power failure as well as
after the power failure also.
e Need for less man power: As most of the work is done automatically through control room, the need
for man power has been reduced.
e Reduces operation and maintenance cost: The operation is done through the SCADA in the control
room only. So, the cost of operation has been reduced.
e Reduces energy cost: As the lighting and other electrical devices are operated through SCADA, it can
be turned off when not in use. So, it reduces the energy cost.
e Addition of facility with less economy: More and more facilities are provided to the people with less
economy.
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Figure 1 Typical SCADA System Architecture

MODBUS PROTOCOL

In the late 1970s, Modicon, Incorporated, developed the MODBUS protocol. MODBUS is positioned in layer 7
(the application layer of the OSI model) and supports client-server communications among Modicon PLCs and
other networked devices. The MODBUS protocol defines the methods for a PLC to obtain access to another
PLC, for a PLC to respond to other devices, and means for detecting and reporting errors. The protocol supports
other protocols such as asynchronous master-slave transmission, Modicon MODBUS Plus, and Ethernet. In
order to take advantage of the supporting tools, hardware, and software that are used for the Internet,
MODBUS/TCP was also developed. It is based on the OSI model, although not all layers are used. A typical
MODBUS transaction comprises the following steps. The MODBUS Application protocol sets the format of a
client-initiated request. A function code in a MODBUS data unit, as the message packet is called, directs the
server to execute a specific action. A data field in the message provides additional information used by the
server to perform the requested action. If there are no errors in the exchange, the server completes the requested
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action, typically sending data back to the client. If an error occurs, the server reads an exception code in the data
unit to determine the next action to be performed.
SCADA SOFTWARE

Wonderware provides a flexible, maintainable and secure software platform for SCADA environments. These
solutions are built on and integrated with a single, open and scalable software architecture that can connect to
virtually any automation system, remote terminal unit (RTU), intelligent electronic device (IED), programmable
logic controller (PLC), database, historian or business system in use today. The open nature of this platform
enables users to expand their existing systems without having to buy new hardware or control systems.
Wonderware solutions enable distributed peer-to-peer communications. In addition, existing assets can be
modeled within the software. This saves a tremendous amount of time when adding new wells, substations,
devices or other monitoring stations — because the engineer can reuse the template that contains all of the
information necessary for control, such as scripts, alarms and communication methods. That also greatly
improves the reliability of the system because the software’s existing templates are field-proven.
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Figure 3 Fig.7 SCADA system

The snapshot of the actual view of the systems is as follows:
Parking System:
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Figure 4 Parking system of a building

Figure 4 shows a parking facility of an automation building. As a car is inserted in the parking, sensors sense it
and the plots available for parking are highlighted with a red light at the parking plot. This helps the driver to
find a parking place for their vehicles rapidly. If the parking is full, then a massage is displayed “Parking Full”
through which other drivers didn’t enter in the parking.

Water Level in the Tank

Figure 5,6 & 7 shows the water level of the tank in an automation building. Initial, for better understanding, we
have kept the tank fully empty as shown in figure 5. Two sensors are provided at the top of the tank and at a
small height from the bottom of the tank.

As shown in figure 6, the motor is turned on, as well as the valve is turned on. The tank is now started filling. As
the water level reaches at the top of the tank, the sensor at the top is turned on and the motor stops.

Now as the water is reducing, as per the usage, as shown in figure 7, a point arrives where the water level
reduces lower than the sensor. There the motor starts again and fill the tank.

Figure 5 Water level in the tank (initial)
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Figure 6 Water level in the tank (Fillin

Figure 7 Water level in the tank (reducing)

Elevator System

Figure 8 Elevator system (At ground floor)
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Figure 9 Elevator system (At First Floor)

Figure 8 & 9 shows the working of elevator system. Fig 5) shows that the lift is at the ground floor.
When the button of first floor is pressed, the led placed firstly to the switch is activated. When the elevator

reached at the first floor as shown in fig 6) then a message is displaced “First Floor”.

Fire/Smoke Detector

Figure 10 Fire/smoke detector system (Before activation)

Figure 11 Fire/smoke detector (After activation)
Figure 10 &11 shows the Fire/smoke detector before activation and after activation respectively. As shown in
figure 10, the sensors and the water valves are in off position (red means off here). As the temperature rises
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above a rated temperature, the sensors are activated (here green means on position) and the water valves are also
activated. The water stats sprinkling till the temperature drops to the rated temperature.

FUTURE SCOPE
The field of building automation is continually evolving, with vast opportunities for future advancements. The
incorporation of 10T, artificial intelligence, and cloud computing can further enhance PLC and SCADA
functionalities. Smart sensors, predictive analytics, and remote management capabilities will enable greater
efficiency and adaptability in building management. Additionally, addressing cybersecurity risks and reducing
implementation costs will be critical for widespread adoption.

CONCLUSION
The integration of PLC and SCADA in building management presents a significant advancement in automation,
leading to improved energy efficiency, security, and operational effectiveness. By leveraging real-time data
acquisition, monitoring, and control, this system fosters a smarter and more sustainable building environment.
Future innovations will continue to expand its capabilities, paving the way for highly automated, cost-effective,
and energy-efficient smart buildings.
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