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ABSTRACT 

Cloud computing has brought significant changes to the global IT environment through its ability to provide on-

demand access to computing resources, flexible infrastructure, and distributed services. This article will 

examine cloud computing along five different dimensions: foundational architectures, service and deployment 

models, infrastructure components, security challenges, and emerging trends. The study draws upon peer-

reviewed articles and industry reports published between 2018 and 2023. Using a systematic literature review 

and a comparative analysis of deployment frameworks and security architectures, this research reviews current 

knowledge in cloud computing and identifies gaps and contradictions in the literature. While it is apparent that 

there are many organizational considerations as cloud computing continues to gain momentum worldwide, there 

are also many trade-offs involved for organizations, including agility vs. governance and cost optimization vs. 

robust security. The contribution of this article is an integrated analytical framework that maps how business 

model sustainability and security posture relate to the decision-making process for using cloud-based 

infrastructure, a relationship that is only partially represented in prior literature. In addition to the limitation of 

not drawing on primary empirical data, the rapid pace of technological evolution limits the time period during 

which certain findings remain relevant.  
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1. INTRODUCTION 

A new technology paradigm that will fundamentally alter the way organizations acquire, use, and manage their 

IT assets has emerged through the development of cloud computing. According to Mell & Grance (2011), cloud 

computing is described by the National Institute of Standards and Technology (NIST) as “a model for providing 

on-demand network access to a shared pool of configurable computing resources,” enabling organizations to 

transition from the capital-intensive on-premises IT infrastructure to a subscription-based service delivery model 

(Mell & Grance, 2011). Beyond the IT Department, the impact of Cloud Computing's use will have a profound 

effect on how organizations develop competitive strategies, operate within their regulatory environment, and 

compete in various industries. 

As noted by Gartner (2023), the global market for cloud computing is growing rapidly, with an estimated $597 

billion being spent globally in 2023 for public cloud services, with that number expected to grow to $1 trillion 

by 2027. The reasons for this growth are largely attributed to three primary drivers: 1.) The maturity of the 

technology; 2.) Competitive pressures; 3.) Lessons learned from the COVID-19 pandemic demonstrated the 

https://ijetrm.com/issue/
http://ijetrm.com/


Volume-08 Issue 10, October- 2024                                                                                      ISSN: 2456-9348 

                                                                                                                                           Impact Factor: 7.936 

  

 
International Journal of Engineering Technology Research & Management (IJETRM) 

Journal Article 

https://ijetrm.com/issue/  

 

IJETRM (http://ijetrm.com/)   [104]   

 

 

ability of cloud infrastructure to provide operational resilience to support remote work at scale and to quickly 

adapt business models during prolonged disruption periods (Jamsa, 2022). 

Although there are few examples of the impediments to frictionless cloud adoption, several studies have 

identified security and privacy concerns as the primary barriers to cloud migration, especially for those 

enterprises in highly regulated industries such as Finance, Healthcare, and Government (Almorsy et al., 2016). 

Moreover, as new technologies continue to emerge, such as Edge Computing, Artificial Intelligence, and 

Quantum Computing, the cloud computing industry is evolving and fragmenting into sub-domains or sub-

sectors, creating definitional ambiguity and potential blind spots for business leaders and strategists. Therefore, 

this paper argues that a holistic, critically engaged integration of the field of cloud computing is both 

academically desirable and practically necessary for organizations making decisions about adopting cloud 

computing. 

The structure of this paper is as follows: Section 2 presents a description of the methodology used in this study; 

Section 3 provides a review of the basic elements that comprise cloud computing; Section 4 presents reviews of 

cloud services and cloud deployment models; Section 5 describes the key components of cloud computing 

infrastructure; Section 6 presents descriptions of business models facilitated by cloud computing; Section 7 

describes the risk of insecurity that can be present when using cloud computing and the methods available to 

mitigate those risks; Section 8 presents the major trends presently evolving within the field of cloud computing; 

Section 9 will describe the limitation of this study; and Section 10 will provide a summary of the findings of this 

study along with their implications for future research and practice. 

2. METHODOLOGY 

The methods used in this study are a systematic literature review (SLR), which was based upon the Preferred 

Reporting Items for Systematic Reviews and Meta-Analyses (PRISMA). A systematic literature review is a 

process designed to systematically locate, critically appraise, and synthesize all relevant studies that meet pre-

defined eligibility criteria on the topic of cloud computing during the years 2015-2023. Kitchenham and 

Charters (2007) describe the SLR as a methodologically rigorous approach to systematically reducing selection 

bias, while increasing transparency and replicability in the analysis of evidence. The primary research question 

for this study provides direction for the SLR and asks: What does the current body of knowledge indicate about 

the concepts of cloud computing, the business models of cloud computing, the infrastructure of cloud 

computing, the security of cloud computing, and the future directions of cloud computing, and what critical 

knowledge gaps exist? 

Sources of literature came primarily from four databases: IEEE Xplore, ACM Digital Library, Science Direct, 

and Google Scholar. The search terms used were various combinations of "cloud computing," "cloud 

infrastructure," "cloud security," "IaaS," "PaaS," "SaaS," "Hybrid Cloud," "Multi-cloud," "Serverless 

Computing," and "Edge Computing." The initial searches yielded over 4800 results. By using the inclusion 

criteria (English language, Peer Reviewed/Authoritative Industry Report, Focus on Cloud Computing, Published 

2015 – 2023) and exclusion criteria (Duplicate Publications, Opinion Pieces Lacking Empirical Grounding, 

Studies Focused on Single Vendor Implementations without Generalizable Findings) we narrowed our search 

down to 187 sources and conducted a full-text review, where 92 of those sources are referenced within this 

document. 

This paper utilizes two different methods to analyze the strengths and weaknesses of competing cloud delivery 

models and security architecture: Thematic Synthesis and Comparative Analytical Methods. This analysis uses 

an adapted version of the Technology-Organization-Environment (TOE) model developed by Tornatzky and 

Fleischer (1990) and the Cloud Adoption Framework created by Amazon Web Services (AWS) (2023). These 

frameworks will be used to compare the different cloud delivery models to each other based upon their relative 

strengths and weaknesses, as opposed to providing prescriptive recommendations. This methodological 

approach is the primary original contribution of this paper. As opposed to creating a descriptive survey of cloud 

attributes, this paper provides a systematic mapping of infrastructure choices to business model sustainability 

and security postures, a level of analysis that has not been utilized in previous reviews. 
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Figure 1: Cloud Computing Service Models (IaaS, PaaS, SaaS) 

3. FOUNDATIONAL CLOUD COMPUTING CONCEPTS 

The National Institute of Standards and Technology (NIST) provides an overview of five fundamental 

characteristics of cloud computing: on-demand self-service, broad network access, resource pooling, rapid 

elasticity, and measured service (Mell & Grance, 2011). Together, these characteristics represent how cloud 

computing differs from previously used hosted or managed service models and establish the value that 

encourages companies to adopt cloud computing. 

On-demand self-service allows users to request compute capability without having to interact with the service 

provider, and thus significantly decreases time-to-deployment of infrastructure from weeks to minutes. Broad 

network access enables cloud services to be available via the network and to be accessed through standard 

protocols, which supports heterogeneity of clients (such as mobile devices, tablets, laptops, etc.). Resource 

pooling is likely the most impactful of the five characteristics of cloud computing because it enables cloud 

providers to offer a shared resource pool of physical and virtual resources to many consumers based on their 

demand (Buyya et al., 2019). In other words, resource pooling enables cloud providers to scale their hardware 

infrastructure costs across thousands to millions of consumers, while ensuring service level agreements. 

Rapid elasticity allows for compute capability to be allocated and de-allocated elastically to match demand 

spikes, in some cases automatically. Elasticity is particularly useful for applications where demand is highly 

unpredictable and subject to short-term spikes, for example, e-commerce websites during promotions, or 

streaming services during major broadcasts. Measured service is the fifth characteristic and is defined as the 

consumption-based billing model in which cloud systems automatically monitor and report usage and 

consumption to provide both transparency to the service provider and the consumer (Jamsa, 2022). This 

represents a fundamental shift away from capital expenditures (CapEx) to operational expenses (OpEx); cloud 

computing enables companies to correlate their IT costs with their business activities and revenue streams. 

From a financial perspective, cloud computing has several positive implications: cloud computing can increase 

the flexibility of company balance sheets, minimize companies' exposure to depreciation, and enable companies 

to attribute their IT costs to specific business units. However, this model also has negative implications: 

companies need to ensure they govern the consumption of cloud services to avoid uncontrolled spending and to 

prevent budget blowouts due to excessive resource consumption. 

 

Characteristic Traditional IT Cloud Computing 
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Provisioning Time Weeks to months Minutes to hours 

Cost Model Capital expenditure (CapEx) Operational expenditure (OpEx) 

Scalability Limited, manual scaling Rapid, automated elasticity 

Resource Utilization Typically 15–25% 60–80% through pooling 

Maintenance Organization responsible Shared or provider responsibility 

Disaster Recovery Complex, costly Simplified through geographic 

distribution 

Table 1: Comparative Analysis of Cloud Computing Characteristics vs. Traditional IT 

4. CLOUD SERVICES AND DEPLOYMENT MODELS 

The three main types of cloud services – Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and 

Software as a Service (SaaS) – make up a conceptual stack representing increasingly abstracted and functionally 

managed services provided by the cloud service provider. IaaS offers the customer basic computing capabilities 

such as processing power, storage, and networking, but allows customers to operate and deploy their own 

software, including operating systems and applications (Armbrust et al., 2010). Major players in the IaaS space 

include Amazon Web Services (AWS) EC2, Microsoft Azure Virtual Machines, and Google Compute Engine. 

Organizations seeking ultimate control over their software environment and often migrating legacy applications, 

performing high-performance computing, and creating custom network configurations typically choose to 

implement IaaS. 

PaaS allows users to run applications they have either developed themselves or purchased from third-party 

vendors on the vendor's cloud infrastructure, using the programming languages, libraries, services, and 

development tools provided by the vendor (Mell & Grance, 2011). Through abstraction of the vendor's 

responsibility for the customer's infrastructure, PaaS allows developers to focus on the business logic of their 

applications, rather than on the configuration of servers. This results in less time required to bring new software 

applications to the end-user, which is why many organizations are beginning to adopt PaaS models as part of 

their DevOps and continuous delivery strategies, such as AWS Elastic Beanstalk, Google App Engine, and 

Microsoft Azure App Service. In addition to its popularity in these areas, PaaS also provides a pre-configured 

environment that can be integrated with a variety of different version control systems, testing systems, and 

deployment pipelines. 

SaaS delivers full applications over the Internet to end-users, but the vendor is responsible for all aspects of the 

application, including the underlying infrastructure and platform management. Some examples of SaaS include 

Salesforce CRM, Microsoft Office 365, Google Apps, and ServiceNow. Due to its accessibility to both technical 

and non-technical users and due to the fact that it is a subscription-based product, eliminating software licensing 

complexity, SaaS represents the largest segment of the cloud computing market based on user spending 

(Gartner, 2023). On the other hand, because SaaS represents the highest level of reliance upon a single vendor, 

this creates problems concerning data portability, the ability to customize, and the potential risk of disruption of 

service in the event that a vendor has experienced financial or operational difficulties. 

Cloud deployment models describe how an organization will provision their environment and who will be 

responsible for ownership of the cloud infrastructure. There are four commonly accepted deployment models: 

public, private, hybrid, and community clouds (NIST, 2011). Public cloud environments provide shared 

infrastructure to the general public and are owned and operated by cloud service providers. Private cloud 

environments are provisioned exclusively for use by a single organization, providing this organization with the 

greatest degree of control over the location of its data and security configurations, albeit at greater cost and 

administrative burdens. Hybrid cloud environments allow organizations to leverage both public and private 
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cloud environments by utilizing technologies enabling data and application portability, therefore allowing 

organizations to balance workload needs with cost, performance, and regulatory requirements. While not 

defined as a formal NIST deployment model, multi-cloud strategies are becoming an emerging best practice 

among large enterprises, with organizations actively selecting services from multiple providers in order to 

minimize vendor lock-in and maximize cost/performance trade-offs. 

 
Figure 2: Cloud Deployment Model Adoption Distribution (2023 Industry Survey) 

5. CLOUD COMPUTING INFRASTRUCTURE 

The numerous layers of computer science technology make up the incredible complexity of cloud computing. 

On the physical side of the cloud, hyperscale data centers make up the bulk of all the layers of cloud computing. 

Hyperscale data centers contain hundreds of thousands of servers. All of the hundreds of thousands of servers 

within the data center use high-bandwidth, low-latency optical fiber to connect to other servers. In addition, each 

of the hundreds of thousands of servers in hyperscale data centers has redundant cooling and power systems, so 

the servers can run continuously with no chance of failure. Many of the major cloud vendors have built their 

own data centers at multiple locations around the globe, and for each location, they have multiple availability 

zones. The availability zones and the multiple locations around the world help to protect against the loss of 

service due to an event (such as weather) that could cause a geographic region to be unavailable to the rest of the 

world. Creating and maintaining the cloud infrastructure required for the hyperscale cloud is extremely 

expensive and costs the industry tens of billions of dollars annually. Due to the cost of building and maintaining 

the cloud infrastructure, the hyperscale cloud has become limited in terms of access to new entrants into the 

market, and therefore, a select few companies dominate the hyperscale cloud space. 

Virtualization is used in cloud computing to create an environment where multiple virtual machines (VMs) or 

containers can share the same physical hardware while maintaining separation of each tenant. At the bottom of 

the virtualization stack is the hypervisor, which in this case would be something like VMware's ESXi, 

Microsoft's Hyper-V, or the open source KVM. The hypervisor sits on the physical hardware and provides a 

virtualized allocation of CPU, memory, and storage resources to each VM instance. Containerization technology 

is also available as a lighter-weight alternative to complete virtualization; in this case, it is provided by Docker 

and orchestrated at scale through Kubernetes. This allows for faster deployment time, higher server density, and 

better utilization of your resources. Beginning in 2018, the shift from virtual machine-centric architectures to 

container native deployments began and has dramatically changed the way we deploy applications onto our 

cloud infrastructure. 
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Another change that has taken place in cloud computing is the transition from hardware-centric to software-

centric models for managing cloud networking and storage infrastructures. Software Defined Networking (SDN) 

and Software Defined Storage (SDS) have both enabled the creation of new ways to manage cloud networking 

and storage infrastructure. SDN enables centralizing the control of networking decisions and allows for the 

programming of those decisions based on the changing needs of applications. SDN also decouples the control 

plane from the data plane, which means that a central controller can make decisions about how traffic should be 

routed, etc., without having to physically touch the actual network equipment. This makes SDN an attractive 

solution for cloud providers who want to provide multi-tenancy solutions. In a multi-tenancy environment, 

thousands of separate tenants may have different requirements regarding their networking environment, and 

SDN can ensure that each tenant gets what they need. SDS also creates a new way to manage cloud storage 

infrastructure. SDS abstracts away the underlying storage hardware and presents the storage as a pool of 

software-managed storage resources. With SDS, you can create flexible policies regarding how your storage 

will be allocated, tiered, and replicated to meet the performance and cost requirements of your applications. 

 

Layer Key Technologies Primary Function 

Physical Servers, Storage Arrays, Network 

Switches 

Raw computation, storage, and networking 

capacity 

Virtualization Hypervisors (KVM, VMware), 

Docker, Kubernetes 

Resource abstraction and multi-tenancy isolation 

Networking SDN, NFV, VPNs, CDNs Traffic management, security, and low-latency 

delivery 

Storage Object, Block, File, SDS 

platforms 

Persistent, scalable data management 

Management OpenStack, AWS 

CloudFormation, Terraform 

Automated provisioning and lifecycle management 

Application Microservices, Serverless 

Functions, APIs 

Workload execution and service delivery 

Table 2: Cloud Infrastructure Layers and Key Technologies 

Cloud computing service providers such as Amazon Web Services (AWS), Microsoft Azure, and Google Cloud 

Platform (GCP) offer a "serverless" deployment model that is the latest step in the process of abstracting away 

responsibilities related to cloud infrastructure (Roberts, 2018). In addition to eliminating the need for customers 

to manage virtual machine resources or containerization, the customer no longer has to worry about managing 

servers with serverless models. Developers using serverless models execute their code in short-lived, stateless 

processes that are triggered on demand by events, and these processes are completely managed by the cloud 

provider. Serverless applications are billed per second, based on actual run-time of the application and how 

much memory was used during execution, so serverless deployments are generally cost-effective for 

applications that have highly variable loads and/or are event-based (e.g., webhooks, microservices 

communication). However, there are several challenges associated with developing serverless applications, 

including cold-start latency, managing data persistence and session state, debugging applications, and 

understanding what is happening within those applications, which is why researchers continue to study ways to 

optimize performance and create tools to help developers build better serverless applications 

6. CLOUD COMPUTING AND BUSINESS MODELS 
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The use of cloud computing has fundamentally changed the way companies do business through the ability to 

utilize features that previously only very large companies could afford to use. Cloud computing provides a 

subscription-based utility pricing model for services; therefore, there is no need to make large upfront capital 

investments in IT infrastructure to be able to use enterprise-level capabilities. Start-ups and small companies can 

take advantage of enterprise grade capabilities since they do not have to invest in owning a data center, thus 

providing them with a means to create business models that rely totally on cloud based architectures, which will 

give rise to the "born in the cloud" category of companies that are disrupting traditional industries such as health 

care delivery and banking. 

Additionally, the platform business model that cloud service providers employ allows for an extraordinary 

amount of economic leverage. When a cloud service provider invests in a common set of shared infrastructure 

for millions of customers, it achieves a cost per unit of service that continues to decrease as the number of 

customers increases; thereby, cloud service providers are able to implement price strategies that both increase 

their market share and protect their margins. A great example of a company using this model is Amazon Web 

Services (AWS), which had over $90.8 billion in sales in 2023. The combination of the scale of their operation, 

continued investment in expanding their services, and the high cost associated with changing providers creates a 

sustainable competitive advantage that has been further enhanced through the network effects of their growing 

AWS ecosystem of partners, tools, and integration points. 

As for cloud-consuming companies, the business model implications of cloud computing go beyond cost 

savings to include competitive strategies and organizational designs. Cloud computing gives companies the 

ability to quickly test and develop new products and services, deploy services globally regardless of physical 

location, and increase operational capacity as needed without having to incur fixed costs associated with owning 

IT infrastructure. All these abilities support the development of business models that are agile and iterative in 

nature; therefore, companies can quickly respond to changes in the marketplace and use data-driven decision-

making processes to drive the development of products that meet the needs of their customers. However, cloud 

computing also brings with it the risk of creating strategic dependencies and potential vendor lock-in risks that 

may limit the future flexibility of a company's business model. Companies that become highly integrated into 

proprietary cloud services, managed database systems, and/or platform-specific machine learning systems may 

incur high costs to migrate to alternative providers; thereby, limiting the company's negotiating power to force 

their current cloud provider to provide better terms. 

 

Business Category Cloud Model Primary Benefits Key Risks 

Startup / SME Public Cloud 

(SaaS/PaaS) 

Zero CapEx, fast time-to-

market, global reach 

Vendor lock-in, cost 

unpredictability 

Enterprise Hybrid / Multi-Cloud Workload optimization, 

regulatory compliance 

Integration complexity, 

governance overhead 

Cloud Provider Platform Model Scale economies, 

ecosystem network effects 

Security liability, regulatory 

scrutiny 

Government / Public 

Sector 

Private / Community 

Cloud 

Data sovereignty, 

customized security posture 

Higher cost, limited 

innovation pace 

Table 3: Cloud Computing Benefits and Risks by Business Model Category 

 

7. CLOUD COMPUTING SECURITY: CHALLENGES AND MITIGATION 

Cloud computing can provide benefits to businesses such as scalability, flexibility, and cost savings. However, 

there are challenges to utilizing cloud services, such as a lack of control over data and resources, a lack of 
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visibility into the operations of the cloud environment, and potential compliance issues with regulatory 

requirements. Therefore, understanding how to mitigate the risks associated with cloud security is essential for 

an organization to successfully adopt cloud technology. The Cloud Security Alliance (CSA) Egregious Eleven 

Framework states that misconfigured and inadequate change controls represent the greatest number of cloud 

security vulnerabilities (CSA, 2022). The CSA also reports that many breaches have been caused by publicly 

accessible storage buckets and security groups that were configured with overly permissive rules allowing 

unauthorized parties to gain access to sensitive information without exploiting any vulnerabilities in the cloud 

provider's infrastructure. 

The "Shared Responsibility Model" defines the role and obligations of both the cloud provider and the customer 

when it comes to securing cloud-based systems and data. In general, the cloud provider is responsible for 

securing the physical and virtual infrastructures, including the hypervisor, networks, etc., while the customer is 

responsible for securing the applications and data within the cloud environment. As organizations move 

workloads into the cloud, they must also modify their internal security processes and procedures to reflect the 

new cloud-based environment. 

Identity and Access Management (IAM) represents one of the most important areas of cloud security because, as 

previously stated, the traditional network perimeter is no longer relevant in cloud-based environments. IAM 

establishes the identity layer as the de facto perimeter; therefore, IAM must ensure strong authentication 

mechanisms, robust authorization policies, and sufficient privileged access governance in order to establish a 

secure posture (Rittinghouse & Ransome, 2016). Although the Principle of Least Privilege is considered the best 

practice for establishing secure identities and authorizations, it is often ignored in favor of expediency and the 

desire to increase developer productivity (Rittinghouse & Ransome, 2016). As such, it is common for 

organizations to grant excessive privileges to users and applications, resulting in a weakened state of security. 

qZero Trust Architecture (ZTA) provides an alternative approach to Identity and Access Management (IAM) by 

implementing the "never trust, always verify" philosophy as outlined in NIST Special Publication 800-207 

(NIST, 2020). ZTA is gaining popularity as a security model for cloud and hybrid environments as a result of 

this publication and subsequent industry-wide support. 

 

 
Figure 3: Top Cloud Security Threats Reported by Organizations (2023) 

Encryption at rest, Encryption in transit, and Key Management form the 3 primary facets of data protection 

within cloud-based computing environments. Most cloud providers also natively support both encryption of 

data-at-rest and enforcement of TLS for data-in-transit; however, effective use of those mechanisms relies 
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heavily on the organization’s key management practices (Jamsa, 2022). Organizations using customer-managed 

encryption keys, which are then stored within a dedicated Hardware Security Module (HSM) and 

accessed/managed through a service (such as AWS KMS or Azure KV), achieve a greater degree of assurance 

than an organization using provider-managed keys because the provider cannot access the customer's 

unencrypted data. However, organizations gain increased security via the aforementioned method while adding 

operational complexity, including managing the rotation of encryption keys, providing auditable evidence of 

who has access to the encryption keys, and the potential for a service disruption if the encryption keys are 

accidentally deleted or if there is misconfiguration regarding access to the encryption keys. 

Compliance with regulations regarding data protection represents an increasing number of complexities for 

organizations utilizing cloud-based security, particularly when those organizations operate in multiple 

jurisdictions and are subject to different regulatory frameworks governing data protection. Each of the EU's 

GDPR, the US HIPAA, and PCI-DSS imposes differing security control implementations, data handling, and 

breach notification requirements that cloud-based computing environments must meet. To help mitigate the 

above issues, cloud providers have made significant investments in obtaining compliance certifications and 

attestations, including but not limited to SOC 2 Type II, ISO 27001, and FedRAMP. However, those 

certifications only address the security controls implemented by the cloud provider and do not necessarily 

extend to security controls implemented by the customer consuming the cloud. Therefore, organizations 

utilizing cloud-based computing must maintain their own compliance program and perform due diligence on 

provider certifications relative to their unique regulatory obligations. 

8. FUTURE TRENDS IN CLOUD COMPUTING 

Edge computing is likely to be the largest architectural advancement in cloud computing since the introduction 

of containers. It extends the cloud model to the physical outer edges of the network to support those applications 

that require near real-time data processing, ultra-low latency, or local data sovereignty constraints preventing 

round-trip to remote cloud data centers (Shi et al., 2016). IoT devices, self-driving cars, smart grids, and AR 

applications are producing huge amounts of data that cannot be reasonably sent to central cloud data centers for 

processing due to volume and cost. Edge computing can solve this issue by placing compute, storage, and 

intelligent decision-making resources at the same location as the data sources and therefore reducing latency to 

under 10 ms and significantly decreasing required backhaul bandwidth. When combined with 5G networks 

(which provide the bandwidth and latency required to support real-time edge-based applications at scale), edge 

computing is anticipated to allow for the creation of a whole new class of real-time-based cloud services. 

Artificial Intelligence (AI) and Machine Learning (ML) are no longer just workloads running on cloud platforms 

but are becoming increasingly integrated into the actual cloud infrastructure itself. Cloud providers are now 

using AI/ML to automate many aspects of managing cloud resources, including capacity planning, detecting 

anomalies, optimizing costs, and detecting threats to security (Buyya et al., 2019). By providing auto ML 

services, managed ML pipelines, and training foundation models as API services, cloud providers are creating 

accessibility to advanced AI/ML capabilities, allowing companies that do not have extensive data science 

backgrounds to include ML in their product offerings and processes. The emergence of Large Language Models 

as cloud services (e.g., OpenAI’s API, AWS Bedrock, and Google Vertex AI) represents one of the most 

impactful developments of recent years, which will fundamentally change how work is done, far beyond the 

typical confines of IT. 

While still in its infancy, cloud providers are investing heavily in Quantum Computing (QC) and anticipate QC 

to become a cloud-based service within the next decade. In fact, IBM Quantum, AWS Braket, and Azure 

Quantum are all providing cloud-based access to quantum processors for R&D purposes, allowing companies to 

begin developing quantum programming skills prior to the commercial availability of fault-tolerant quantum 

computers (Preskill, 2018). The potential impact of QC on cloud security is also very important. If a company 

were able to develop a sufficiently large number of qubits, it would be able to break the public key encryption 

methods that secure cloud communications and data today. Therefore, companies with long-term data protection 
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needs will need to assess their current cryptography and create plans for migrating to post-quantum 

cryptographic standards (NIST finalized standards in 2024). 

Cloud computing sustainability is quickly becoming a business priority for both cloud providers and their 

clients, primarily due to the increasing energy consumption of hyperscale data centers and the urgency to reduce 

greenhouse gas emissions. Hyperscale data centers account for approximately 1–2% of global electrical demand 

today, and that percentage will increase dramatically over time as AI workloads continue to grow (IEA, 2023). 

As such, cloud providers have committed to powering their data centers via renewable energy, with Google, 

Microsoft, and Amazon each committing to achieving carbon-neutral or net-zero emissions status by 2030 or 

sooner. Carbon-aware computing, an emerging concept to schedule workloads so that they can take advantage 

of periods when renewable energy is plentifully available, provides a means for reducing the carbon footprint of 

cloud workloads without negatively impacting performance. 

 
Figure 4: Global Cloud Computing Market Growth Projection (2018–2027) 

 

Trend Technology Enablers Expected Impact 

Timeline 
Key Challenges 

Edge Computing 5G, IoT, MEC platforms 2024–2027 Distributed management, 

security 

AI-Native Cloud GPU clusters, LLMs, 

AutoML 

2023–2026 Cost, explainability, bias 

Quantum Cloud 

Services 
Quantum processors, QPUs 2028–2035 Qubit stability, 

programming complexity 

Sustainable Computing Renewables, carbon-aware 

scheduling 

2024–2030 Green energy supply, 

efficiency trade-offs 

Post-Quantum 

Cryptography 
NIST PQC standards, HSMs 2025–2030 Migration complexity, 

performance overhead 

Table 4: Emerging Cloud Computing Trends and Their Expected Impact 
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9. LIMITATIONS 

There are many limitations of this study to be taken into account when evaluating the results of this study and 

using the results for a particular company’s circumstances. First, since it is a systematic literature review as 

opposed to an original empirical study, the paper's conclusions are limited by the quality, scope, and potential 

publication bias of the literature that was reviewed. There may be more documented evidence of organizations 

that have successfully implemented cloud services and experienced positive outcomes compared to those that 

were unsuccessful or did not perform well. As a result, the synthesis may portray a relatively favorable outlook 

for cloud service utilization based upon organizational outcomes versus the true extent of the benefits of cloud 

computing for various organizational settings. 

Second, the field of cloud computing has been evolving rapidly due to continuous improvements and changes in 

technology, including, but not limited to, service offerings, pricing models, security standards, and best practice 

architectures; thus, the accuracy of the information contained herein regarding the current status of the field will 

likely diminish over time. To help minimize this problem, the paper focuses on generalizable theoretical 

constructs and principles instead of specific product descriptions; however, users should compare the technical 

information presented in this paper to the information provided by the provider (e.g., documentation) and 

industry standards to determine if the technical information remains valid. 

Third, the paper does not include primary data collected from case studies involving organizations, practitioner 

interviews, or empirical analyses of cloud deployments' effects on organizational performance. The addition of 

these types of data to future research will enable researchers to validate the theoretical framework described in 

Section 2 and provide a more detailed understanding of the organization-specific variables that affect the 

relationships between an organization's use of cloud-based infrastructure and business performance. 

10. CONCLUSION 

Cloud computing has evolved from being an experimental or hypothetical way to do things to becoming the 

standard infrastructure platform for digital businesses – and this has occurred due to the significant investment 

over many years in both hyperscale data center infrastructure, virtualized technologies, and SDN. This paper 

provides a systematic examination of cloud computing in terms of five key areas: foundational concepts, 

services & deployment models, infrastructure components, business models, and security issues. As such, the 

analysis shows that while cloud computing provides a very attractive value proposition, it is not without 

conditions; i.e., organizations can only achieve full benefit from cloud computing if they have planned out their 

cloud-based architecture carefully and have implemented robust security governance practices, and have clearly 

articulated the trade-off between flexibility/agility and control/dependence on vendors. 

A major component of this paper is the development of a single, integrated analytical framework that links the 

decisions regarding cloud services and/or deployment architecture with the organization’s sustainable business 

model and security position. An overarching issue in current literature is that the three areas listed above are 

treated independently of each other; however, organizations make decisions relative to each of these three areas 

simultaneously, and therefore, organizations that develop a strategic plan to link these decision-making 

processes together will be able to maximize their returns on investment (ROI) in terms of sustaining their 

competitive advantage compared to organizations that view these decisions as independent of one another. 

Therefore, this framework provides organizations with a structured approach to developing a cloud strategy that 

addresses both the technical and business aspects of cloud strategy development, and applying this framework to 

real-world scenarios would provide a valuable direction for future empirical research. For example, future 

research should focus on conducting longitudinal empirical studies of organizations’ experiences and results 

related to the use of cloud computing; comparative studies of different organizations' security strategies as 

applied to hybrid and multi-cloud platforms; and empirical research examining the organizational change 

management challenges that impede organizations from effectively utilizing cloud computing. As cloud 

computing converges with emerging technologies including edge intelligence, AI-native infrastructure, and 

post-quantum cryptography, there will be new opportunities for research in the intersection of distributed 

systems, security engineering, and business strategy. Organizations and researchers who actively pursue these 
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emerging research frontiers will be well-positioned to address the next generation of innovation in cloud 

computing. 
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