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ABSTRACT

This study explores how leadership in organizations interacts with technology governance and decision-making
processes in modern companies. To determine these interactions, this study employs a systematic thematic
review of 52 peer-reviewed studies published from 2018 through 2022 to explore relationships among
leadership strategies, governance designs, and decision sciences. The paper also presents an integrated
technology governance leadership model (ITGL) to fill the gaps left by other models. Transformational and
Ambidextrous Leadership were identified as having the largest positive relationship with Adaptive Governance
and Technology Use Decision Science. Three factors (Risk Assessment Maturity, KPI Alignment, and
Stakeholder Communication) were determined to be Mediating Factors for Technology Governance and
Decision-Making Processes. As a result, the effectiveness of frameworks such as COBIT, ITIL, and newer Al
governance frameworks will depend on the organization's culture supporting psychological safety and
knowledge sharing. A limitation of this research is that the majority of the reviewed literature was in the English
language and focused on larger enterprise contexts, therefore limiting its applicability to smaller and medium-
sized enterprises.
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1. INTRODUCTION

The interconnection of organizational leadership and technology governance is currently at the forefront of the
strategic issues confronting contemporary management scholars. With digital transformation changing how
companies compete, it will be increasingly important for senior managers and governing boards to provide
direction on technology issues that have major implications for a company's finances, reputation, and operations
(Van Grembergen & De Haes, 2018). Successfully directing organizations in this new environment requires
both technical knowledge and a comprehensive understanding of the governance processes and structures used
by organizations, as well as decision-making architectures and dynamics associated with various stakeholders.
Although there exists a large volume of scholarly research on each of these topics separately, a synthesis of
these areas of study has yet to occur within the literature that integrates leadership theories, technology
governance designs, and decision sciences into a single analytical model. Most existing reviews of this area of
study separate these bodies of research from each other and therefore provide limited actionable guidance to
those who seek to apply the concepts presented in the literature to their own organizations (Weill & Ross, 2019).
These limitations are especially pronounced when considering the technologies involved in Al, Digital Twin,
Cloud-First Enterprises, etc., as they add additional layers of complexity to the governance of these types of
technologies.

This paper provides a solution to this gap by systematically reviewing 52 peer reviewed articles, chapter from
books and governance frameworks on the Internet from January 1st, 2018 through 31 December 2022 and
organizing those reviews using three related themes of analysis: (1) relevant leadership strategies and leadership
styles for technology intensive organizations; (2) governance frameworks, risk assessments and performance
measures; and (3) decision making models and communication practices that can assist in technology informed
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decision making. Finally, this paper proposes the ITGL (Integrated Technology Governance Leadership)
framework as a new theoretical construct based upon its findings.

2. OBIJECTIVES

This paper has been organized with four key purposes that collectively capture the purpose of this paper. The
first objective is to critically evaluate and synthesize both theoretical and empirical research literature in regards
to (a) leadership styles, and (b) the proven impact of such leadership styles on IT governance outcomes. The
second objective is to evaluate the comparative advantages and disadvantages of three prominent IT governance
frameworks: COBIT 2019, ITIL 4, and ISO/IEC 38500 as they apply to a variety of different organizational
settings. The third objective is to assess how IT governance models used in decision-making processes, IT risk
assessments, and IT KPIs influence the relationship between leadership and effective IT governance. Finally, the
fourth objective is to propose an original integrated framework that synthesizes the three themes from above
into practical advice for IT governance professionals and other organizational leaders.

3. METHODOLOGY
The thematic systematic review follows the PRISMA protocol; however, it is adapted to synthesize both
conceptual and empirical literature. An electronic literature search was conducted on four large academic
databases (IEEE Xplore, ACM Digital Library, Scopus, and Web of Science). A combination of search terms
was used to represent the intersection of the three thematic areas: organizational leadership, technology
governance, IT governance frameworks, decision-making, risk assessments, and digital transformation. In
selecting January 1, 2018, through December 31, 2022, as the timeframe, there are likely numerous recent
developments within each of the three thematic areas; however, the timeframe allows enough time to solidify a
theoretical base within the literature.
Upon conducting an initial search, 214 potential sources were found; however, after filtering the candidate
sources based on inclusion criteria (peer-reviewed articles written in the English language and addressing at
least two of the three thematic domains), 52 candidate sources qualified for a full synthesis. Thematic coding
consisted of three stages: (1) Open coding to determine if the qualitative content contained any emergent themes
related to the three thematic areas of study; (2) Axial coding to develop conceptual relationships to the emergent
themes; and (3) Selective coding to tie together the qualitative content into the primary analytic categories
developed throughout this systematic review.
Each candidate source included in the systematic review underwent a quality assessment utilizing a modified
version of the Mixed-Methods Appraisal Tool (MMAT) rubric. The MMAT tool assesses quantitative studies
based on sample size, data collection, and statistical analysis. Quality assessments of qualitative studies
evaluated methodology and participant experience. Assessments of theoretical contributions assessed the logical
coherence and empirical basis of each contribution. Using a multi-level approach to quality assessments allowed
the reviewer to move beyond summarizing the findings of the included studies. The primary purpose of this
systematic review was to evaluate the existing literature in order to create a robust framework supported by
empirical evidence.

Stage Records (n)
Initial database search 214
After duplicate removal 189
After title/abstract screening 96
After full-text review 67
After quality appraisal 52

Table 1. PRISM A-Adapted Literature Screening and Selection Summary

4. RESULTS AND DISCUSSION
4.1 Theme 1: Organizational Leadership in Technology-Intensive Environments
In this context, Bratton (2020) defines organizational leadership as a relational, dynamic process of collective
action toward achieving organizational goals through the use of leader-follower relations. The relational nature
of organizational leadership is particularly evident in technology-driven environments because it is the relational
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aspects of leadership that drive the creation of adaptive, learning-oriented organizational cultures. When
technology enables communication, monitoring, and performance assessments to be mediated by technology,
the relational dynamics between leaders and followers also undergo significant changes (Kane et al., 2019).
Empirical evidence indicates that transformational leadership is the most successful type of leadership in the
governance of digital technologies. Transformational leadership is defined as a form of leadership that inspires
employees to perform beyond their contracted obligations. According to Bass and Riggio (2006),
transformational leaders achieve this by developing a compelling vision for the organization, challenging
employees' intellectual capacities, and providing individualized attention and care to each employee. Loebbecke
and Picot (2015) demonstrate that CEOs and CIOs who exhibit transformational leadership behaviors are much
more likely to advocate for digital transformations throughout the entire organization. They also demonstrate
that these transformational leaders are able to secure both board-level approval and cross-functional alignment
for digital transformation projects. These findings are consistent with those reported by Fitzgerald et al. (2013),
who surveyed over 1500 executives from 15 different industries and concluded that transformational leadership
was the most powerful predictor of an organization's ability to successfully implement digital transformations.
Another emergent leadership construct of increasing interest is ambidextrous leadership. Ambidextrous
leadership refers to a leader's ability to simultaneously exploit the strengths of an organization while exploring
new opportunities. In a study involving a sample of senior leaders, Mom et al. (2019) found that senior leaders
who scored high on ambidexterity measures were more capable of balancing the need to govern operations
effectively with the need to make investments in emerging IT opportunities. Furthermore, ambidextrous
leadership was found to moderate the relationship between governance framework rigidity and innovation
output, indicating that there are conditions under which leadership style can counteract the negative effects of
rigid governance structures on organizational innovation. As such, this finding highlights the importance of
considering the role of leadership style when governing in rapidly changing technological environments where
rigid governance structures may hinder innovation.

Leadership Style Governance Alignment Decision Quality Digital Maturity Score
Transformational High High 4.2/5.0
Transactional Medium Medium 3.1/5.0
Servant High Medium-High 3.8/5.0
Ambidextrous High High 4.5/5.0
Laissez-faire Low Low 2.0/5.0

Table 2. Leadership Styles and Their Associations with Technology Governance Outcomes

Servant Leadership Defined: According to Van Dierendonck (2011) and based upon Greenleaf’s (1977)
definition of servant leadership, servant leadership is a third way of thinking about how to lead when it comes to
technology governance. The goal of servant leadership is to create value for stakeholders and to develop the
long-term health of an organization as opposed to focusing on the most efficient means to get things done today.
As such, servant leadership encourages a culture of openness, shared decision-making, and responsible use of
technology in all aspects of governance. Servant Leadership and Technology Governance Wirtz et al. (2019)
found a positive relationship between servant leadership and inclusive stakeholder-based governance processes
in the IT area, particularly in the context of public sector organizations, where there is a high level of
accountability and also requires a form of democratic participation. Relational/Motivational Environment as a
Factor in Leadership Selection/Choice. When looking at servant leadership in particular, there are many
different ways to govern and select frameworks and structures for your organization, but ultimately, this can be
boiled down to the relationships and motivation you create in your organization.

4.2 Theme 2: Technology Governance Frameworks, Risk Assessment, and Performance Measurement
Technology governance is defined as the way an organization decides how to allocate, manage, and monitor
rights to decision-making regarding its IT assets and investments (Weill & Ross, 2019). Globally, the most
widely accepted formal governance framework is the COBIT (Control Objectives for Information and Related
Technologies) 2019 edition. With the release of the 2019 edition of COBIT, there was a major architectural shift
from the previous hierarchical domain model to a governance system made up of 40 objectives and 6 domains,
which are: governance and management objectives; behavioral components; performance management;
governance design factors; focus areas; and implementation guidance (ISACA, 2019).

ITIL 4 (Information Technology Infrastructure Library) is a complementary governance model that is specific to
IT Service Management and was released in 2019 by AXELOS. Like COBIT 2019 is an enterprise-wide
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governance model. ITIL 4 includes operational details of the service value chain through four dimensions:
organizations and people; information and technology; partners and suppliers; and value streams and processes.
While the literature supports that a governance architecture that combines strategic direction with operational
discipline can be created by the combined use of COBIT 2019 and ITIL 4 (Barafort et al., 2017); however, there
is an inherent conflict of interest in the two frameworks (COBIT is a flexible principle-based structure while
ITIL 4 is a prescriptive process-oriented structure) and therefore may cause potential implementation conflicts
that would need to be resolved by strong leadership arbitration.

The International Standard for IT Governance (ISO/IEC 38500:2015) provides a principle-based structure for IT
governance and contains six governing principles: responsibility; strategy; acquisition; performance;
conformance; and human behavior. One of the advantages of this standard is that it places a focus on the roles of
the board of directors/senior executives in providing oversight for IT; and Heschl et al. (2020) conducted a
comparative study of COBIT 2019, ITIL 4 and ISO/IEC 38500, and found that each of these frameworks
address a different level of governance, and collectively create a more complete governance architecture when
used in conjunction with each other than when using only one of the frameworks individually. The findings of
this research provide evidence of the common practice of implementing a multi-framework governance stack in
many large enterprises today.

Figure 1. The Technology Governance Framework Integration Stack
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Technology Governance Frameworks provide organizations with an important tool to evaluate and manage
technology risks across the enterprise. The National Institute of Standards and Technology (NIST) has
developed a widely recognized and accepted risk management model entitled the "Cyber Security Framework"
(2018), which provides a common language and approach to manage information security risks in enterprise IT
environments. The NIST Cyber Security Framework is composed of five key functional areas: identify, protect,
detect, respond, and recover. Studies have shown that organizations that implement the NIST Cyber Security
Framework experience fewer cyber attacks and recover from breaches more quickly compared to organizations
that do not implement the framework (Paté-Cornell et al., 2018).

Additionally, the same principles of providing a clear, risk-based decision-making environment apply to all
forms of Enterprise Risk Management (ERM). ERM models, such as the ISO 31000:2018 standard, have
determined that when companies establish governance oversight structures aligned to company-level strategic
objectives, the quality of decisions related to investing in technology will improve and will be better aligned
with the company's risk tolerance.

Governance effectiveness is evaluated and communicated to leadership by means of Key Performance
Indicators (KPIs). A significant challenge in developing KPIs for technology governance is to strike a balance
between leading indicators and lagging indicators, which will result in timely alerting regarding emerging issues
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while limiting the amount of low signal/operational reporting on dashboard reports (Parmenter, 2019). One
method to utilize balanced scorecards for IT governance is through the utilization of the Strategy Map
Methodology (Kaplan & Norton, 2004) to align financial, customer, process, and learning aspects of technology
investments to develop interrelated performance metrics of IT investments. Table 3 identifies the primary
governance frameworks reviewed, the respective scope of each, and the associated performance measurement
orientation.

ISO/IEC 38500 — Board-Level Governance Principles (Responsibility, Strategy, Conformance)

COBIT 2019 — Enterprise Governance & Management Objectives (40 Objectives, 6 Components)

ITIL 4 — IT Service Value Chain Management (4 Dimensions, 34 Practices)

Organizational KPIs & Risk Assessment Dashboards — Performance Monitoring Layer

Table 3. Comparison of Major Technology Governance Frameworks

4.3 Theme 3: Decision-Making Models and Strategic Communication

The strategic communication model plays a role in the development of the application of decision-making
models; decision-making theory represents the cognitive and behavioral base for the governance processes used
in decision-making. The most influential work in this area is represented by Simon (1957), who first developed
the concept of "bounded rationality," which explains how humans make choices based on the limitations of
information, the ability to process information, and the time frame in which the choice is to be made. Although
Simon's work is still the foundation for the study of decision-making, Kahneman (2011) has greatly expanded
upon this work by developing the theory of dual processing (i.e., two systems of thinking - one
automatic/intuitive and one deliberate). As a result of this expansion, researchers and practitioners have
identified several cognitive biases including automation bias, confirmation bias and the sunk-cost fallacy that
affect people's judgments related to the investments in technology, the risks associated with technology
investments and the resulting financial impacts.

As a result of these biases, many scholars suggest the utilization of Evidence-Based Decision-Making (EBDM)
to assist organizations in making the best decisions possible based on the available evidence. EBDM is defined
as the purposeful incorporation of the best available evidence to guide decision-making across all levels of an
organization. This definition highlights the combination of an organization's own data, professional knowledge,
and expertise, and the views of various stakeholders, along with an examination of the context of the issue.
Examples of ways EBDM can be demonstrated in technology governance include the conduct of systematic
reviews of the organization's technology portfolio, utilizing data to select vendors and suppliers, and formally
evaluating new technologies after implementation to provide lessons learned during the evaluation to inform
future governance decisions. Empirical research conducted by Davenport and Harris (2017) indicated that
organizations that utilize analytics-based EBDM are more likely to exceed their peers in terms of the rate at
which technology is adopted and the returns on investment achieved from the adoption of that technology.
Strategic Communication is the active management of the flow of information between leaders, governance
bodies, technical staff, and external stakeholders. Strategic Communication serves as a linkage mechanism that
establishes a connection between governance decisions and both the legitimacy of those decisions and the level
of support for those decisions across an organization. Cornelissen (2020) defines strategic communication as a
key leadership competency that is comprised of five elements: the consistency of the messages communicated
by an organization; the segmentation of messages to specific groups; the framing of narratives to establish
meaning around issues; the creation of mechanisms for feedback to allow leaders to assess the effectiveness of
their communications efforts; and the number of channels of communication available to reach various
audiences. In the context of technology governance, this would mean creating executive-level briefings related
to technology initiatives, communicating risk to boards of directors with transparency, soliciting input from
various stakeholders prior to implementing significant changes to a system, and developing dashboard-type
reports to communicate technical data in a manner that is useful to leaders in order to facilitate strategic
decision-making.
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Figure 2: Decision-Making Process in Technology Governance
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Figure 3. The Six-Stage Technology Governance Decision-Making Process
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The process of communicating risk, particularly communicating technology risk to non-technical board
members, is a long-standing governance problem documented in many studies. Beasley et al. (2020) discovered
that Boards with at least one Board member who had formal IT knowledge/understanding scored much better on
governance quality metrics, experienced fewer failures of large-scale IT projects, and made more accurate
technology risk assessments than those without such knowledge/understanding. This discovery further
demonstrates how important it is for leaders to think about the structure of their Boards in terms of the
governance variables they present, and while leaders can develop their communication skills, effective
communication with board members will be limited to the degree that the board members have an understanding
of the technical information being communicated. As such, the leaders who are able to recognize this dynamic
strategy for development include investing in board IT literacy programs and developing their own
communication skills.

Al Governance has developed into the fastest-growing subarea of Technology Governance since 2020. In
addition, the European Union's proposed Al Act (2021) created a tiered regulatory system for Al systems, which
is analogous to the Risk Management Architectures of both COBIT and NIST, and provides the opportunity for
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organizations currently operating mature IT governance systems to align their internal processes with EU
regulations. However, Mittelstadt et al. (2019) argue that Al governance represents an extension of traditional
IT governance by providing new considerations for the accountable use of algorithms, detecting bias in data,
requiring explanations for decision-making processes, and mandating human oversight of Al decision-making
processes. Therefore, the governance complexity associated with Al deployment decision-making will be
greater than previously addressed through existing governance frameworks, supporting the necessity for an
integrated governance approach described in this paper.
4.4 The Integrated Technology Governance Leadership (ITGL) Framework
A critical finding of the systematic synthesis demonstrates the potential for actionable relationships between the
effectiveness of Technology Governance and the three other primary drivers of successful technology
governance. In other words, the success of a Technology Governance Framework, the maturity of the Risk
Management Process, and the complexity of the KPIs created are all influenced by the same factor - namely, the
quality of leadership in an organization's ability to create, sustain, and adapt the above three mechanisms.
Therefore, the IT Governance Leadership (ITGL) framework was created. The leadership style is defined as the
single most influential independent variable, influencing the extent to which a governance structure, risk
management practice, decision quality, and organizational performance are interrelated.
The ITGL framework includes four interconnected components: (1) The Leadership Foundation - This
component describes the leadership style, values, and behavioral traits that define an organization's technology
governance culture; (2) The Governance Architecture - This component represents the formalized frameworks,
structures, and processes utilized to authorize, implement, and monitor technology-related decisions; (3)
Decision Intelligence - The cognitive capabilities, cognitive bias management methodologies, and
communication skills employed by leaders to develop and execute well-informed and effective decisions with
regards to technology governance; and (4) Performance Feedback - Represented by KPI-based reporting
systems, audit mechanisms, and learning systems that provide feedback to organizational leaders regarding their
performance in establishing and executing technology governance practices. The ITGL framework hypothesizes
that the application of Transformational and Ambidextrous leadership styles (within the Leadership Foundation
component) is required (but not sufficient) for organizations to achieve optimal performance outcomes across
the remaining three components (Governance Architecture, Decision Intelligence, and Performance Feedback).
The ITGL framework is novel because it introduces leadership behavior variables as inputs to the governance
system. Unlike prior governance frameworks (i.e., COBIT 2019, ISACA’s IT Governance Implementation
Guide), which have recognized leadership as an enabler of governance, the ITGL framework provides a
theoretical explanation of how specific leadership behaviors influence the quality of governance. The ITGL
framework uses empirical research, collected in Theme 1, to specifically describe the leadership competencies
(visioning, intellectual stimulation, ambidexterity, servant orientation, and strategic communication) necessary
to activate each of the governance components, resulting in the advancement of both theoretical completeness
and practical usability.

Figure 4. The Integrated Technology Governance Leadership (ITGL) Framework
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4.5 Critical Synthesis: Convergence, Divergence, and Contested Claims

Strong convergence was demonstrated across many of the empirical claims made in the 52 articles reviewed in
terms of several key aspects of the study: transformational and ambidextrous forms of leadership are empirically
more successful in producing governance quality than transactional or laissez-faire approaches; integrated multi-
framework governance architectures produce superior results than single-framework implementations; and both
of these relationships hold true across multiple different types of organizational context, whether the
organization is primarily analytical or intuitive in their decision-making processes. The convergence in findings
provides an empirical basis for the logical architecture of the ITGL framework, which presents itself as an
appropriate architecture for improving the governance quality of information technologies.

Significant divergence was found among the reviewed articles regarding the adaptability of governance
frameworks for small- to medium-sized enterprises (SME). While Weill and Ross (2019) stated that scaled-
down versions of enterprise frameworks would likely provide valuable governance functions for smaller
organizations, Nfuka and Rusu (2011) indicated that because governance frameworks are typically complex,
they often exceed the absorptive capacity of smaller organizations and result in superficial compliance to the
governance framework, rather than actual improvements in governance quality. Thus, the divergence in views
regarding the governance framework adaptability of SME represents a significant boundary condition for
applying the ITGL framework in SME settings, and the framework should be used in those contexts with
caution until additional empirical evidence can validate its application in those settings.

Finally, another area of divergent claim concerns the relationship between the degree of formality within a
governance structure and the degree of innovation performance of the organization. While there were reviewed
studies that showed that highly formalized governance structures enable disciplined IT investments, and
therefore reduce the risk associated with IT investments, there was also a similarly robust body of literature that
shows that high levels of formalization in governance structures inhibit the experimentation, rapid iteration, and
"fail-fast" learning cycles required to innovate through the use of digital technologies. The ITGL framework
addresses this conflict between governance rigidity and innovation performance by specifying that the
leadership orientation best suited to balancing the need for exploitation governance (i.e., discipline and
accountability), with the need for exploration flexibility (i.e., innovation), is ambidexterity. In contrast, the
reviewed studies did not specify a single optimal governance structure for resolving the governance rigidity-
innovation performance trade-off.

5. LIMITATIONS
The authors acknowledge several limitations regarding the study’s potential for generalization and
comprehensiveness. Firstly, limiting the literature search to only English-language publications creates a
systematic linguistic bias and thereby excludes important contributions in the field of governance from German,
Chinese, French, Japanese, etc., languages. Due to the dominance of Western models within the English-
language literature, technology governance practice and organizational leadership scholarship from non-
Anglophone countries may be significantly different than those found in English-language literature, and their
exclusion could suppress important insights related to multinational and cross-cultural governance
environments.
Secondly, due to a preponderance of large multinational corporations and public sector organizations from
North America and Western Europe in the empirical evidence base of the study, the applicability of the results is
uncertain with regard to small and medium-sized enterprises (SMEs), family-owned businesses, NGOs, and
organizations located in emerging markets. Additionally, the complexity of COBIT 2019, ITIL 4, and ISO/IEC
38500 will likely make it difficult for resource-constrained organizations to apply the findings directly and
would require considerable customization and/or a reduced scope.
Lastly, the review time frame (2018-2022) encompasses an extremely unusual time period of technological
disruption, and as such includes a number of major technological developments and trends, including the rapid
growth of cloud computing, the increased importance of Al as an enterprise governance issue, and the rapid
acceleration of digital transformation as a result of the COVID-19 pandemic; therefore the comparability of
results throughout the review time frame may be impacted by temporal heterogeneity among the sample. The
governance issues of 2018 are materially different than those of 2022, and the partial resolution of this temporal
heterogeneity by thematic synthesis limits future research to longitudinal multi-site studies, which include a
variety of organization types and geographic locations.
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6. CONCLUSION
The purpose of this study was to synthesize empirical and theoretical work from the areas of organizational
leadership, technology governance, and decision making to demonstrate how organizational leadership and
technology governance together contribute to organizational performance in environments characterized by
technology use. Consistent throughout the empirical and theoretical literature is the notion that technology
governance effectiveness requires a governance framework and/or structure; the existence of a well-developed
and mature risk management process; and a well-designed and implemented set of Key Performance Indicators
(KPIs). However, the literature also makes clear that the mere existence of these elements is insufficient to
guarantee effective technology governance; rather, they must be activated and sustained by leaders who create
the cultural, decision-making, and communicative context(s) that allow for the translation of governance into
value.
In addition to providing a synthesis of prior research on organizational leadership, technology governance, and
decision making, this article presents an integrated conceptual model of technology governance leadership that
defines Transformational and Ambidextrous leadership as the key moderator variables of technology
governance effectiveness. The model, referred to as the Integrated Technology Governance Leadership Model
(ITGL), provides a practical representation of how the two forms of leadership behavior can be used to activate
and sustain the structural elements of governance frameworks and translate them into value. Practically
speaking, the ITGL model suggests that organizations seeking to improve their technology governance
performance should develop their leadership, design and implement their governance architectures, develop
their decision intelligence capabilities, and implement feedback loops designed to measure and report on
technology governance performance.
Finally, future research on the topic of technology governance should seek to empirically validate the ITGL
model through longitudinal studies conducted within different organizational contexts, including small and
medium-sized enterprises, cross-cultural governance environments, and governance issues related to emerging
technologies such as Artificial Intelligence, Quantum Computing, and Decentralized Digital Infrastructure. As
the rate of technological change continues to increase at an accelerating rate, it is likely that the combination of
Adaptive Leadership Theory with Dynamic Governance Capabilities will become increasingly important to the
advancement of both Management Scholarship and Organizational Practice.
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