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ABSTRACT 

This paper systematically reviews ethical issues and governance strategies related to the application of artificial 

intelligence in higher education in recent years. The findings indicate that existing research primarily focuses on 

risks such as algorithmic bias, data privacy, lack of fairness, and the alienation of the teacher’s role, with 

particular attention paid to generative artificial intelligence. Based on a literature analysis, this paper proposes 

multidimensional countermeasures and emphasizes the development of an ethical governance framework that 

integrates transparency, accountability, fairness, and humanism, aiming to serve as a reference for researchers in 

relevant fields. Furthermore, future efforts need to integrate technology, policy, and educational practices, 

leveraging a dynamic, multi-stakeholder governance model to ensure the responsible and sustainable 

development of artificial intelligence in higher education, thereby achieving a balance between technological 

innovation and educational ethics. 
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INTRODUCTION 

Artificial intelligence (AI) technologies are increasingly being integrated into the field of education, injecting 

innovative momentum into teaching and learning [1-3] and facilitating the construction of smart education 

ecosystems [4]. However, this integration process also gives rise to complex ethical challenges, drawing 

widespread concern from academia and various sectors of society [5-8]. These challenges include not only 

general issues such as algorithmic bias and data privacy [9], but also, within specific educational contexts, 
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deeper impacts on teacher-student subjectivity, educational equity, and cultural values [10]. Therefore, 

systematically identifying risks, constructing governance frameworks, and exploring prevention and mitigation 

strategies have become critical issues for promoting the healthy development of AI in education. Existing 

research has revealed ethical dilemmas in AI educational applications from various perspectives, covering the 

bias and fairness impairment of algorithmic decision-making [5], threats to the security of educational data 

privacy, and the alienation of teacher-student relationships and ambiguity of responsibility attribution caused by 

excessive technological intervention [6][8]. Moreover, the ethical priorities differ across educational stages and 

among stakeholders [7][10]. In response to these challenges, the international community and multiple fields 

have proposed numerous ethical principles and governance frameworks [8]. However, how to adapt these to the 

specificities and public welfare nature of education—particularly higher education—and embed them throughout 

the entire lifecycle of technological products remains an urgent issue requiring further exploration. Based on 

this, this paper aims to systematically outline the ethical challenges arising from AI applications in higher 

education, serving as a reference for researchers in relevant fields. This paper first identifies core ethical risks 

and then analyzes differences in concerns among various educational stakeholders; second, it compares and 

interprets relevant ethical governance frameworks and principles; on this basis, it explores prevention and 

mitigation strategies for ethical risks in higher education contexts from technical, institutional, organizational, 

and practical perspectives; and finally, it identifies key issues and challenges for future research in this area. 

 

CORE ETHICAL RISKS IN THE APPLICATION OF ARTIFICIAL INTELLIGENCE IN HIGHER 

EDUCATION 

Artificial intelligence is becoming deeply integrated into higher education, reshaping teaching, management, 

and assessment models in unprecedented ways [11][12]. However, technology-driven changes are accompanied 

by complex and profound ethical risks that urgently require systematic identification and careful response. 

These risks involve not only the fairness and efficiency of technology applications but also touch upon the 

essence of education, individual rights, and the deep structures of society and culture [13][14]. Based on this, 

this section synthesizes existing research and provides a systematic identification and critical analysis of the 

ethical risks of AI applications in higher education from five core dimensions: algorithmic bias and fairness, 

data privacy and security, erosion of subjectivity, responsibility attribution, and socio-cultural impacts. 

Algorithmic Bias and Fairness Issues 

Algorithmic bias is one of the most concerning ethical risks in AI educational applications. Its essence lies in 

algorithms systematically producing unfair outcomes for specific groups during decision-making processes, 

thereby exacerbating rather than alleviating educational inequalities [15][16]. This risk is rooted in multiple 

stages of the AI technology chain. First, bias arises from the quality and representativeness of training data. AI 

systems rely on historical data for learning; if the data itself contains existing societal biases (such as stereotypes 

toward specific gender, racial, or socioeconomic groups), the algorithm will learn and reinforce these biases 

[11][17][18]. For example, models used to predict academic performance or recommend learning paths may 

overlook or misjudge the learning needs and potential of disadvantaged groups if the training data primarily 

comes from advantaged groups, leading to the marginalization of “underrepresented groups” [11]. Second, the 

design and optimization process of algorithmic models can also introduce bias. Developers’ unconscious value 

judgments and excessive pursuit of specific performance metrics may cause algorithmic outputs to deviate from 

fairness principles. In higher education, such bias can manifest in admissions screening, scholarship evaluations, 

or academic early-warning systems, resulting in “algorithmic discrimination” [14]. The consequences of the 

biases described above directly impact the core of educational equity. On one hand, they deepen the “digital 

divide”: the costs of accessing and using intelligent technologies may exclude students and schools with limited 

resources, while algorithmic bias may further create inequalities in “usage effectiveness” beyond mere 

technological access [11]. On the other hand, they distort educational decision-making: predictions and 

judgments based on biased algorithms may prematurely label students, restrict their development paths and 

opportunities, and create a subtle form of “systemic unfairness” [19][20]. Therefore, identifying and mitigating 

algorithmic bias is not only a technical challenge but also an ethical responsibility to uphold educational justice 

[21]. 

Data Privacy and Security Threats 

The personalization and intelligence of AI educational applications heavily rely on the collection and analysis of 

massive, continuous, and multi-dimensional educational data, making data privacy and security a fundamental 

ethical risk [22]. This risk manifests throughout the entire lifecycle of educational data. In the data collection 

stage, the risk lies in the erosion of the principle of “informed consent.” Students’ learning behaviors, 

https://ijetrm.com/issue/
http://ijetrm.com/


Volume-10 Issue 06, June -2026                                                                                           ISSN: 2456-9348 

                                                                                                                                           Impact Factor: 8.232 

  

 
International Journal of Engineering Technology Research & Management (IJETRM) 

Journal Article 

https://ijetrm.com/issue/  

 

IJETRM (http://ijetrm.com/)   [296]   

 

 

physiological data, social interactions, and even emotional states may be continuously collected by various 

sensors and platforms. However, the scope, purpose, and subsequent use of such collection are often not clearly 

and understandably communicated to students (especially minors) and their parents, nor is effective consent 

obtained [11][17], thereby infringing upon the educational subjects’ right to know and autonomy. One study 

points out that within AI systems, humans are often treated as objects to be manipulated or exploited for data 

collection, rather than as active users with the right to consent [21]. In the data storage and usage stage, risks 

focus on data breaches, misuse, and excessive monitoring. Educational data often contains highly sensitive 

personal information; once a breach occurs, it can cause long-term harm to students [11]. Furthermore, data may 

be used for purposes outside of education, such as commercial marketing or social credit assessment, 

constituting data misuse. A more profound threat comes from the normalization of “technological surveillance.” 

To optimize learning outcomes, AI systems may conduct comprehensive, uninterrupted monitoring of students. 

This “panopticon”-style data collection, though in the name of “promoting learning,” may place students under 

constant pressure and erode their private space [11][14]. Some scholars warn that such in-depth surveillance, 

coupled with the generalization of student data, poses serious ethical challenges [11]. 

Erosion of Subjectivity and Alienation of Teacher-Student Relationship 

The deep involvement of artificial intelligence may undermine the human-centered essence of education, 

leading to the erosion of student and teacher subjectivity and triggering the instrumental alienation of teacher-

student relationships [13][23]. This represents a profound risk at the philosophical and pedagogical levels of AI 

application in education. For students, the risk lies in the weakening of learning autonomy and critical thinking. 

Over-reliance on intelligent tutoring systems and personalized recommendations may cause students to fall into 

a “passive acceptance” learning model, where their processes of exploration, trial and error, and active 

knowledge construction are replaced by algorithmically preset paths [24]. In the long run, students’ 

metacognitive abilities, complex problem-solving skills, resilience in the face of uncertainty, critical thinking, 

and social capabilities may deteriorate [8]. Moreover, speculative technologies such as brain-computer 

interfaces raise concerns about the very essence of “learning”—if knowledge can be implanted via chips, the 

meaning of learning as a human activity requiring effort and embodying growth experiences may be dissolved 

[13]. Additionally, predictive feedback based on learning analytics, if improperly applied, may subject students 

to unnecessary “psychological harm” or lead to fixed self-perceptions [11]. For teachers, the risk manifests as 

role narrowing and hindered development. The advantages of AI in automated grading and learning analytics 

may reduce the teacher’s role to an “assistant” or “supervisor” of the AI system, undervaluing their unique 

pedagogical wisdom, emotional interaction, and ability to respond to unexpected situations [11][25]. This may 

not only increase the burden on teachers to adapt to new technologies but also squeeze their professional 

autonomy. Ultimately, the emotional communication, value transmission, and character cultivation based on 

authentic interactions between teachers and students, and among students themselves, may become “missing” or 

superficial due to technological mediation, causing educational relationships to exhibit a “tendency toward 

mechanization and ambiguity” [11][13]. Consequently, the educational ethical subject faces a crisis of being 

reshaped by technological logic. 

Blurred Responsibility Attribution and Accountability Mechanisms 

When artificial intelligence systems are deeply embedded in educational decision-making and produce negative 

impacts, the question of who should bear responsibility becomes a thorny ethical and legal challenge—namely, 

the risk of “blurred responsibility attribution and accountability mechanisms” [26]. The complexity, opacity 

(“black box” nature), and autonomy of AI systems break traditional chains of responsibility tracing. 

Specifically, when an erroneous academic prediction, unfair resource allocation, or teaching recommendation 

with security flaws made by an AI system harms students’ interests, it is difficult to determine the responsible 

party. Is it the algorithm developer, the data provider, the school administrator, the teacher, or the AI system 

itself? This “responsibility vacuum” makes it difficult for injured parties to seek effective remedies and 

compensation. The root of the problem lies in the significant “gaps” in existing legal and policy frameworks to 

address the challenges posed by autonomous AI decision-making. Although “transparency” and “explainability” 

have been widely advocated as principles of responsible AI [15][21], in technical practice, many complex deep 

learning models still struggle to provide human-understandable rationales for their decisions, further hindering 

effective accountability [17]. In the field of education, this risk is particularly acute. Educational decisions 

concern students’ future development and have far-reaching consequences. Without clear accountability 

mechanisms, not only can errors and injustices in AI applications not be corrected, but the necessary trust of 

users (teachers and students) in AI systems cannot be established, ultimately hindering the healthy development 

and ethical acceptance of AI educational applications [22]. 
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Impact on Social and Cultural Values 

The large-scale promotion of AI applications in education not only changes teaching practices but may also 

have profound impacts on broader social structures, cultural values, and the educational ecosystem, constituting 

ethical risks at the macro level [20][23]. The primary risk is the exacerbation of socioeconomic inequality. As 

previously discussed, the costs of accessing and using intelligent educational tools and resources may create a 

new “digital divide,” further widening the educational gap between advantaged and disadvantaged groups, 

resulting in “inequality in access and use” [11][16]. This violates the fundamental function of education as a 

balancer of social equity. Furthermore, there is the risk of cultural bias and value imposition. Algorithms 

embedded with specific cultural backgrounds and values may, through globalized educational platforms, 

imperceptibly export a singular cultural perspective and value standards, eroding the diversity of local cultures 

and educational sovereignty [23]. A deeper impact lies in the reshaping of the purposes and values of education. 

If the education system excessively pursues AI-driven “efficiency,” “personalization,” and “measurable 

outcomes,” it may lead to “technical rationality” overwhelming “value rationality.” Education may be reduced 

to a labor of chasing utilitarian performance, while its authentic values of cultivating well-rounded personalities, 

transmitting cultural heritage, and promoting critical social thinking risk being marginalized. Some scholars 

warn of the need to be vigilant against the “pan-technologization” and techno-utilitarianism infiltrating 

education [13]. Finally, the widespread application of AI may trigger large-scale anxiety about “job 

displacement,” not only concerning students’ future employment but also the teaching profession itself, thereby 

causing widespread social tension and resistance to educational change [17][23]. Therefore, assessing the social 

and cultural impacts of AI applications in education must go beyond the classroom and be considered within the 

broader context of social development [20]. 

 

DIFFERENCES IN ETHICAL CONCERNS AMONG DIFFERENT EDUCATIONAL 

STAKEHOLDERS  

The application of artificial intelligence in education is becoming increasingly widespread, and the ethical 

concerns it raises vary significantly across different stakeholders. In higher education, the perspectives and 

demands of key stakeholders such as teachers, students, and developers constitute the diversity of ethical 

discussions. This section systematically reviews these differences, aiming to provide a reference for the 

formulation of more targeted and inclusive policies. 

Unique Ethical Concerns in the Field of Higher Education 

In higher education, the application of AI has penetrated the core links of teaching, assessment, research, and 

management, and its ethical concerns exhibit a high degree of specificity and complexity. A core shift lies in the 

expansion of teaching ethics subjects. Some studies point out that AI exists as a “virtual cognitive subject” in the 

teaching field, transforming the traditional single teacher subject into a “teacher + AI” virtual inter-subjectivity 

[27]. This directly gives rise to new categories of teacher teaching ethics, including normative ethics (e.g., the 

external teaching ethics norms of “teacher + AI”), virtue ethics (e.g., the internal higher-order teaching virtue of 

“teacher + AI”), and interaction ethics (e.g., the multiple teaching interactions between “teacher + AI” and 

students). These new categories require higher education institutions to establish corresponding external support 

systems, making “teacher + AI” a reasonable, legal, and normalized presence, and promoting the systematic 

construction of its external teaching ethics norms [27]. At the same time, the ethical framework for AI in higher 

education also faces severe universal challenges. A study systematically analyzing 84 AI ethics guidelines found 

that no single ethical principle appeared across all guidelines, revealing significant diversity in principle 

selection and a lack of global consensus [28]. Specific to educational contexts, the severity of ethical challenges 

cannot be underestimated. A study using visual analysis pointed out that in AI applications in education, issues 

such as bias and discrimination, privacy and data security, reduced human interaction due to over-reliance on 

technology, and the digital divide all have high severity levels [29]. Moreover, the problems brought by AI are 

not merely an exacerbation of existing ethical issues but also give rise to unprecedented new challenges. Some 

scholars systematically point out that AI constitutes entirely new ethical dilemmas concerning copyright and 

intellectual property, the erosion of personal autonomy through “hyper-persuasion,” and the impact on the 

concepts of content authenticity and originality [30]. These challenges are particularly acute in the higher 

education environment, which emphasizes academic originality and intellectual property. Therefore, ethical 

concerns in higher education urgently need to expand from traditional teaching ethics to a comprehensive 

governance system that encompasses the reconstruction of subject relationships, the implementation of 

frameworks, and responses to emerging socio-cultural impacts. 

Perspectives and Demands of Key Stakeholders 
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The ethical ecosystem of AI educational applications is jointly constituted by multiple stakeholders, whose 

perspectives and demands collectively shape the boundaries and priorities of ethical discussions. In addition to 

the aforementioned teacher subjects, students, technology developers, platform operators, and broader social 

forces are all indispensable participants. In the process of deep integration of artificial intelligence and higher 

education, different stakeholders, based on their roles and demands, form ethical concerns that are both 

interdependent and potentially conflicting. University teachers, on the one hand, expect AI to reduce repetitive 

workloads and provide personalized teaching support. On the other hand, they worry that excessive 

technological intervention may erode their professional autonomy and teaching creativity, and trigger an 

instrumentalization tendency in teacher-student relationships. Therefore, they emphasize that AI should be 

positioned as an auxiliary tool, preserving the teacher’s ultimate responsibility for evaluating and guiding 

student development. Student groups focus on the fairness and transparency of AI in academic assessment, 

resource recommendation, and other processes. While hoping to gain personalized learning experiences enabled 

by intelligence, they are also vigilant about algorithmic bias, data misuse, and implicit manipulation of their own 

subjectivity. They call for the protection of personal rights to information, choice, and equal opportunities in 

technology application. Technology developers and platform operators tend to focus more on algorithmic 

performance optimization, sustainable business models, and large-scale product promotion, often falling into an 

efficiency-first logic while relatively neglecting the specificity and ethical risks of educational contexts. 

Therefore, they need to proactively incorporate ethical constraints such as fairness, explainability, and privacy 

protection during the product design phase, and enhance social responsibility through multi-stakeholder 

collaboration. From a macro perspective of technology development and governance, building responsible AI 

systems requires interdisciplinary collaboration and regular assessment [29]. Broader social forces—including 

government regulatory agencies, industry organizations, academia, and the public—are committed to striking a 

balance between innovation incentives and risk prevention and control. They promote the formulation of 

actionable ethical guidelines and laws and regulations, establish algorithmic review and accountability 

mechanisms, and advocate for the value that public interest in education should take precedence over 

commercial interests. Thus, the ethical concerns of different educational stakeholders are both overlapping and 

distinct. The ethical discussion of AI applications in higher education is not a monologue by any single party, 

but a dynamic governance practice that requires equal dialogue and continuous negotiation among all 

stakeholders. Only by seeking consensus amid the tensions of respective demands can a benign symbiosis 

between technological innovation and educational ethics be achieved. 

 

FRAMEWORKS AND PRINCIPLES FOR AI ETHICAL GOVERNANCE  

The deep integration of artificial intelligence and higher education has risen from the level of technical 

application to a systemic governance challenge. Constructing an ethical governance framework that can both 

promote innovation and effectively mitigate risks has become a core concern of the global education 

community. This section aims to systematically review and compare major global ethical guidelines and 

frameworks, analyze the distinctive principles of ethical governance in the educational field, and explore 

feasible pathways for embedding ethical considerations throughout the entire technology lifecycle. 

Analysis of Major Global Ethical Guidelines and Frameworks 

Currently, discussions on AI ethics have shifted from principled declarations to the construction of concrete 

governance frameworks. International organizations, national governments, and academic communities have 

proposed various guidelines, whose core principles show broad consensus, yet differ in terms of operability, 

emphasis, and theoretical foundations. A scan of 512 policy documents worldwide found that although 

academic integrity, data privacy, teacher capacity, fairness, and AI literacy are the five most frequent policy 

themes, current research and policy discussions mostly remain at the level of phenomenological description. 

Classic literature merely lists application scenarios and macro-ethical principles, rarely proposing governance 

solutions that are theoretically grounded and empirically tested, with fewer than 10% of institutions having 

established formal management regulations for generative AI [31]. This reveals a significant gap between 

principles and practice. To bridge this gap, scholars are committed to developing more operational governance 

models. Some scholars have proposed a dynamic governance framework for educational AI, which innovatively 

integrates socio-technical systems theory, diffusion of innovation theory, complexity theory, and stakeholder 

theory, forming a governance system comprising four pillars: “forward-looking and principled policy design,” 

“inclusive stakeholder co-creation and capacity building,” “adaptive teaching and assessment innovation,” and 

“iterative governance and continuous improvement” [31]. The integration of these theories aims to translate 

macro-ethical principles into micro-level actions. Stakeholder theory emphasizes that the voices of multiple 
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parties— including students, teachers, and parents—must be incorporated into every governance stage, from 

agenda setting to evaluation, to enhance policy legitimacy and acceptance. Empirical studies show that 

institutions adopting multi-stakeholder co-creation and tiered use protocols have significantly higher levels of 

teacher-student recognition, and academic misconduct incidents decreased by half within one semester [31]. 

Additionally, the EU’s Artificial Intelligence Act represents another risk-based regulatory pathway. The Act 

classifies certain educational applications (e.g., emotion recognition used in educational settings) as high-risk or 

subject to restrictions, imposing enforceable legal obligations such as documentation, monitoring, and human 

oversight [32]. This compels educational institutions to translate ethical principles into specific compliance 

requirements related to procurement, deployment, and auditing. Despite the diversity of frameworks, core 

ethical guidelines are highly convergent. One research paper points out that these guidelines typically include: 

human-centered educational philosophy, learner autonomy and human oversight, fairness and inclusiveness, 

privacy protection and data minimization, transparency and explainability, safety and physical and mental health 

protection, academic integrity, and accountability and remediation mechanisms [32]. However, there is broad 

consensus that generic AI ethics checklists will be ineffective if not concretely translated through pedagogical 

specificity. This is because educational quality depends on conditions such as developmental appropriateness, 

relationality, and legitimacy, which cannot be measured solely through technical indicators. For example, when 

AI-driven analytics dashboards become proxy indicators for learning, they may lead to optimization of short-

term performance, thereby eroding deeper learning, creativity, and intrinsic motivation. 

Distinctive Principles of Ethical Governance in the Field of Education 

Education, as a social activity aimed at cultivating human beings, requires its AI ethical governance to transcend 

general technological ethics and embed a set of distinctive principles. These principles are rooted in the essential 

nature of education, the specificity of its subjects, and its core values [32]. First, the principle of the primacy of 

educational purpose and developmental appropriateness. The primary justification for introducing any AI 

technology must stem from clearly defined educational goals and be supported by evidence that it benefits 

learner development, rather than being driven by market pressures or signals of innovation. This entails 

assessing whether and how AI tools support specific pedagogies and promote the holistic cognitive, emotional, 

and social development of learners. Ethical decision-making here serves as a moral compass, ensuring that AI-

driven tools and practices prioritize the well-being of teachers and students. Second, the principle of learner-

centeredness and rights protection, with particular emphasis on special protection for minors. There is a 

significant power asymmetry in educational settings, and many learners are minors or in a relatively vulnerable 

state. Therefore, ethical governance must strengthen the protection of children’s rights, including the right to 

privacy and the right to be free from harmful profiling and excessive monitoring. Third, the principle of teaching 

professional autonomy and relationality. The application of AI should not undermine teachers’ professional 

autonomy or replace the indispensable interpersonal interactions in education. One ethical dilemma is that AI-

driven teaching methods may jeopardize the integrity of teacher education programs by potentially replacing the 

guidance and interaction provided by human mentors. Therefore, governance frameworks must ensure that 

humans retain ultimate review and veto power over key educational decisions (such as grading and advancement 

recommendations), thereby preserving the essence of education as a relational practice. Finally, the principle of 

fairness and inclusiveness in multiple dimensions. Fairness in education involves not only algorithmic bias and 

group differences in predictive performance but also multiple dimensions such as the digital divide, resource 

accessibility, cultural responsiveness, and universal design. The deployment of AI may exacerbate the global 

digital divide, as technologies developed primarily on data from the Global North may be seriously misaligned 

with the teaching needs, cultural contexts, and infrastructural realities of low-income and middle-income 

countries. Therefore, ethical governance must actively promote “culturally responsive AI” and context-specific 

design, rather than imposing a one-size-fits-all model. 

Pathways for Ethical Embedding Throughout the Full Lifecycle 

To ensure that ethical principles are not merely paper declarations but are embedded throughout the entire 

process from conception to decommissioning of AI technologies, it is necessary to establish full-lifecycle 

pathways for ethical embedding. This requires institutionalizing and proceduralizing ethical considerations and 

translating them into auditable control measures [32]. An effective pathway begins with forward-looking policy 

design and the procurement phase. Before procuring AI tools, institutions should require suppliers to provide 

clear evidentiary documentation, conduct risk classification, and complete due diligence that includes evidence 

of bias testing, safety commitments, and audit support clauses. This can embed ethical requirements upfront, 

constraining technological design at its source. In the deployment and integration phase, the focus lies on data 

governance and capacity building. The principle of data minimization must be followed, with clear data 

https://ijetrm.com/issue/
http://ijetrm.com/


Volume-10 Issue 06, June -2026                                                                                           ISSN: 2456-9348 

                                                                                                                                           Impact Factor: 8.232 

  

 
International Journal of Engineering Technology Research & Management (IJETRM) 

Journal Article 

https://ijetrm.com/issue/  

 

IJETRM (http://ijetrm.com/)   [300]   

 

 

retention periods specified, and secure and compliant data processing agreements ensured. At the same time, 

empowerment training for teachers is crucial—the training content should cover tool limitations, typical error 

patterns, responsible usage practices, as well as appeal and human review procedures, enabling teachers to 

become key executors of ethical use. Entering the operation and monitoring phase, it is necessary to establish 

continuous oversight and evaluation mechanisms. This includes subgroup impact monitoring of AI system 

outputs, tracking incident reports, and regular audits to detect performance drift or unintended harm. The 

“iterative governance and continuous improvement” pillar emphasized by the dynamic governance framework 

for educational AI treats policies as “living documents” that need to be periodically revised based on feedback 

and evidence [31]. Finally, the evaluation and decommissioning phase must also incorporate ethical 

considerations. Clear system decommissioning criteria should be established, along with data deletion and 

transition plans, and decommissioning decisions should be fully documented to ensure that user rights remain 

protected at the end of the technology lifecycle. 

In summary, the ethical governance of artificial intelligence in education is a dynamic and complex systemic 

undertaking. It requires not only the adoption of globally agreed-upon ethical principles but also their deep 

adaptation to the specificities of the educational context, and their implementation through institutionalized 

pathways throughout the entire lifecycle. 

 

STRATEGIES FOR PREVENTING AND MITIGATING ETHICAL RISKS OF AI IN HIGHER 

EDUCATION CONTEXTS  

The application of artificial intelligence in higher education is becoming increasingly widespread, demonstrating 

great potential in improving teaching efficiency and supporting personalized learning. However, it also brings a 

series of ethical risks such as bias, privacy infringement, and responsibility attribution [33]. To ensure the 

responsible and fair deployment of AI technologies in educational contexts, it is necessary to construct multi-

level and systematic prevention and mitigation strategies. These strategies need to cover multiple dimensions, 

including technology, institutions, organization, and practice, forming a complete framework for collaborative 

governance [34]. This section will systematically elaborate on the prevention and mitigation strategies for 

ethical risks in higher education contexts from the four levels of technology, institutions, organization, and 

practice. 

Bias Detection and Fairness Enhancement at the Technical Level 

The technical level serves as the foundation for preventing and mitigating AI ethical risks, with the core being to 

identify and alleviate biases at the source of data and algorithms, ensuring the fairness and transparency of the 

system. Biases in AI systems primarily stem from historical biases in training data and the opacity of 

algorithmic design. If left unchecked, they may lead to educational decisions (such as admissions, assessment, 

and resource allocation) that are unfair to specific student groups, thereby solidifying or even exacerbating 

existing social inequalities [35][36]. First, constructing diverse and representative datasets is a prerequisite for 

mitigating bias [37]. AI model learning depends on data; if the data does not adequately represent student 

groups of different races, genders, socioeconomic backgrounds, and ability statuses, the output will inevitably 

carry bias. Therefore, when developing educational AI tools, resources must be invested in data auditing and 

cleaning to ensure the inclusiveness and balance of the dataset. This requires interdisciplinary collaboration 

among technology developers, educators, and social scientists to jointly identify potential implicit biases in the 

data. Second, developing and applying bias detection and fairness enhancement algorithms are key technical 

measures. Research indicates the need to adopt a “algorithmic fairness” technical framework to conduct 

continuous evaluation and monitoring of machine learning models. This includes employing debiasing 

algorithms during the model development stage, as well as establishing ongoing audit mechanisms after 

deployment to monitor whether decision outcomes are fairly distributed across different groups. For example, in 

intelligent grading or student risk prediction systems, regular checks should be conducted to determine whether 

outputs exhibit systematic differences based on gender or race [38]. Finally, enhancing algorithmic transparency 

and explainability is crucial for building trust. AI decision-making processes often resemble a “black box,” 

making them difficult to understand and thereby undermining accountability. In educational contexts, clear 

explanations should be provided to teachers, students, and administrators regarding how AI systems operate and 

on what factors they base their decisions. Developing explainable AI technologies to make the reasoning 

process of AI traceable and understandable is a necessary condition for ensuring its responsible use and public 

oversight. 

Policy Regulations and Standard Development at the Institutional Level 
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The institutional level provides macro-level guidance and binding constraints for AI ethical governance, 

requiring the establishment of a clear and authoritative normative system through national legislation, industry 

standards, and institutional policies. As AI becomes deeply integrated into education, relying solely on technical 

self-discipline or ethical appeals is no longer sufficient to address risks; it is necessary to establish binding legal 

and policy frameworks [39]. Legislation and standard-setting at the national and international levels are the core 

of institutional development. Globally, initiatives such as China’s Ethical Safety Guidelines for AI Applications 

1.0, the EU’s Artificial Intelligence Act, and the U.S. Blueprint for an AI Bill of Rights provide important 

references for AI governance. These frameworks generally emphasize core principles such as transparency, 

fairness, accountability, and human rights protection. Educational authorities should draw on these experiences 

and introduce regulations specifically targeting AI applications in education, explicitly prohibiting applications 

with unacceptable risks (e.g., social scoring based on sensitive characteristics), and setting strict compliance 

requirements for high-risk applications (e.g., admissions selection, academic evaluation), including mandatory 

bias assessments, data protection, and human-machine collaborative decision-making. Internal policy 

development within higher education institutions is equally crucial. Each institution should formulate detailed 

AI ethics usage policies and operational guidelines tailored to its own context. These policies should clearly 

stipulate: that the procurement and development of AI systems must undergo ethical review; that all educational 

AI applications must undergo bias and fairness impact assessments; that standards for protecting student data 

privacy and emergency response mechanisms for data breaches must be established; and that clear appeal 

channels should be provided for students to challenge AI decisions [35][38]. By institutionalizing and 

proceduralizing ethical requirements, it can be ensured that AI applications consistently operate within 

controllable and compliant boundaries. Furthermore, promoting the establishment of industry certification and 

audit standards for educational AI is another important direction. Professional bodies or industry associations 

can take the lead in developing technical standards and certification procedures concerning data quality, 

algorithmic fairness, and system security. This can provide objective benchmarks for educational institutions in 

selecting and evaluating AI products and services, thereby fostering a healthy market constraint mechanism. 

Governance Structure and Capacity Building at the Organizational Level 

Effective prevention and mitigation of ethical risks cannot be achieved without sound organizational support. 

Higher education institutions need to establish specialized governance structures and systematically enhance the 

ethical literacy and technical capabilities of relevant personnel, translating ethical principles into daily 

organizational practices. Establishing a cross-functional AI ethics governance committee is the primary step in 

organizational development. This committee should be composed of school administrators, technical experts, 

education researchers, ethicists, legal advisors, and student representatives [35]. Its responsibilities include: 

reviewing and approving the deployment of major AI projects; monitoring whether existing AI systems operate 

in compliance with ethical policies; handling related complaints and disputes; and regularly assessing the overall 

effectiveness of the institution’s AI ethical governance. This multi-stakeholder co-governance structure helps 

balance technological innovation with ethical values, ensuring comprehensiveness and impartiality in decision-

making [38]. Meanwhile, vigorously conducting AI ethics literacy training for faculty, staff, and students is key 

to capacity building. Many ethical risks stem from users’ ignorance of the limitations and potential harms of AI 

technology. Therefore, systematic training must be provided to teachers, administrators, and technical staff, 

covering topics such as basic AI principles, common types of bias, data privacy protection, and how to critically 

use and interpret AI tools. For students, courses or workshops should also be offered to cultivate their awareness 

of rights as AI service users and their critical thinking skills, enabling them to identify and question potentially 

unfair AI decisions. Finally, organizations should encourage and support interdisciplinary research on AI ethics 

in education. Institutions can establish special research funds to support collaboration among scholars in 

computer science, education, ethics, law, and other fields, jointly exploring unique ethical issues and solutions 

in educational contexts. Feedback from research should be channeled back into policy revisions and 

technological improvements, forming a virtuous cycle of “research – practice – governance.” 

Instructional Design and Human-Machine Collaboration Optimization at the Practical Level 

At the concrete level of teaching practice, strategies for preventing and mitigating ethical risks focus on how to 

integrate AI tools organically and prudently into the instructional process, and through optimizing human-

machine collaboration, ensure that educational subjectivity and humanistic care are not undermined by 

technology. In instructional design, the principle of “AI-assisted, teacher-led” should be upheld. AI can serve as 

a powerful tool, providing personalized learning path recommendations, real-time feedback, and learning 

analytics, but it must never replace the core role of teachers in value guidance, emotional communication, 

creative thinking cultivation, and complex contextual judgment. Curriculum designers need to clearly define the 
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auxiliary positioning of AI in each link. For example, AI may be used for initial screening of assignments, but 

final grading and in-depth feedback must be completed by teachers; when using adaptive learning platforms, 

teachers should retain the ultimate decision-making power to adjust learning content and pace, so as to 

accommodate individual exceptional cases that algorithms might overlook. Deepening the processes and models 

of human-machine collaboration is a key focus of practical optimization. This entails designing clear workflows 

that include human oversight and intervention mechanisms. For instance, when using AI for preliminary 

screening of admissions materials, the system should flag applications that are on the decision boundary or have 

unusual characteristics for manual review by the admissions committee. This human-machine collaborative 

model can not only effectively correct potential biases or errors in algorithms but also incorporate human 

experience, empathy, and ethical judgment into the decision-making process, rendering the final outcomes more 

reasonable and acceptable [36]. Furthermore, continuous feedback and iterative mechanisms should be 

established in teaching practice. As direct users of AI tools, teachers and students are the most valuable sources 

for identifying potential ethical issues (such as algorithmic bias, unfairness caused by interface design, and 

privacy concerns). Higher education institutions should establish convenient channels to collect and analyze 

these practical feedbacks, and accordingly require technology providers to improve systems or adjust their own 

usage strategies, thereby achieving dynamic optimization and responsible evolution of AI applications in higher 

education through practice. 

 

KEY ISSUES AND CHALLENGES FOR FUTURE RESEARCH 

Currently, the integration of artificial intelligence in higher education and other social domains is advancing at 

an unprecedented pace, and its potential to enhance personalized learning and optimize management efficiency 

has been widely recognized [40]. However, along with its deeper application, a series of complex and 

interrelated ethical and practical challenges have become increasingly prominent, revealing many gaps in 

existing research and pointing to critical directions that urgently require further exploration for future inquiry. 

First, the depth and breadth of cross-cultural comparative ethics research are severely insufficient. Existing 

studies mostly focus on ethical framework discussions within specific cultural contexts (e.g., Europe and the 

United States), lacking systematic comparisons of how different cultural values shape AI ethical perceptions and 

behaviors. A study targeting business school students in the United States and the United Arab Emirates 

revealed significant influences of cultural background: for instance, students from South Asian cultural groups 

were more inclined to consider using AI tools to answer questions as ethical, while students from Latin 

European cultural groups held the opposite view; conversely, Latin European students were more likely to 

endorse the ethical legitimacy of using AI to understand concepts [41]. This highlights that ethical judgments 

are not universally uniform but are deeply rooted in cultural contexts. However, most current ethical guidelines, 

while providing high-level directives, lack specific consideration and operational plans for cultural differences, 

thereby limiting their applicability on a global scale [42]. Future research urgently needs to transcend a single 

cultural perspective and adopt interdisciplinary methods such as structural topic modeling to delve into how 

cultural dimensions (e.g., individualism/collectivism, power distance) specifically influence perceptions of 

algorithmic fairness, data privacy, and accountability, in order to construct a more culturally sensitive and 

inclusive paradigm for global AI ethical governance. 

Second, there is a clear gap in longitudinal tracking and assessment of the long-term societal impacts of AI 

applications in higher education. Most studies focus on short-term technological efficacy or immediate ethical 

risks, such as algorithmic bias and data privacy breaches [43-45]. However, solid empirical tracking and 

forward-looking analysis are lacking regarding how AI may reshape the essence of education, affect social 

cohesion, alter labor market structures, and influence democratic processes — long-term, systemic social 

transformations [46]. For example, AI may lead to the “dehumanization” of education, where critical decisions 

concerning student development (such as admissions and grading) rely excessively on algorithms, thereby 

weakening humanistic care and the cultivation of critical thinking in education [47]. Furthermore, the long-term 

impact of AI-driven automation on the job market and the resultant exacerbation of social inequality require 

empirical evidence beyond theoretical speculation, obtained through long-term longitudinal studies [46]. Filling 

this gap requires shifting research designs from cross-sectional surveys to long-term tracking, and integrating 

multidisciplinary perspectives from sociology, economics, political science, and other fields to comprehensively 

assess the long-term social costs and benefits of AI. 

Third, the evaluation systems for the effectiveness and ethical compliance of AI applications in higher education 

remain underdeveloped. Although some studies point out that AI can enhance educational outcomes, 

assessments of its effectiveness often remain at the level of technical performance, lacking the integration of 
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ethical indicators (such as fairness, transparency, and accountability) into comprehensive evaluation frameworks. 

For example, a survey revealed that only 27.67% of educators fully understand how AI systems use data, and as 

many as 34% of respondents identified algorithmic bias as a primary concern [40]. This indicates that 

effectiveness assessments must be conducted in parallel with ethical evaluations. Some emerging ethical 

assessment frameworks have begun to emphasize continuous monitoring and evaluation of the AI lifecycle 

through key performance indicators, but how to design scientifically robust and operationally feasible evaluation 

metrics specifically for the education sector—particularly how to quantify value goals such as “educational 

equity” and “preservation of student subjectivity”—remains an unresolved challenge. Future research needs to 

develop interdisciplinary assessment tools and methodologies that integrate pedagogy, ethics, and data science. 

Fourth, dynamic governance mechanisms that can adapt to rapid technological iteration urgently need to be 

established. Existing governance models, whether top-down government regulation or industry self-regulation, 

often lag behind technological developments due to rigidity, proving particularly inadequate in addressing 

emerging technologies such as generative AI. Generative AI can produce text and media content, with bias 

sources being more concealed and having broader impacts, posing new challenges to existing bias detection and 

mitigation strategies [44]. Some researchers have proposed ethical assessment frameworks that emphasize the 

“cyclical” and “dynamic” nature of governance, offering ideas for dynamic governance by integrating top-down 

policy-making with bottom-up self-regulation and allocating resources for continuous improvement [42]. 

However, these frameworks still require further refinement in specific implementation aspects, especially in data 

governance and cross-cultural enforcement coordination. Future research should aim to design more flexible and 

scalable governance architectures capable of rapidly responding to new types of ethical risks brought by 

emerging technologies like generative AI. 

Finally, research on interdisciplinary collaborative solutions to address ethical risks of emerging technologies is 

insufficient. Addressing AI ethical issues cannot be accomplished by a single discipline, and although current 

research acknowledges this, genuine deep integration remains scarce. Technical experts focus on developing 

bias mitigation algorithms (such as adversarial learning and fairness metrics), while ethicists and policy makers 

emphasize principled discussions, leading to a disconnect between theoretical frameworks and engineering 

practices. For example, explainable AI can enhance transparency but faces challenges such as high 

computational costs and the potential difficulty of interpretations themselves; fairness metrics may conflict with 

model accuracy objectives. This requires future research to break down disciplinary barriers, promoting the 

collaborative participation of scholars from technology, ethics, law, sociology, and other fields alongside 

educational practitioners to design solutions at a systemic level. 

Current major AI ethical governance frameworks still have ample space for exploration in directly confronting 

the complex ethical ecosystem of the education sector—how to balance efficiency with the holistic development 

of individuals, how to respect cultural diversity in globalized educational practices, and how to establish long-

term impact tracking mechanisms. Future research must commit to deeply integrating these frameworks with 

specific educational contexts and cultural settings, developing adaptive governance systems that can both ensure 

technology serves the good and safeguard the essential nature of education as a human endeavor. 
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CONCLUSION 

Artificial intelligence brings both opportunities and profound ethical concerns to higher education. It is 

imperative to establish a governance framework that is human-centered and prioritizes the public interest: at the 

technical level, developing explainable and fair algorithms; at the institutional level, strengthening data 

protection and algorithm auditing; at the organizational level, building internal governance structures and 

enhancing the digital literacy of faculty and students; and at the practical level, optimizing instructional design 

and maintaining healthy teacher-student relationships. In addition, attention must be paid to cross-cultural 

ethical comparisons, long-term social impacts, effective assessment tools, and dynamic governance mechanisms. 

https://ijetrm.com/issue/
http://ijetrm.com/


Volume-10 Issue 06, June -2026                                                                                           ISSN: 2456-9348 

                                                                                                                                           Impact Factor: 8.232 

  

 
International Journal of Engineering Technology Research & Management (IJETRM) 

Journal Article 

https://ijetrm.com/issue/  

 

IJETRM (http://ijetrm.com/)   [304]   

 

 

Ultimately, constructing a multi-stakeholder, continuously evolving governance ecosystem is the key to 

achieving healthy, equitable, and sustainable development of AI-empowered education. 
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