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ABSTRACT 
Wireless Body Area Network (WBAN) is the most emerging technology in wireless communication 
technology. Wireless Body Area Network is a sensor network designed to operate and connect various 
nodes, located inside and outside of the human body. WBAN consists of some sensors nodes used for 
collecting the physiological parameters like electrocardiogram (ECG) signal, SpO2, heart rate, etc. This 
paper presents how the WBAN used in medical applications and explained different techniques used for 
the patient's health care monitoring. Security and Privacy are some of the major issues in WBAN, to 
avoid this issue polynomial curve and steganography concepts are used for secure health monitoring. This 
work concentrates on elderly people by monitoring their health status and predicts the abnormal condition 
of them. 
Keywords: Wireless Body Area Network, Health Monitoring, Fuzzy Inference System, Physiological 
Parameters, Security. 
 
 

INTRODUCTION 
Wireless Body Area Network also known as WBAN, is used to connect the self-dependent nodes that are 
fixed on the human body or under the derm of the person and the nodes are connected through the 
wireless communication channel [1]. The nodes are placed in the star or multihop topology. 
WBAN has presented the number of innovative and effective applications. These applications can consist 
of two types: they are medical and non-medical applications. The medical applications are described as 
remote health monitoring, assisted living, and telemedicine system [2]. In medical applications, it 
improves the doctor's, patient's activities such as remote patient monitoring, an emergency alert 
notification anywhere. Some of the non-medical applications such as sports, fitness, military, lifestyle and 
entertainment [3]. 
The sensor consists of a wearable or implant sensor which is used to measure the parameter like body 
temperature, ECG signals, pulse rate, etc and the collected physiological signals and parameters can be 
transferred to the control unit, which is used to monitor the patient’s health status continuously, if any 
abnormal condition occurs in the human body it can be easily monitored and provides the alert message 
immediately [4]. Wireless Body Area Network also uses the mobile phone as a gateway to send the health 
status from the control unit, either to the emergency room or doctor's mobile phones [5]. 
WBAN may interact with the internet and other existing wireless technologies like Wireless Sensor 
Network (WSN), Zigbee, Bluetooth, Wireless Local Area Network (WLAN), Wireless Personal Area 
Network (WPAN), video surveillance systems and cellular networks [6]. There are some advantages by 
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using Wireless Body Area Network which is flexible, effective, efficient and low cost. The latest 
standardization of WBANs is IEEE 802.15.6 aims to provide an international standard for low power, 
short-range and highly reliable wireless communication within the surrounding area of the human body 
[7]. 

In WBAN, security and privacy are the serious problems faced in health care. Security in health care 
means the data is securely stored and transferred and privacy is how the data can be accessed only by the 
authorized people. They were some threats faced by the WBAN when the data stored; such as threats 
from device compromise and threats from network dynamics [8]. Three important requirements are used 
in WBAN; they are data confidentiality, dependability, and integrity for secure and dependable data 
storage. 

Elhoussaine Baba, Abdelillah Jilbab and Ahmed Hammouch [9] have focused on the patient's health care. 
First, the authors develop a wearable Body Area Network Application for Health monitoring. By using 
these, they can easily monitor the patient's health status through continuous detection and process. The 
authors used this application to measure the four parameters such as ECG signals, pulse oximeter (SpO2), 

heart rate and breathing, by converting it to useful data and the data must be sent to the monitoring PC. 
The monitoring PC records the parameters on a graphical interface using the LABVIEW tool. 

The author focused on three modules that are application design, nodes architecture and software design. 
The application design contains sensor nodes, central node and PC control. The sensor nodes are fixed on 
the human body and which is used to measure the parameters or vital signs of them. The central node is 
used to collect the data and transfer them to the PC control. The PC control used to displays and record 
the value of each parameter in waveforms. The node architecture is based on the sensing unit and the 
transceiver module.  

The author said the sensing unit is used to sense the value of physiological signals and convert it to the 
data in electrical signals form. The transceiver module act as wireless communication between the sensor 
node and central node which allows the data from the processing unit through SPI(Serial Peripheral 
Interface).  

By designing the software application, the author designed the algorithm for the sensor node and the 
central node which include operations such as detection, conversion, processing and data transmission. 
The author has taken two important things in designing the algorithm that is monitoring system should be 
in real-time and Low Energy consumption. In a wireless network, the transceiver provides the automatic 
packet assembly, retransmission and low power consumption based on a star topology [10]. 

Advantage 

 The Advantage of this paper is based on both Hardware and Software Infrastructure which is 
robust, flexible and Scalable for improvements. 

Disadvantages 

 By choosing the components and processor with less energy consumption, the battery capacity 
will be limited. 
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 In a real-time process, the data are sensed, processed, transmitted and collected by using this 
WBAN application. 

Robert Kerwin C.Billones, Marck P.Vicmudo and Elmer P.Dadios [11] have described a “Fuzzy 
Inference System” in Wireless Body Area Network which is used to determine the person condition by 
monitoring the SpO2, body temperature, heart rate, respiration rate. The author said different types of 
sensors used to determine the readings of the basic parameters like body temperature, heart rate, etc.  

A pulse oximetry sensor (SpO2) is used to measure the percentage of blood oxygen saturation. It uses two 
light frequencies red (660mm) and infrared (940mm) to determine the amount of blood saturated with 
oxygen. The SpO2 sensor measures both frequencies received by the detector and calculate the amount 
absorbed. 

The body temperature sensor is used to measure the temperature of the human body. The 
electrocardiogram sensor is used to identify the electrical activity of the heart rate. The waveforms are 
graphed using the ECG and it can be derived as the flat baseline, isoelectric line. In need of respiratory 
rate, the Nasal Airflow sensor is used to check the airflow rate of the patients.   

The author focused on the “Fuzzy Inference System (FIS)”, which can be used in Wireless Body Area 
Network. They said it can deal with imprecise or uncertain information which is known as a knowledge-
based system. It is derived from the principles of fuzzy logic which are encouraged by the human ability 
to make sound decisions although the incompleteness, imperfect and conflicting information [12]. It uses 
Decision-making units and IF-THEN statements for decision rules. The author summarizes FIS-WBAN 
uses the star topology architecture to transmit the readings to the coordinator node and the remote 
transceiver will process the gathered data. The data will be processed in the knowledge base of the fuzzy 
inference system. It will contain the ranges of values for different body sensors. 

The author includes the membership function in the fuzzy inference system. It consists of an input 
membership function and output membership function. They said that the input membership function is 
the data of SpO2, heart rate, respiration rate, temperature, and the output membership function as the 
body condition. The author used the MATLAB software for the simulation process and mamdami method 
for the fuzzy inference system. finally, the implementation results will be displayed based on the body 
condition and it can be ranged from critical to good condition in this system. 

Advantage 

 Using the fuzzy inference system, remote patient monitoring with increased patients can be 
achieved. 

 Health care personnel ratio can be increased by using this method 

Disadvantage 

 The limitation of this paper is the environmental condition can also be a factor in sensing reading, 
which is not included in it. 
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R.ShanthaPriya and Vaithaianathan.V [13] focused on secure healthcare monitoring in a wireless body 
area network. In the body area network, every sensor will be small in size, lightweight and maintain 
secure health monitoring. The monitoring parameters such as heartbeat, temperature, and ECG signals are 
transmitted securely in a distinct location. For secure monitoring, the author designed a polynomial based 
curve and steganography technique. 

The author focused on a secure health monitoring system in a wireless body area network that gives 
privacy and security. They used the concept of the higher-order polynomial to generate the curve. The 
author proposes the concept of a polynomial based curve and steganography which embeds the secret 
information into it and makes the information secure. “Steganography” is the art and science of hiding 
communication [14]. It keeps the message secret. It is the tool for security and protection. They said the 
Steganography algorithm is used to embed the secret information into the generated polynomial curve and 
it forms stego polynomial. 

The author followed some procedures for secure transmission that are: ECG signals are taken as “input 
signals”. Next, Fast Fourier Transforms (FFT) is applied to converts a signal from its original domain. 
Then The quantization process converts a large set of input values to a small set of values, and the input 
signal is rounded to get the quantized signal. This signal helps in detecting the peak values and the signals 
are converted to a binary string to form a feature. Next, the “polynomial curve” is used to hide the 
information safely and provides secure transmission. 

Finally, the author collected the database from the MIT-BIH arrhythmia database. For the checking 
process, the author used the input values and the loaded data to find the similarities. If any matches arise, 
the corresponding patient's data will be displayed along with their current ECG signal. 

Advantage  

 The advantage of this research work is to reduce the error rate and additionally increase the PSNR 
(Peak Signal to Noise Ratio) value.  

Disadvantage 

 The psnr value will be low, due to an increase in the error rate at low hiding capacity. 
 Future work can be extended by using other transmission methods. 

Sana Saadaoui and Lars Wolf [15] developed the new technology for elderly people which are used to 
enhance their independent living. The Wireless Body Area Sensor Network consists of a pulse oximeter 
sensor that monitors the SpO2, heart rate and electrocardiogram sensor (ECG) for monitoring the heart 
activity. The author proposed the two methods such as “system architecture and protocol stack”. The 
author designed the proposed system architecture to monitor elderly people's health status to detect 
sudden changes or predict the heart attack. 

This architecture is used in both the indoor and outdoor environments which transmit the routine and 
emergency signs. The author summarizes in an indoor environment, it can transmit both the routine and 
emergency signs of the person through the wireless local area network, but in an outdoor environment, it 
only transmits the emergency sign through the General Packet Radio Service (GPRS) network. 
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The author said that the architecture consists of three-level processes that are sensor nodes, base stations, 
and the central server.  

 The sensor node senses the physiological parameter, process it and communicate the vital signs. 
The sensor consists of EGC and pulse oximeter sensors which are critical information in 
emergency time. In that case, it can take immediate action [16]. 

 The base station acts as a local processor that allows us to collect, analyze the sensor signals and 
store the collected data. For communicating with a central server, the base station uses a wireless 
local area network to reach an internet access point. 

 The central server acts as a central data storage and receives the physiological parameter. It is 
used to stores the data in the database. The central server stores the medical record of patients and 
contacts the doctor if any emergency occurs.   

In this research work, the author proposed the “protocol stack” which represents the Zigbee protocol stack 
[17] and helper protocols. The Wireless Body Area Sensor Network (WBASN) application consists of 
sensor nodes and the network coordinator. A sensor node is used to join the network, collect the sample 
health data and send it to the base station. The network coordinator includes configuration and 
management. It uses the star network topology.    

In helper protocols, they were two efficient protocols such as time synchronization and power 
management scheme. The author used the ns2 network simulator and the simulation result is based on the 
performance of packet delivery fraction and energy flow. The author determines the packet delivery 
fraction for different transmission power values and it supports two values, they are: acknowledged and 
unacknowledged. The author concludes that the energy flow for the ECG sensor is determined because it 
has the highest data rate.                      

 

Advantages 

 By using this technology, it minimizes the communication cost by using the General Packet 
Radio Service Network (GPRS) and allow the senior people to stay longer at home. 

 Better and less expensive health care services for the people. 
 The author concludes that, the acknowledged data service of packet delivery fraction greater than 

97% for all transmission power values. 

Disadvantages 

 In an indoor environment, both routine and emergency signs are transmitted through the wireless 
Local Area Network, but in the outdoor environment, only emergency signs are transmitted 
through the GPRS network.  

 By reducing the transmission power, it does not save energy. 
 In the future, some wireless sensors are used in this architecture, simulation for power 

management scheme and handover between the Wireless Local Area Network and General 
Packet Radio Service Network is developed. 
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Table 1 shows the summary of WBAN in Healthcare Monitoring 

 

S.no 

 

Authors Name 

 

Technique  and Tools 
used 

 

Advantages 

 

Disadvantages 

1 Elhoussaine Baba et al Wearable Wireless Body 
Area Network 
application is developed 
for health remote 
monitoring that monitors 
the patient's health 
status. 

LABVIEW software is 
used for designing the 
physiological parameter 
on a graphical interface. 

This application has high 
accuracy and reliability. 

It is a hardware and 
software infrastructure 
that is robust, flexible 
and scalable. 

By using this application the data 
has sensed, processed and sent 
within the wireless 
communication in real-time only. 

2 Robert  Kerwin C.Billiones 
et al 

The fuzzy inference 
system is used to 
determine the condition 
of the patients. 

MATLAB software is 
used for the simulation 
process. 

Mamdani method is used 
as the fuzzy inference 
system type. 

By using this method, 
remote patient 
surveillance can be 
achieved in the 
proportion of healthcare 
workers with increased 
patient care. 

Actual clinical data is not used in 
this research work. 

It can be used in non-linear values 
of body condition measured from 
sensors. 

Environmental conditions also be 
a disadvantage in reading the 
sensor data. 

3 R.Shanthapriya et al For security purpose, 
Polynomial curve and 
Steganography technique 
is used which provides 
the privacy of the 
patient’s data. 

It will reduce the error 
rate and increase the psnr 
(peak signal to noise 
ratio) value. 

Information security and 
protection in a wireless body area 
network is a big zone that consists 
of more privacy issues and 
challenges to overcome. 

4 Sana Saadaoui et al Proposed the system 
architecture and protocol 
stack for monitoring the 
elderly people's health 
status. 

Network Simulator (ns2) 
tool is used for the 
simulation process. 

It minimizes the 
communication cost over 
the GPRS network. 

In the future, both the indoor and 
outdoor environment routine and 
emergency vital signs can be 
transmitted through WLAN and 
GPRS networks. 
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CONCLUSION 
In this paper, we have detailed how the Wireless Body Area Network used in the healthcare monitoring 
system. Healthcare is one of the most widely used applications in Wireless Body Area Networks. It can 
monitor the patient’s health status, detect the abnormal condition and alert them immediately. It is also 
used for elderly people to strengthen their independent living, by using this technology they do not 
depend on anyone. This paper includes the methods which are used for secure healthcare monitoring. This 
survey paper includes the technique and tools which are used for research work in the field of Wireless 
Body Area Network. 
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