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ABSTRACT 

The rapid adoption of cloud computing in healthcare has revolutionized medical data management by providing 

scalability, interoperability, and remote access. The change has also increased privacy and security risks 

simultaneously, particularly with the sensitive nature of patient health information and the proliferation of IoT-

based medical devices. a secure and light-weight cloud healthcare model founded on Elliptic Curve Cryptography 

(ECC) for maintaining confidentiality and integrity of electronic health information entire lifecycle—collection, 

cloud storage and authorized retrieval.The architecture includes data encryption and decryption via ECC with 

Role-Based Access Control (RBAC) and HMAC for secure user authentication and communication. Performance 

measurement was performed with a publicly accessible Kaggle healthcare dataset, where real-world healthcare 

monitoring conditions were emulated. Important metrics such as encryption time, decryption time, response time, 

and memory usage were measured. ECC-based system resulted in negligible cryptographic overheads: 15 ms 

encryption time, 13 ms decryption time, and moderate 25 MB memory usage. Response time in multi-user 

environments was kept within reasonable boundaries (135 ms), pointing to real-time applicability. Experimental 

outcomes prove that ECC offers an excellent trade-off between computation efficiency and data security, most 

appropriate for mobile and low-energy healthcare environments. In contrast to conventional cryptosystems like 

RSA or AES, ECC achieves the same level of security with lower key sizes, which for embedded healthcare IoT 

is particularly suitable. This framework caters to regulatory compliance, insider attacks, and cloud storage 

vulnerabilities, providing a complete, secure, and efficient solution for contemporary cloud-based healthcare 

infrastructures. 
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INTRODUCTION 

Cloud computing has emerged as a transformative force in digital healthcare, offering scalable storage, rapid data 

retrieval, and seamless interoperability across diverse healthcare systems [1]. This paradigm shift has enabled 

healthcare providers to manage vast amounts of data efficiently, resulting in improved patient outcomes and 

streamlined workflows [2]. However, the increasing adoption of cloud-based healthcare solutions has amplified 

concerns around data security and patient privacy, particularly in dealing with sensitive health information [3]. 

Traditional security measures, while robust in typical computing environments, often fail to achieve a balance 

between computational efficiency and robust security in resource-constrained IoT-based medical devices [4]. 

These devices, such as wearable sensors and remote patient monitoring systems, require encryption techniques 

that are both lightweight and secure to ensure real-time data integrity and privacy [5]. The proliferation of 

telemedicine platforms, electronic health records (EHRs), and wearable health monitoring devices has further 

emphasized the need for advanced cryptographic techniques that can perform efficiently in low-energy 

environments [6]. 

To address these pressing challenges, a secure and effective framework is essential for ensuring comprehensive 

data protection across cloud healthcare systems [7]. The proposed framework in this research leverages Elliptic 

Curve Cryptography (ECC), renowned for its strong security guarantees despite significantly smaller key sizes 

compared to conventional schemes like RSA, making it particularly suitable for low-power devices [8]. ECC’s 
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efficiency allows for high levels of data confidentiality without overburdening the computational resources of IoT 

medical devices [9]. Several existing cryptographic schemes have been explored in the healthcare cloud space, 

including RSA-based cryptography, Advanced Encryption Standard (AES), and Homomorphic Encryption, but 

these often impose substantial computational demands [10]. RSA and AES, while highly secure, require 

significant processing power, rendering them less suitable for low-energy, battery-powered devices in modern 

healthcare applications [11]. Homomorphic Encryption offers the advantage of enabling computations directly on 

encrypted data, preserving privacy during processing, but suffers from high latency and complex implementation 

challenges that hinder real-time applicability [12]. These limitations highlight the critical need for encryption 

techniques that strike an optimal balance among security, efficiency, and real-world applicability in healthcare 

environments [13]. 

The proposed framework addresses these limitations by employing ECC for both encryption and secure 

authentication processes, ensuring comprehensive protection throughout the entire data ecosystem [14]. By 

integrating ECC across the data lifecycle—from initial encryption at the device level to secure cloud computation 

and sharing—the framework ensures end-to-end privacy and data integrity [15]. Furthermore, the lightweight and 

efficient nature of ECC facilitates quick, secure communication even on low-resource devices, making it 

particularly suitable for mobile and remote healthcare applications [16]. In addition to enhancing data security, 

the framework’s low energy consumption extends the operational lifespan of resource-constrained IoT healthcare 

devices [17]. This is especially critical for telemedicine and remote patient monitoring, where reliable data 

protection and continuous connectivity are vital for delivering quality care [18]. The framework also aligns with 

healthcare data protection regulations, fostering trust among patients and providers while demonstrating scalability 

and adaptability for future healthcare technologies [19–21]. By addressing the shortcomings of existing encryption 

methods and tailoring the solution to the unique challenges of cloud healthcare, this research contributes to the 

broader goal of secure digital transformation in modern healthcare [22]. The proposed ECC-based framework also 

lays the groundwork for incorporating emerging cryptographic techniques, ensuring ongoing security resilience 

against evolving threats [23]. Ultimately, this approach bridges the gap between performance and security in cloud 

healthcare environments, empowering providers to deliver safe, efficient, and reliable care in an increasingly 

connected world [24,25]. 

 

PROBLEM STATEMENT 

Cloud storage solutions for healthcare are highly exposed to data confidentiality risks, largely due to their 

distributed and multi-tenant architecture [26]. A significant issue is unauthorized access or data leakage, which 

can occur if encryption keys are mishandled or breached [27]. Another concern is the cumbersome nature of user 

revocation procedures, where revoking access rights of a former employee or compromised account necessitates 

key updates or data re-encryption, introducing potential delays and vulnerabilities [28]. Additionally, the Sybil 

attack represents a critical threat, wherein an attacker creates multiple false identities to gain majority control or 

manipulate access policies in decentralized healthcare systems [29]. If not addressed, these vulnerabilities can 

erode trust, compromise sensitive patient data, and violate regulatory compliance [30]. 

secure exchange of healthcare information in cloud infrastructure is essential to ensure that only authorized parties 

can view confidential patient data, thus preserving privacy and maintaining regulatory adherence [31]. Insider 

threats, where authorized individuals misuse their access privileges to extract or leak sensitive information, remain 

a significant challenge [32]. Strong access control mechanisms, such as Role-Based Access Control (RBAC) and 

Multi-Factor Authentication (MFA), can restrict access to only the necessary personnel, significantly reducing 

this risk [33]. Finally, lightweight encryption algorithms like Elliptic Curve Cryptography (ECC), paired with 

stringent audit trails and real-time monitoring, ensure that patient data remains secure both in transit and in storage, 

enabling the detection of suspicious activity and maintaining data confidentiality throughout its lifecycle [34]. 

Objective  

✓ Determine the current encryption methods in low-resource cloud healthcare settings. 

 

✓ Create a secure cloud healthcare framework employing Elliptic Curve Cryptography (ECC) for 

enabling secure data encryption. 

 

✓ Implement role-based control (RBAC) and HMAC verification process to improve data integrity and 

user. 
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✓ Assess the ECC-based system's performance based on major parameters like encryption time, 

decryption time, memory usage and response time. 

 

✓ Illustrate the usability of ECC in the protection of IoT-based medical data throughout collection, 

transmission and storage stages. 

 

LITERATURE REVIEW 

 [15] explored the use of Convolutional Neural Networks (CNNs) for early COVID-19 diagnosis from chest X-

ray images [35]. They proved that CNN-based models like VGG19 and ResNet50 can attain high classification 

accuracy in identifying infected patients [36]. The work also tackled data imbalance by applying data 

augmentation methods to improve model generalization [37]. The models were trained and validated on publicly 

available healthcare datasets for reproducibility [38]. [16] highlighted the need to protect patient data while 

processing remotely in cloud environments [39]. Federated learning was integrated to avoid raw data transfer, 

maintaining patient privacy during model training [40]. Their hybrid architecture combined image preprocessing 

with deep CNN layers and achieved more than 95% accuracy [41]. Cloud integration was enabled through 

encrypted API calls, providing secure connectivity between healthcare systems [42]. This work proved that CNNs 

can be used for both diagnostic and secure applications in healthcare cloud environments [43]. Explainability of 

the model was enhanced using Grad-CAM visualizations to highlight decision-making features [44]. 

Application of Recurrent Neural Networks (RNNs) and Long Short-Term Memory (LSTM) models has also been 

explored for predicting disease progression [45]. [18] trained LSTM networks on electronic health records (EHRs) 

from cloud-based hospital systems to capture temporal dependencies in patient data [46]. They demonstrated that 

LSTM networks can effectively model sequential relationships in patient information [47]. Security measures 

were implemented by applying homomorphic encryption to sensitive patient features [48]. The model was 

deployed using a fault-tolerant secure multi-cloud architecture for added resilience [49]. Outcomes of the study 

compared LSTMs to conventional RNNs, revealing advantages in forecasting diabetic complications [50]. 

PROPOSED METHODOLOGY 

The schematic shows a secure, data-privacy-focused cloud healthcare framework employing Elliptic Curve 

Cryptography (ECC). The first stage, Data Collection, represents a layer where data is gathered from the patient 

device and the healthcare IoT sensors. Raw health-related data including vital signs, diagnostic parameters, and 

general activities of patients, is forwarded to the ECC Encryption module, where an ECC light-weight yet highly 

secure cryptographic tool based on public-private key pairs is used to encrypt the data. Once encrypted, and even 

though the storage is compromised, the Secure Cloud Storage assures safe uploading of further data. 

 
FIG 1 Block Diagram of the Proposed ECC-Enabled Secure Cloud Healthcare Framework 

The requested data then undergoes decryption through the ECC Decryption module that changes the data back to 

its original form but only for approved users. The Secure API & Access Control system takes care of all access 

issues to the data, enforces both RBAC and HMAC verification to verify the identity of the user and the integrity 

of the data being accessed. Every access and usage is logged and constantly monitored for transparency purposes. 
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Performance Evaluation audits the system efficacy and safety, ensuring minimal latency and maximal data 

protection. In so doing, the architecture endorses privacy, controlled access, and traceable usage, thus making it 

adaptable to cloud-based healthcare scenarios. It shown in fig 1 

Data Collection 

The Kaggle "Healthcare Dataset" has been used. It contains anonymized patient health records. This dataset 

contains attributes such as age, blood pressure, glucose level, BMI, insulin level, outcome labels used for disease 

prediction. It has more than 1000 entries and well-balanced class distribution, so it is suitable for deep learning 

classification tasks. The data also simulate cloud-based storage scenarios weighted with real-world features 

pertinent to diabetes and cardiovascular monitoring. In maintaining anonymity, key identifiers, such as names or 

IDs, were obliterated. The dataset is provided in CSV format and complies with standard forms of representing 

EHR data; it may serve as a working base for privacy-preserving machine learning. 

ECC Encryption 

The architecture diagram shows a secure cloud healthcare system that protects sensitive patient data using Elliptic 

Curve Cryptography (ECC). The workflow initially begins from the Data Collection phase, wherein health data 

of patients is collected through connected devices and healthcare IoT sensors. Such data, which may contain vital 

signs, medical parameters, and diagnostics, is first encrypted through the ECC Encryption module. ECC provides 

a lightweight yet highly secure form of public-key encryption, contributing highly towards medical devices 

because of their low power and computational capabilities. Thereafter, this encrypted data is transmitted to and 

stored in Secure Cloud Storage, so that even if the cloud is compromised, the attacker cannot access the content 

of this database without the proper decryption keys. 

𝐶 = (𝑘𝐺, 𝑀 + 𝑘𝑃pub)     (1) 

Where 𝐺  is the base point, 𝑘 is a random integer, and 𝑃pub is the receiver’s public key. 

       When an authorized user or medical provider requests access, the data is fetched from cloud storage and passed to 

the ECC Decryption module. Using the recipient's private key 𝑃priv , the original message point is recovered as: 

𝑀 = (𝑀 + 𝑘𝑃pub) − 𝑃priv(𝑘𝐺)               (2) 

 

When requested by the authorized healthcare professionals or systems, the ECC Decryption module decrypts and 

restores the secure original data. Secure API and Access Control on this data grant access; Role-Based Access 

Control (RBAC) is implemented for the explicit granting of permission according to the role of the requester (e.g., 

doctor or patient or admin). Further, HMAC verification is employed to verify data integrity and every request. 

Also, all accesses are recorded for transparency and retraceability. Finally, the Performance Evaluation module 

keeps a check on speed, reliability, and efficiency of encryption within the whole system and also assures that 

strong security shall be maintained without compromising either the performance or user experience. 

ensuring only intended users can retrieve readable data. The Secure API & Access Control layer enforces strict 

user authentication using Role-Based Access Control (RBAC) and data integrity verification via HMAC (Hash-

based Message Authentication Code): 

 HMAC (𝐾, 𝑚) = 𝐻 ((𝐾′ ⊕  opad )‖𝐻((𝐾′ ⊕  ipad )‖𝑚))  (3) 

Secure Cloud Storage  

Secure Cloud Storage takes position in architecture as the secure storehouse for encrypted healthcare information. 

After sensitive patient data is encrypted with Elliptic Curve Cryptography, it sent to the cloud storage environment. 

even if unauthorized entities infiltrate the cloud infrastructure. Secure cloud storage has high availability, 

scalability, durability, it is best suited for managing large amounts of health data produced in a continuous stream 

by patient monitoring equipment and IoT sensors. encrypted storage minimizes threats caused by data breaches, 

insider threats, or inadvertent disclosures. 

𝐶 = (𝐶1, 𝐶2) = (𝑘𝐺, 𝑀 + 𝑘𝑃pub)           (4) 

where 𝑀 is the message (data) mapped onto the elliptic curve, 𝑘 is a randomly chosen integer, 𝐺 is the base point, 

and 𝑃pub  is the public key of the authorized receiver. This encrypted data 𝐶 is then securely stored in the cloud. 

Since the encryption is based on the elliptic curve discrete logarithm problem (ECDLP), it is computationally 

infeasible for attackers to retrieve 𝑀 without the private key. 

When a legitimate user requests access to the stored data, the cloud retrieves the encrypted pair ( 𝐶1, 𝐶2 ) and sends 

it to the ECC Decryption Module, where the original message is recovered using the recipient's private key 𝑃priv  

through: 
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𝑀 = 𝐶2 − 𝑃priv ⋅ 𝐶1            (5) 

         

The cloud storage system has authentication protocols and secure API layers that operate collaboration with access 

control mechanisms such as Role-Based Access Control (RBAC). This guarantees that only certified and approved 

users are able to make requests for accessing, downloading, engaging with the stored content. request being made, 

the data that has been encrypted is taken and forwarded to the ECC Decryption module so that it can be decrypted 

back into readable form. The system also tracks each access attempt through a blockchain-enabled audit trail, 

providing tamper-proof traceability. This multi-layered method ensures that not only does the cloud storage keep 

data secure, but it also serves as a gated gateway in the data lifecycle in the healthcare model, both safe and 

controlled. 

This ensures end-to-end confidentiality of health data throughout transmission and storage. The secure cloud also 

integrates with HMAC (Hash-based Message Authentication Code) to verify data integrity and authenticity before 

release: 

HMAC(𝐾, 𝑚) = 𝐻 ((𝐾′ ⊕ opad)‖𝐻((𝐾′ ⊕ ipad)‖𝑚))    (6) 

ECC Decryption 

ECC Decryption in the cloud healthcare model plays the role of safely decrypting medical data back into its 

original form, but only after access provided to authorized user. Once data is encrypted (ECC) is stored in the 

cloud, any request for retrieval is decrypted with the recipient's private key. The decryption module takes 

ciphertext pair, which was formed during encryption. It reverses the transformation using elliptic curve arithmetic 

to obtain original message or data. even if someone intercepts the encrypted data, it is not possible to decrypt or 

make sense without having the appropriate private key, ensuring data confidentiality. 

 

The encrypted data arrives in the form of a ciphertext pair ( 𝐶1, 𝐶2 ), where 𝐶1 = 𝑘𝐺 and 𝐶2 = 𝑀 + 𝑘𝑃pub . 

𝑀 = 𝐶2 − 𝑃priv ⋅ 𝐶1            (7) 

The application of ECC decryption is valuable in medical environments because it has light computational burden 

and high security. It demands large key sizes, ECC provides the same or even greater security using smaller keys, 

which makes it very appropriate devices with processing, as portable medical monitors or IoT sensors. This 

effective decryption process is combined with access control protocols such that only legitimate users with correct 

roles and confirmed credentials can initiate the decryption. This provides an extra layer of protection to secure 

sensitive patient data so that privacy is maintained throughout the entire data cycle—from collection and 

encryption to safe storage and approved decryption. 

Secure API and Access Control 

Secure API and Access Control is a crucial element in ECC-based cloud healthcare framework, authorized 

personnel can access private medical information. Once data has been encrypted and stored securely on the cloud, 

any access to this data—be retrieval, updating, deletion—needs to be an authenticated and authorized procedure. 

This is controlled by a Secure API, which is the communication gateway for users (e.g., administrators, doctors, 

patients) and the system. All requests to gain access to the data are routed through this interface, credentials are 

authenticated and roles are verified via Role-Based Access Control (RBAC). RBAC prevents from executing 

actions with designated roles, so access is controlled by necessity and responsibility. 

 

 

 

 Access ( User , Resource ) =  TRUE if Role ( User ) ∈  Permissions ( Resource )             (8) 

 

 

To enhance the security of these communications, the system uses HMAC (Hash-Based Message 

Authentication Code) to authenticate both integrity and authenticity of data sent over the API. Upon making 

a request, HMAC computes a secure hash using a common secret key, which is then matched against the 

incoming hash to identify any tampering or unauthorized modifications. This mechanism protects data from 

being intercepted or altered as it travels. In combination, the Secure API and Access Control system not 

only block unauthorized access but also ensure a tamper-proof interaction layer, such that all data exchange 

within the healthcare environment is authenticated and validated. This protects patient privacy and helps 

ensure compliance with healthcare data laws like HIPAA. 
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Pseudocode: ECC-Based Secure Access Control in Cloud Healthcare 

 

Input: 

 

Patient_Data, Public_Key,Private_Key Role and HMAC_Key 

 

Output: 

 

Decrypted_Data or Access Denied Message 

 

Begin 

    Encrypted_Data ← ECC_Encrypt(Patient_Data, Public_Key) 

    Message_HMAC ← Generate_HMAC(Encrypted_Data, HMAC_Key) 

 

    Store (Encrypted_Data, Message_HMAC) in Secure_Cloud 

 

    Request ← Receive_User_Request() 

    Input_Role ← Request.Role 

    Input_HMAC ← Request.Provided_HMAC 

 

    If Verify_Role(Input_Role) = TRUE then 

        If Input_HMAC = Generate_HMAC(Encrypted_Data, HMAC_Key) then 

            Decrypted_Data ← ECC_Decrypt(Encrypted_Data, Private_Key) 

            Output Decrypted_Data 

        Else 

            Output "Access Denied: HMAC Verification Failed" 

        EndIf 

    Else 

        Output "Access Denied: Unauthorized Role" 

    EndIf 

End 

 

Performance Evaluation 

The graph illustrates the correlation between the response time (in milliseconds) and the number of users. The 

response time increases linearly as the number of users increases. 
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FIG 2 Response time vs number of users  

This indicates that as more users use the system, the response time of the system slows down, probably because 

of increased load or resource limitations. The data points are labeled with red diamonds, and the line is plotted 

joining them, highlighting the trend. The x-axis is the number of users, between 25 and 200, and the y-axis is the 

corresponding response time, between 120 ms and slightly above 200 ms..It shown in fig 2 

 
FIG 3 Memory Usage vs Number of Transaction 

The graph reflects linear relationship of memory usage against transactions. When the transactions grow from 

10 to 50, memory usage gradually rises, The trend reflects nonlinear but positively increasing growth, with 

memory usage initially at about 15 MB for 10 transactions and growing to about 50 MB for 50 transactions. This 

implies the system needs more and more memory to transactions, which is common in data-intensive applications 
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where operations and data loads require more resource allocation. data-intensive applications where operations 

and data loads require more resource allocations.It shown in fig 3 

 
FIG 4 Performance metrix 

The bar chart gives four of the most important performance measurements—Encryption Time, Decryption Time, 

Memory Usage, and Response Time—all measured in milliseconds except Memory Usage, which is given in MB 

but plotted for comparative purposes. Of these, Response Time is quite high at 135 ms, showing that system 

responsiveness is the most resource-hungry component when tested. Encryption and Decryption are low, at 15 ms 

and 13 ms, indicating good cryptographic processing. Memory Usage, at 25 MB, is moderate above the 

encryption-related times. This comparison indicates encryption processes are optimized, system scalability and 

user may be possible areas for optimization. It shown in fig 4 

 

TABLE 1 Performance Evaluation Metrics of ECC-Based Cloud Healthcare Framework 

METRIX VALUE 

 

Encryption Time 15ms  

Decryption Time 13ms 

Memory Usage 25mb 

Response Time 135ms 

 

The table indicators of a system, which reflect its effectiveness in decryption and encryption and its usage of 

resources. Encryption Time is logged at 15 milliseconds and Decryption Time at 13 milliseconds, the 

cryptographic processes are conducted rapidly and efficiently. Memory Usage is at 25 MB, while processing 

transactions. the Response Time is significantly higher at 135 milliseconds, the system is optimized for 

cryptography performance, there could be potential processing user requests or overall system responsiveness 

when under load. It shown in table 4 

 

CONCLUSION 

we proposed a secure and scalable cloud healthcare framework using Elliptic Curve Cryptography (ECC) to 

solve the major problems of data privacy, integrity and authentication in today's medical setting. By coupling 

ECC with layer-by-layer security techniques—RBAC, HMAC verification and secure API gateway solution 

maintains health information encrypted, authenticated and restricted to authorized personnel throughout the 

complete lifecycle of the data.Our framework was tested with a real-world healthcare dataset on Kaggle, 

recording multiple diagnostic features pertinent to disease prediction. Performance metrics verify the 

https://www.ijetrm.com/
http://ijetrm.com/


Volume-03 Issue 05, May-2019                                                                                                 ISSN: 2456-9348 

                                                                                                                                                   Impact Factor: 4.520 

 

 
International Journal of Engineering Technology Research & Management 

Published By: 

https://www.ijetrm.com/ 

 

IJETRM (http://ijetrm.com/)   [141]   

 

 
 
 

applicability of the framework: ECC-based encryption and decryption were performed with negligible 

computational latency (15 ms and 13 ms respectively), and memory consumption was within resource-limited 

boundaries (25 MB). within operational limits that made (largest observed was 135 ms), validating the model's 

effectiveness for cloud-combined real-time medical applications.ECC-capable design especially IoT-driven 

healthcare, where fast access control and lightweight encryption . In contrast to current practices such as RSA, 

AES and Homomorphic Encryption, our ECC framework provides lower computational load without sacrificing 

security. blockchain-based audit trails promotes system transparency and traceability, which are vital for meeting 

data protection standards such as HIPAA.Future research can build upon this architecture by incorporating 

federated learning for privacy-preserving AI analytics and further scaling to multi-cloud environments. In 

general, this research confirms that ECC, when paired with structured access control, can provide strong, end-

to-end secure cloud healthcare services that are both technically viable and practically deployable. 
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