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ABSTRACT

Secure Access Service Edge (SASE) as an emerging solution to enterprise security and networking platforms is a
critical change which has been necessitated by the need to accommodate distributed users, cloud-native applications
and dynamic access demands. Although SASE is an architectural convergence, which implies the delivery of
networking and security services as part of the same cloud-based system, the question of what it means to the
existing Governance, Risk, and Compliance (GRC) framework is not well-studied. The conventional GRC models
were developed upon infrastructures, distinct boundaries, and regular checks on compliance, which are becoming
more and more incompatible with steady and distributed SASE environments.

This paper evaluates the claims of governance convergence or organizational mayhem about the adoption of SASE
using the analysis of its effects on traditional GRC models. The research explores the reconstruction of risk
visibility, ownership of control, auditability and compliance assurance through SASE. The paper finds main areas in
which the misfit between SASE architectures and conventional GRC practices is evident through a systematic
conceptual analysis, and in what circumstances SASE is able to increase the effectiveness of governance. These
findings indicate that in the absence of a specific adjustment of GRC processes, SASE can contribute to governance
fragmentation; nevertheless, when adjusted to the continued and metrics-driven models of governance, SASE can
serve as a driver of integrated and adaptive GRC in contemporary businesses.
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Secure Access Service Edge (SASE); Governance, Risk, and Compliance (GRC); Cloud Security Architecture; Zero
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INTRODUCTION
Background and Context
The growing pace of transition to cloud computing, remote work and digital business models has fundamentally
changed enterprise network and security architectures. Stagnant, on-premises based security models once anchored
by the traditional networks are getting more and more out of par with the realities of the modern organizations.
Secure Access Service Edge (SASE) has come up in response to this change to offer a converged architecture
between networking and security capabilities into a service-oriented and cloud-native implementation.
SASE incorporates the capabilities of wide area networking (WAN) and security services (secure web gateways,
cloud access security brokers (CASB), zero trust network access (ZTNA), and firewall-as-a-service (FWaaS).
Through such features, provided on the cloud, SASE can provide organizations with the ability to serve distributed
users, applications, and data with a uniform security policy irrespective of location.
Nonetheless, although SASE is said to assure convergence in architecture and simplicity in operation, its
implementation places serious pressures on the traditional Governance, Risk and Compliance (GRC) features. These
models were initially created on the basis of stable infrastructures, clearly defined network boundaries and ad hoc
compliance audits. The ever-changing and dynamic character of SASE environments poses some basic questions
regarding the capability of the existing GRC models to adapt to the changes or whether they can become the source
of the business fragmentation and ambiguity when it comes to compliance.
The Tension between SASE and Legacy GRC Models.
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Conventional GRC models focus on the periodic risky process, control checklists, and compliance reporting cycles
based on the assumption of stable boundaries of the system. On the contrary, SASE is a distributed, cloud-based and
dynamic architecture where policies, identities, and access paths are dynamically enforced. This disparity causes a
conflict between operational security measures and other mechanisms of governance controls.

With the shift to SASE, organizations no longer have security controls in a single appliance on premises, but instead
in many cloud service providers and points of presence. This decentralization makes it difficult to own risks,
perform audits and be accountable which are the pillars of traditional GRC frameworks. Consequently,
organizations have a dilemma on whether or not SASE allows convergence between security operations and
governance or does it cause chaos through the sheer volume of legacy GRC systems?

Problem and Motivation of the Research.

Although the adoption of SASE in the industry is on the increase, there is little academic and empirical research
done regarding its effects on enterprise GRC frameworks. The literature is mostly dominated by architectural
benefits, performance gains or improvements in security but does not consider governance implications. This
loophole is especially worrying considering the state regulatory and compliance pressures taken upon organizations
in sectors with high regulation.

The key issue discussed in this study is the absence of well-organized approaches to examining the interaction,
disruption, or even transformation of the legacy GRC models by SASE architectures. Throughout the absence of
such analysis, organizations are at risk of adopting SASE in such a manner that enhances technical security but
worsens the transparency and accountability of governance, risk awareness, and compliance confirmation.

RESEARCH OBJECTIVES

The article is aimed at fulfilling the following goals:

e To examine the structural variations between the SASE architectures and the traditional GRC frameworks.

e To assess the governance, risk, and compliance issues that are brought in by the adoption of SASE.

e To single out the circumstances when SASE facilitates convergence as compared to governance

fragmentation.

e To suggest principles of changing GRC frames to SASE-conducted settings.
Contributions of the Study
The contributions of this study are as follows:
Presents a systematic analysis of SASE in GRC light, and not strictly technical perspectives.
Wills risk governance and compliance weaknesses brought about by the adoption of SASE.
Explains the difference between convergence-based and chaos-based SASE implementations.
Establishes the basis of transforming the traditional GRC models to adopt cloud-native security models.
Organization of the Paper
The rest of this paper is structured in the following way. Section 2 examines pertinent literature on SASE
architectures and the GRC frameworks. Section 3 introduces the conceptualization of the analysis of SASEGRC
interaction. Section 4 presents the methodology of the research. The results and discussion are presented in section 5
and 6 respectively. Section 7 contains practical and theoretical implications and Section 8 brings to an end the paper.

METHODOLOGY
Research Design
This study takes a conceptual-analytical and design-oriented research approach to analyze the effect of Secure
Access Service Edge (SASE) architectures on legacy Governance, Risk, and Compliance (GRC) frameworks. Given
that SASE 1is an architectural and operational paradigm change as opposed to a single deployable technology, a
design-oriented approach is an apt one to analyse structural alignment, implications of governance and control
effectiveness.
The methodology combines:
Qualitative framework analysis, in order to assess the assumptions embedded in legacy GRC models;
Conceptual mapping, to align SASE functional components with governance, risk and compliance objectives; and
Analytical synthesis, in order to differentiate circumstances under which adoption of SASE results in governance
convergence or governance fragmentation (chaos).
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This approach guarantees theoretical rigor while ensuring that the relevance of the work is practical to organizations
in the process of cloud and network transformation.

Package and Analytical Assumptions

The focus of this research is on medium to large size enterprises that are operating in a mature cloud and hybrid
environment where the adoption of SASE is driven by the need for distributed workforces, multi-cloud architecture,
and growing regulatory pressure. The analysis is assuming that organizations already have formal GRC programs in
place that comply with popular standards such as ISO/IEC 27001, NIST Risk Management Framework (RMF),
COBIT, or COSO.

Key assumptions include:

SASE is being deployed in the form of a cloud delivered service model rather than individual point solutions.
Governance structures are more or less archaic and were created for perimeter-based or hybrid architectures.
Compliance obligations range from regulatory, contractual, and internal policy requirements.

Risk management processes are based on periodical rather than continuous evaluation.

These assumptions enable the methodology to explicitly bring the misalignments between the SASE operational
models and legacy GRC practices to the surface.

Methodological Phases

The methodology is organized in five phases in order to ensure systematic analysis and traceability.

Phase 1: Legacy GRC Framework Deconstruction

Established GRC frameworks were broken down into core elements in governance structures, risk identification
mechanisms, control assurance processes and compliance reporting cycles. This phase identified basic assumptions
about infrastructure stability, control ownership and assessment periodic.

Phase 2: Analysis of SASE Capability

Core SASE capabilities, including Zero Trust Network Access (ZTNA), Secure Web Gateways (SWG), Cloud
Access Security Brokers (CASB), Firewall-as-a-Service (FWaaS), and SD-WAN were analyzed to know the
operation characteristics, policy enforcement model, and telemetry generation.

Phase 3: Phase 3 - GRC -SASE Alignment Mapping

Each of the SASE capabilities was mapped to governance, risk and compliance functions in order to examine
alignment, overlap and conflict. Particular attention was paid to control visibility, auditability and accountability in
cloud-delivered environments.

Phase 4: Performance of Convergence vs. Chaos Evaluation

Based on the mapping that was done in terms of alignment, governance outcomes were categorized over a spectrum
from convergence (increased visibility, 24/7 assurance, consolidated controls) to chaos (fragmented ownership,
compliance ambiguity, risk opacity).

Phase 5: Synthesis and Validation

Findings were synthesized into a structured analytical model that identifies governance risks and mitigation
strategies and adaptation principles of evolving GRC frameworks for SASE enabled environments.

Evaluation Criteria

To determine whether or not SASE contributes to convergence or chaos within legacy GRC frameworks, the
following evaluation criteria were used:

Governance Clarity-Clear ownership of policy/ controls / decision making authority

Risk Visibility: Ability to identify, measure and monitor the risk continuously

Control Assurance: Effectiveness and consistency of enforcement of control

Auditability: Existence of provable evidence of compliance reporting

Adaptability: Ability of GRC processes to change according to dynamic architectures

These criteria reflect fundamental goals of enterprise GRC but take into account the operation realities of SASE.
Aligning SASE Capabilities with GRC Dimensions

The table below summarizes the interactions between key components of SASE and legacy GRC dimensions and
what the governance outcome could be.

IJETRM (http://ijetrm.com/) [124]


https://ijetrm.com/issue/
http://ijetrm.com/

Volume-07 Issue 10, October-2023 ISSN: 2456-9348

Impact Factor: 6.736

IJETRM

International Journal of Engineering Technology Research & Management (IJETRM)
Journal Article
https://ijetrm.com/issue/

Table 1; Mapping of SASE Capabilities to Legacy GRC Outcomes

SASE Capability Governance Impact Risk  Management | Compliance Impact Potential

Impact Outcome
Zero Trust Network | Shifts access governance | Reduces Improves access | Convergence
Access (ZTNA) from network to identity unauthorized access | control compliance

risk
Secure Web | Centralizes policy | Enhances visibility | Strengthens Convergence
Gateway (SWG) enforcement into web threats acceptable use

compliance

Cloud Access | Introduces shared | Improves cloud data | Supports regulatory | Conditional
Security Broker | governance with cloud | risk visibility data controls
(CASB) providers
Firewall-as-a- Decentralizes network | Reduces perimeter- | Challenges  legacy | Conditional
Service (FWaaS) control ownership based risks audit models
SD-WAN Alters network | Optimizes traffic | Limited direct | Potential
Integration governance boundaries risk management compliance impact Chaos

Sources of Data and Analytical Inputs

The analysis draws on:

Industry standards, architectural recommendations (e.g. NIST, ISO, CSA)

Enterprise GRC Framework doc

SASE architectural reference models

Governance and compliance reporting requirements arising out of regulated sectors

These sources are used to ensure that the methodology is both theoretically grounded and realistically constrained as
to what is practical for the enterprise.

Methodological Strengths and Weaknesses

Rigor is guaranteed by systematic breakdown, overt mapping logic and definition of evaluation criteria. However,
this is more of a conceptual and analytical research. It does not use empirical case studies or quantitative data sets,
which is limiting for statistical generalizability. Instead, it offers analysis generalisation, which is transferable across
industries and organisational contexts.

Future research may expand this methodology with empirical validation, longitudinal research or quantitative
measurement of governance results.

Summary

This methodology offers a structured and transparent way of assessing whether or not the adoption of SASE results
in governance convergence or chaos. By sequentially tracing the capabilities of SASE against the assumptions that
existed in GRC and using specific evaluation criteria, the study builds a solid and rigorous foundation for analyzing
the governance transformation in cloud-native security architectures.

RESULTS
Overview of Findings
With the use of the proposed methodology of analysis, it can be seen that the influence of the proposed Secure
Access Service Edge (SASE) on the existing Governance, Risk, and Compliance (GRC) structures is neither
convergent nor chaotic. Rather, the findings suggest a conditional finding, in that SASE can increase or decrease the
coherence of governance contingent on whether there is an adaptation of the governance structures, risk process and
compliance mechanisms to cloud-delivered security models.
The results indicate that convergence is most probable when organization’s re-structure GRC processes so that they
are in accordance with the continuous, identity-centric, and service-oriented character of SASE. On the other hand,
chaos sets in when SASE is overlaid on existing GRC models without reevaluating assumptions involving the
control ownership, periodicity of assessment, and generation of audit evidence.
SASE Adoption Governance Outcomes.
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Convergence Scenarios of Governance.

In settings with changing governance structures in parallel with the SASE adoption, the definite convergence trends
are observed. Centralized policy management, cloud-based enforcement points, and single visibility allow
governance teams to have a superior level of visibility and oversight when compared to traditional architectures that
were built around perimeter-based solutions. SASE platforms have the benefits of consolidating the enforcement of
policy across users, devices, applications and locations making coordination of governance easier and minimizing
redundant controls.

Such environments are characterized by better visibility of governance, with all responsibilities clearly outlined in
security operations, cloud providers and risk owners. It makes the process of decision-making more agile, and near-
real-time telemetry helps instead of retrospective reports. Consequently, the governance is no longer provided
through the static oversight, but adapting control stewardship, which strengthens the alignment between security
operations and enterprise goals.

Fragmentation and Chaos of Governance.

Governance chaos on the other hand comes in place when SASE implementation exceeds governance adjustment.
The ownership of control, in these scenarios, is unclear, especially when there is sharing of security functions among
several vendors of SASE and cloud providers. Old models of governance find it difficult to project the responsibility
on policy implementation, incident response and reporting of compliance, resulting in fragmented governance.

This disintegration is also enhanced as organizations hold on to perimeter-based assumptions of governance, where
they seek to use stagnant control catalogs and audit checklists to the service-architecture. What follows is
governance obscurity, by which the decision-makers are not well informed about effectiveness of control and risk.
Implication on Risk Management Practices.

Visibility and Measurement of Risk.

The findings indicate that SASE is a substantially more effective way of increasing the visibility of risks in case it is
combined with the contemporary risk management practices. The near-real-time risk monitoring is achieved through
constant telemetry of SASE components which include access decisions, policy breaches, and also threat detection.
This is a significant enhancement to the traditional risk assessments which are done periodically or against fixed
inventories.

Nonetheless, the existing risk models based on legacy risk, which utilize qualitative scoring or seldom evaluation do
not take full advantage of this telemetry. When this happens, the risk teams can get overwhelmed by all the data
generated by SASE, and this leads to analysis paralysis instead of actionable insight. This result has highlighted the
necessity of metrics-based risk models that can convert operational data to risk indicators.

Risk Ownership and Accountability.

The other important discovery is that of risk ownership. SASE breaks down the traditional infrastructure boundaries,
and it is challenging to allocate the risk accountability with the old organizational structures. Risk ownership gaps
arise when redefining of risk ownership is not done, leaving residual risk levels and undermining the effectiveness
of governance.

The more coherent organizations are in integrating SASE operations with enterprise risk management goals are
those that clearly redefine risk ownership, in terms of services, identities, and data flows, but not physical
infrastructure.

Implications of non-compliance and audit.

Automated Compilance Enablement

SASE allows the security policies to be enforced continuously and there is a possibility of changing the compliance
periodical validation to ongoing validation. The findings suggest that companies that can extract and match SASE
telemetry with compliance control can have higher audit readiness and decrease manual evidence gathering.

The change will enable compliance teams to use automated evidence streams instead of manually documented ones,
which will enhance accuracy and efficiency. The regulatory needs in the areas of access control, data protection, and
monitoring are better fulfilled when compliance procedures are developed to fit cloud-native implementation.
Challenges in the Audit and Misalignment.

In spite of these advantages, there are major issues when the legacy audit practices are still maintained. The
traditional audits will usually assume that control artifacts are static, fixed network diagrams, and periodic testing
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evidence- artifacts that cannot be flexible in dynamically changing SASE environments. This lack of fit may cause
audit friction, higher compliance expenses and control interpretation disputes.

Its findings show that the implementation of SASE can make the audit more complex instead of simplifying it unless
audit criteria and evidence models are redefined.

Convergence vs. Chaos Spectrum.

The results do not indicate a binary outcome but put SASE-GRC interaction on a convergencechaos spectrum. On
one end, convergence is high in organizations which modernize their governance structures, embrace continuous
risk measurement and automate compliance reporting. On the other end, the organizational problems experienced by
organizations that regard SASE as a technical upgrade without transforming governance control include fragmented
controls, lack of clarity in accountability, and ambiguous compliance.

This spectrum underscores the fact that governance maturity and not SASE technology per se is the most influential
factor of outcome.

Cross-Functional Implications.

There are also significant cross-functional dynamics that are found in the findings. Security teams are mostly using
SASE to deal with the operational issues, whereas the risk and compliance teams are behind in following through
with process changes. This discrepancy generates organizational tension, which supports silos and negates the
convergence promise. Effective organizations put in place cross-functional governance models which combine
security activities, risk management activities and compliance provisions during the early phases of adopting SASE.

SASE Impact on Legacy GRC Frameworks: Convergence vs. Chaos Spectrum
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Figure 1. SASE Effects on old-fashioned GRC Frameworks.

The diagram illustrates the impact of the adoption of SASE on the traditional GRC structures with the
continuum of convergence to chaos. Unified policy enforcement, risk visibility, and auto compliance are
convergence factors whereas fragmented ownership of control, the lack of accountability, and audit difficulties
are elements of chaos. The figure highlights the fact that adaptive GRC practices are needed to realize the
potential of the SASE and in order to ensure that good governance and compliance oversight continues.

IJETRM (http:/ijetrm.com/) [127]


https://ijetrm.com/issue/
http://ijetrm.com/

Volume-07 Issue 10, October-2023 ISSN: 2456-9348

Impact Factor: 6.736

International Journal of Engineering Technology Research & Management (IJETRM)
Journal Article
https://ijetrm.com/issue/

DISCUSSION
The findings indicate that the influence of SASE on the existing GRC systems is conditional, as it is distributed
between the mesos of governance convergence to chaos. This part of the research will reflect the interpretation of
the findings, how they relate to previous studies and implications to organizations, regulators and academic theory.
Through the analysis of the clarity of governance, risk management, and compliance outcomes, we present a
systematic insight into the ways SASE transforms enterprise security management.
Governance Implications
Convergence Outcomes
The analysis reaffirms the fact that convergence is achieved when the organizations are able to modify GRC
processes to both cloud-native and service-oriented features of SASE. The smart administrations of policies,
constant monitoring, and automated compliance enhance the understanding of governance and responsibility. These
reports find parallel with the current literature that points to SASE, as the use of metrics-based oversight, as an
approach that can contribute to the increased visibility of controls and the rapidity of making decisions (Rose et al.,
2020; Kim and Solomon, 2021).
Chaos Outcomes
On the other hand, the lack of alignment in implementation of SASE and old GRC assumptions brings about
governance mayhem. The traditional models presuppose that boundaries are fixed, and periodic evaluations are
conducted, which is incompatible with the distributed implementation and dynamic policies of SASE. These
weaknesses in operational security and reliability of audit compliance are brought about by ambiguities in the
ownership of the control, lack of consistency in audit artifacts, and lack of responsibility in risk aspects. This agrees
with previous findings which concluded that technological innovation in the absence of governance adaptation can
make an organization more at risk instead of making it less at risk (Kindervag, 2010; CSA, 2021).
Implications of Risk Management.
The findings suggest that SASE increases visibility of risks and does so by use of continuous telemetry and identity-
based access control. Those organizations that are able to incorporate these lessons into dynamic risk models are
able to prioritize the most important threats, mitigate residual risk and enhance the response time to incidents. On
the other hand, companies that have not transitioned to the updated model of risk assessment might be faced with
data fatigue, slow risk identification, and unsuccessful risk reduction, which accentuates the need to overhaul the
risk management system, as well as the adoption of the technology.
Implications of Compliance and Audit.
The possibility of ongoing compliance is a feature of SASE, which the functions of security provided by the cloud
create real-time logs and evidence of enforcement. Yet, old fashioned audit practices built to operate in a fixed
setting might not be able to fully utilize this information causing compliance struggle. The adaptive GRC practices
that reinvent audit expectations and collective automated evidence gathering are thus pivotal in the achievement of
the full compliance value of SASE.
Cross-Domain Synthesis
In summary, the discussion has established three major areas that are affected by adoption of SASE:
Governance: It needs re-defined ownership, responsibility and decision making.
Risk Management: This is based on constant visibility but requires dynamic risk models.
Adherence: Benefits of automation and telemetry with the requirements of revised audit.
The implications of the main discussion points and their connection to the real organization activity are summarized
in the following table:
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Table 1:SASE Adoption Impacts on Legacy GRC Frameworks

Domain Positive (Convergence) | Negative (Chaos) Outcomes Practical Implications
Outcomes

Governance Unified policy enforcement, | Ambiguous control | Redefine roles and
clear accountability, faster | ownership, fragmented | responsibilities; implement
decision-making responsibilities,  operational | cross-functional governance

silos models

Risk Continuous risk visibility, | Data  overload, delayed | Update risk frameworks to

Management dynamic prioritization, | detection, ineffective | leverage telemetry and
improved incident response mitigation automate risk scoring

Compliance & | Automated evidence | Misaligned audit expectations, | Redesign  audit  processes;

Audit collection, continuous | incomplete  evidence  for | integrate continuous monitoring
compliance, audit readiness regulators and reporting

Control Simplified management | Inconsistent enforcement | Harmonize control frameworks;

Integration across cloud services, | across legacy and cloud | apply SASE governance
consistent enforcement environments principles uniformly

Operational Reduced redundancy, | Complexity in integrating | Standardize policies; ensure

Efficiency centralized monitoring multiple vendors cross-vendor coordination and

oversight

Comparative Insights of Literature.

Rose et al. (2020): SASE improves convergence in security, but it needs governance modification.

Kindervag (2010): When technology has adopted, but there is no governance alignment, fragmented control is
likely.

CSA (2021): Cloud-based security architecture raises old GRC assumptions.

Kim & Solomon (2021): Dynamic risk management can be supported by constant telemetry in case it is
implemented along with updated GRC frameworks.

These observations affirm that the effects of SASE are more a factor of the maturity of governance than the
technological factor itself.

Theoretical and Strategic Implications.

Strategic Implications: It follows that organizations that implement SASE have to transform GRC practices
concurrently. Cross-functional governance models that are based on metrics are necessary to realize convergence.
Theoretical Implications: The research adds to the literature in terms of its conceptualization of SASE as a technical
architecture, as well as a driver of governance transformation, the relationship between cloud-native security and old
models of enterprise risk and compliance.

Policy Implications: The reguators and auditors must take into account the dynamism of SASE environments when
the compliance standards and assessment criteria are developed.

Summary

The discussion confirms that the results of SASE adoption are a continuum:

Convergence: A capability of bringing GRC processes to be conforming to cloud-native and service-based
architectures which leads to enhanced governance, risk visibility and compliance assurance.

Chaos: Happens when a GRC system of the past is not updated, resulting in a divided control, role ambiguity, and
audit strain.

Finally, the findings also show that the maturity of organizational governance and not the technology itself
determines whether SASE empowers or destroys enterprise oversight. This offers a basis of useful suggestions on
the later Implications and Conclusion sections.

CONCLUSION
This accelerated adoption of Secure Access Service Edge (SASE) is an indication of a paradigm shift in enterprise
design and implementation of security and networking in cloud-based and highly distributed setups. Although SASE
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has persisted in ensuring convergence of architecture by merging networking and security capabilities into one
system, cloud based and delivered, this research illustrates that success in SASE cannot be measured only in terms
of technical effectiveness. Instead, its actual organizational effect is established by the quality of alignment and
transformation of SASE with and of the current Governance, Risk, and Compliance (GRC) frameworks.
This study aimed to explore the issue of whether SASE is a driver of governance convergence or organizational
chaos when it is introduced in legacy GRC settings. The results show that SASE is not disruptive in its nature, and it
is not unifying in its nature. Rather, it acts as a governance stress test, revealing structural constraints, outmoded
assumptions, and inefficiencies in processes in the conventional GRC models. In systems of governance where the
structure has not changed over time and the perimeter has been the dominant model, SASE exacerbates complexity,
disaggregates responsibility, and makes compliance assurance more challenging. Conversely, when GRC practices
are being developed to accommodate continuous monitoring, identity-focused control frameworks, and service-
based accountability, SASE can allow to achieve significant convergence of security operations, risk management,
and compliance controls.
The most important contribution of the research is that governance maturity has been identified as the determinant of
SASE outcomes. Companies that renegotiated ownership of controls, updated risk assessment processes and aligned
audit procedures to ongoing evidence models realized greater visibility, quicker decision-making as well as
enhanced alignment between operational security and strategic governance goals. On the other hand, those
organizations that perceived SASE as a technical improvement only went through one-dimensional governance
transparency, heightened audit friction, and poor risk ownership. These results support the claim that an architectural
innovation should be supported by a transformation in governance to achieve sustainable security results.
Risk management wise, the research points out the possibility of SASE enhancing the visibility of risks by way of
real time telemetry and policy implementation. It nevertheless highlights the shortcomings of old-fashioned risk
frameworks that are based on ad hoc evaluations and subjective grading. In the absence of dynamic, metrics-based
risk models, the operational data produced by SASE would go untapped and the value of the data will not be as high
as it could be in making enterprise risk decisions. This justifies the necessity of the risk management practices that
can convert continuous security indicators into governance actionable information.
Within the framework of compliance, the results indicate that SASE may act as a basis of sustained compliance and
audit readiness, as long as organizations cease to rely on the advancement of the paper documentation and adopt the
methods of the automated evidence collection. The traditional audit expectations, which has been created with fixed
infrastructures, are becoming less and less compatible with SASE environments. This mismatch has driven the need
to reconsider the compliance models in various organizations as well as among regulators in order to fit the cloud-
native security architectures.
The research also makes contributions to academic literature by offering an extension of the discussion of SASE to
be applied not to architectural efficiency and security performance but instead to enterprise governance. This study
contributes to a gaping knowledge gap between cloud security architecture and the GRC theory by placing SASE as
both a technical and a governance change. It gives a theoretical basis to subsequent empirical studies, cross-industry
surveys, and standardization of governance measures of SASE-facilitated settings.
However, this study has limitations even though it makes its contributions. It is rather theoretical and analytic and
lacks empirical case studies and quantitative validation in organizations. The future studies can continue on the basis
of this work by implementing longitudinal studies, creating quantitative governance maturity indices, or analyzing
regulatory adaptation to security models based on SASE. Also, the dynamism of SASE technologies is an indication
that governance models should be flexible as the architectures advance.
To sum it up, this paper confirms that SASE is not necessarily a sure-footed way of convergence in governance nor
an unavoidable source of anarchy. Its effect on the existing GRC systems is based on the intent and capacity of
organizations to change the governance structure alongside architectural transformation. SASE can be an effective
GRC enabler of integrated governance, enhanced risk management, and sustainable compliance within the new-
generation enterprise when it is aligned with adaptive and metrics-based GRC practices. When it is misaligned, it
will only serve to increase complexity and degrade organizational control. With enterprises in the process of moving
towards cloud-native security architectures, the merging of SASE and GRC cannot be considered a casual thought,
but as a necessity.
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