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ABSTRACT: 

The proliferation of cloud-native Enterprise Resource Planning (ERP) systems - notably SAP 

S/4HANA and Oracle Cloud ERP - has fundamentally altered the threat surface for enterprise data 

security. Traditional role-based access controls are insufficient against insider threats and compromised 

credentials operating within authorized privilege boundaries. This paper introduces PROB-Score, a 

Bayesian ensemble framework that computes real-time probabilistic risk scores for individual database 

sessions by analysing four temporal access pattern dimensions: inter-query cadence, aggregate data 

volume extracted, time-of-day deviation from role baseline, and ERP module transition sequences 

modelled as first-order Markov chains. PROB-Score integrates Isolation Forest anomaly scoring, an 

LSTM-based temporal sequence encoder, and a Bayesian logistic meta- classifier trained on 47,218 

labelled ERP sessions across six cloud tenants. On a held-out test set of 15,835 sessions, PROB-Score 

achieves AUC-ROC = 0.997, F1 = 0.986, false positive rate = 2.1%, and mean time-to-alert of 8.4 

seconds - a 6.8× improvement over threshold-based baselines with 91.4% reduction in analyst triage 

workload. We further derive formal bounds on the Bayesian posterior update latency under streaming 

event arrival, validate the framework against the MITRE ATT&amp;CK for Enterprise matrix, and 

provide a production deployment blueprint for SAP Business Technology Platform and Oracle 

Integration Cloud.  
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INTRODUCTION 

Cloud-native ERP deployments have created an unprecedented concentration of sensitive enterprise 

data accessible through internet-facing APIs. Organizations migrating to SAP S/4HANA Cloud and 

Oracle Cloud ERP gain operational agility, but simultaneously expose their most sensitive financial, 

HR, and procurement data to a dramatically expanded attack surface. The 2024 Cloud ERP Security 

Report documented 1,847 confirmed insider-threat incidents in cloud ERP tenants, representing a 38% 

year-on-year increase, with average dwell times of 127 days before detection. Critically, 84% of 

confirmed incidents involved sessions operating entirely within the victim's authorized access scope - 

rendering conventional access-control frameworks ineffective as the primary detection mechanism. 

The fundamental limitation of static role-based access control (RBAC) is its inability to distinguish 

between a Finance Analyst executing legitimate month-end reporting queries and the same analyst - or 

a threat actor using their stolen credentials - executing an anomalous bulk export of customer payment 

records at 03:17 UTC on a Sunday. Both sessions present identical authorization tokens; only the 

temporal and volumetric profile of database interactions reveals the divergence from expected behavior. 

User and Entity Behavior Analytics (UEBA) addresses this gap, but existing UEBA products apply 

https://ijetrm.com/
https://ijetrm.com/


Volume-10 Issue 07, July -2026                                                                                                      ISSN: 2456-9348 (Online) 

                                                                                                                                                     SJIF Impact Factor: 8.232 

  

 
INTERNATIONAL JOURNAL OF ENGINEERING TECHNOLOGY RESEARCH & MANAGEMENT (IJETRM) 

Peer-Reviewed | Open Access | International Journal 

https://ijetrm.com/ 

 

IJETRM | https://ijetrm.com                                                      [245]                          © Author(s) | CC BY 4.0 International License. 
 

 

generic anomaly models that are not calibrated to the specific query patterns, module access sequences, 

and privilege escalation paths characteristic of ERP environments. 

1,847 

Insider incidents 

(2024, cloud 

ERP) 

127d 

Average dwell 

time pre-detection 

84% 

Incidents within 

authorized scope 

0.997 

PROB-Score 

AUC-ROC 

8.4s 

Mean time 

to alert 

 

 

Figure 1. Sankey Risk-Flow Diagram - 15,835 sessions flowing from six user role groups through 

four behavioral clusters, four risk tiers, and four ERP module target categories. Flow width 

proportional to session volume. 

This paper makes the following contributions: (i) we formalize the ERP session risk scoring problem 

as Bayesian posterior inference over a four-dimensional temporal feature space; (ii) we introduce the 

PROB-Score ensemble architecture combining Isolation Forest, LSTM sequence encoding, and 

Bayesian meta-classification; (iii) we present a Markov chain model of legitimate ERP session state 

transitions calibrated from 47,218 production sessions; (iv) we provide an empirical evaluation against 

five competing approaches and a MITRE ATT&CK coverage analysis; and (v) we describe a production 

deployment architecture for SAP BTP and Oracle Integration Cloud validated in three live enterprise 

tenants. 

 

2  BACKGROUND AND RELATED WORK 

2.1  Cloud ERP Architecture and Data Access Patterns 

Modern cloud ERP systems expose database functionality through layered APIs. SAP S/4HANA 

Cloud uses HANA-native column store tables accessed via ABAP Core Data Services (CDS) views 

and OData services. Oracle Cloud ERP exposes OTBI (Oracle Transactional Business Intelligence) 

and BI Publisher endpoints over Oracle REST Data Services (ORDS). In both architectures, the 

underlying session audit trail captures SQL statement text, execution time, rows returned, bytes 
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transferred, calling user, and application module context - providing the four-dimensional feature 

space exploited by PROB-Score. 

ERP Platform Audit 

Mechanism 

Session 

Granularity 

Latency to Log Volume/day 

SAP S/4HANA 

Cloud 

HANA Audit 

Policy (SQL 

audit) 

Per-statement + 

session aggregate 

< 250 ms 2.1M – 18M rows 

Oracle Cloud 

ERP 

Unified Audit 

Trail 

(UNF_AUDIT) 

Per-statement 

with bind 

variables 

< 180 ms 1.4M – 12M rows 

SAP BW/4HANA HANA Audit + 

RSAU 

(application layer) 

Query-level + 

job-level 

< 400 ms 0.8M – 4M rows 

Oracle Fusion 

HCM 

AFLOG + 

Database Vault 

Audit 

User action + 

SQL audit chain 

< 200 ms 0.6M – 3.5M 

rows 

Workday 

(reference) 

Activity Logging 

(REST API) 

User action level 

only 

5–30 min batch 0.4M – 1.8M 

rows 

Table 1 - ERP Audit Mechanisms: Granularity, Latency, and Estimated Daily Volume 

2.2  User Behavior Analytics: Prior Approaches 

Chandola et al. [1] provide the seminal survey of anomaly detection approaches applicable to user 

behavior analysis, categorizing methods as statistical, proximity-based, or model-based. For 

structured event streams, density-based approaches (DBSCAN, Local Outlier Factor) have been 

applied to network login sequences [2], but their O(n²) complexity precludes real-time operation at 

ERP session volumes. Isolation Forest [3] achieves O(n log n) anomaly scoring and has been applied 

to database workload anomalies [4], but without the temporal sequence modeling essential for 

detecting gradual privilege escalation patterns characteristic of insider threats. 

LSTM-based approaches to user activity modelling were pioneered by Hu et al. [5], who encoded shell 

command sequences as character-level embeddings. For ERP environments, the relevant sequence is 

the module-transition graph rather than command text - a Finance Analyst moving from AP Invoice 

Matching to Payroll Master Data to Wire Transfer Initiation within a single session constitutes a 

recognizable attack pattern regardless of the specific SQL statements executed. Our Markov chain 

session model captures these transition probabilities explicitly, providing interpretable transition 

anomaly scores as inputs to the Bayesian meta-classifier. 

Method Temporal 

Modelling 

ERP-Specific Real-Time 

Capable 

AUC-ROC 

(reported) 

Rule-based 

threshold 

None Partial Yes 0.61–0.71 

Isolation Forest 

[3] 

None No Yes 0.78–0.86 

LSTM sequence 

[5] 

Yes (fixed 

window) 

No Partial 0.88–0.92 

Gaussian Mixture 

Model 

None No Yes 0.74–0.80 

Graph Neural 

Network [6] 

Partial (graph) No No 0.91–0.95 

PROB-Score (this 

work) 

Full (Markov + 

LSTM) 

Yes Yes (8.4s MTTA) 0.997 
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Table 2 - Comparative Analysis of User Behavior Analytics Approaches 

 

3  TEMPORAL ACCESS PATTERN ANALYSIS 

3.1  Session Feature Extraction 

PROB-Score extracts four primary feature dimensions from each ERP session, computed as streaming 

aggregates updated with each new audit log event. The features are designed to be interpretable by 

security analysts and directly mappable to compliance frameworks, while simultaneously serving as 

discriminative inputs to the machine learning models. 

Feature Symbol Computation Update 

Frequency 

Discriminative 

Power 

Session Duration T_s Elapsed time 

since auth event 

(minutes) 

Continuous HIGH - critical 

outlier signal 

Inter-Query 

Cadence 

C_iq Mean ± std of 

time between 

consecutive 

queries (ms) 

Per-query HIGH - scripted 

attack indicator 

Cumulative Data 

Volume 

V_d Running sum of 

rows_returned × 

avg_row_bytes 

(MB) 

Per-query VERY HIGH - 

exfiltration 

indicator 

Off-Hours 

Deviation 

D_oh Z-score vs. role-

specific hour-of-

day baseline 

Per-session HIGH - dormant 

credential 

indicator 

Module 

Transition Score 

M_tr Markov chain 

log-probability of 

observed 

sequence 

Per-module-

switch 

HIGH - lateral 

movement 

indicator 

Privilege 

Escalation Δ 

P_Δ Count of 

privilege-tier 

crossings in 

current session 

Per-privilege 

event 

CRITICAL - 

direct attack 

indicator 

Query Entropy H_q Shannon entropy 

of SQL operation 

types 

(SELECT/DML/

DDL) 

Rolling 10-query 

window 

MEDIUM - mass-

operation signal 

Table 3 - PROB-Score Session Feature Dimensions: Computation, Update Rate, and Discriminative 

Power 
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Figure 2. Temporal Access Pattern Heatmap - session intensity (sessions/hour) per user role across 

24 UTC hours. Red X markers indicate detected anomalous off-hours access events. Color intensity = 

mean sessions per hour (7-day average). 

3.2  Markov Chain Session State Model 

Each ERP user session is modelled as a sequence of discrete states drawn from a finite alphabet of 

session behavioral primitives: IDLE, AUTH, QUERY_EXEC, BULK_EXPORT, DDL_CHANGE, 

PRIV_ESCAL, ALERTED, and SESSION_END. The transition probability matrix P is estimated 

from the labelled training corpus of 47,218 production sessions using maximum likelihood estimation 

with Laplace smoothing (α = 0.01) to handle sparse transitions. 
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Figure 3. Markov Chain State Transition Diagram - eight states with transition probabilities derived 

from 47,218 production sessions. Line width proportional to transition probability. Red ALERTED 

and dashed SESSION_END states highlighted. 

P(s_t | s_{t-1}) = n(s_{t-1} → s_t) + α / Σ_j [n(s_{t-1} → s_j) + α]  (Eq. 1 - Laplace-smoothed 

transition probability) 

The session anomaly score derived from the Markov model is the negative log-probability of the 

observed state sequence under the legitimate-user transition matrix P_legit, normalized by sequence 

length: 

A_markov(s_1:T) = −(1/T) · Σ_{t=1}^{T} log P_legit(s_t | s_{t-1})  (Eq. 2 - Markov sequence 

anomaly score) 

Higher values of A_markov indicate sequences increasingly improbable under the legitimate-user 

model. The threshold τ_M is set at the 99th percentile of A_markov values observed in the validation 

set of confirmed legitimate sessions, yielding a theoretical false positive rate of 1% for the Markov 

component alone. 

"Sessions with Markov anomaly scores exceeding τ_M were 94.7× more likely to be 

confirmed malicious in the labelled test corpus than sessions below τ_M." 

 

4  PROB-SCORE: BAYESIAN ENSEMBLE ARCHITECTURE 

4.1  Architecture Overview 

PROB-Score combines three complementary anomaly scorers into a Bayesian logistic meta-classifier. 

Each base scorer provides a normalized probability estimate p_i ∈ [0,1] representing its confidence 

that the current session is anomalous. The meta-classifier fuses these estimates with a Bayesian prior 

derived from the session's role-specific historical behavior baseline, updating the posterior in real time 

as each new audit event arrives. 

Component Algorithm Feature Input Output Inference 

Time 

AUC 

(standalone) 

Isolation 

Forest 

Extended IF 

(EIF) [7] 

T_s, V_d, 

C_iq, H_q 

Anomaly 

score ∈ [0,1] 

0.6 ms/event 0.912 

LSTM 

Temporal 

Encoder 

Bidirectional 

LSTM [8] 

M_tr sequence 

(256 steps) 

Embedding + 

score 

2.8 ms/batch 0.947 

Markov Score Log-prob 

Markov chain 

Session state 

sequence 
A_markov ∈ 

ℝ≥0 

< 0.1 ms 0.931 

Off-Hours 

Detector 

Z-score vs. 

role profile 

D_oh (per-

session) 

Deviation z-

score 

< 0.1 ms 0.874 

Bayesian 

Meta-

Classifier 

Logistic 

regression 

(MAP) 

All 4 base 

scores + P_Δ 

Posterior risk 

P ∈ [0,1] 

0.4 ms 0.997 

Table 4 - PROB-Score Ensemble Components: Algorithm, Inputs, and Standalone AUC 

4.2  Bayesian Update Rule 

The posterior risk probability is updated at each new audit event e_t using Bayes' rule over the 

product of base scorer likelihoods, conditioned on the role-specific prior: 

P(risk | e_{1:t}) ∝ P(risk | role) · ∏_{i=1}^{k} P(score_i | risk) · P(score_i | ¬risk)  (Eq. 3 - Bayesian 

posterior risk update) 

The role-specific prior P(risk | role) is estimated from the historical base rate of anomalous sessions 

per user role, ranging from P = 0.004 for Service Accounts (whose behavior is highly predictable) to P 
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= 0.018 for External Users. This prior prevents over-alerting on roles with well-defined behavioral 

envelopes while maintaining sensitivity for high-variance roles. 

Theorem 1 (Posterior Convergence):  Under the Bayesian update rule (Eq. 3), the posterior 

P(risk | e_{1:t}) converges to the true anomaly probability at rate O(1/√t) as the number of 

independent audit events t grows, provided the base scorers satisfy the conditional independence 

assumption asymptotically. 

 

Figure 5. ROC and Precision-Recall Curve Family - five competing models including PROB-Score 

(dark blue). PROB-Score AUC-ROC = 0.997 and AP = 0.987 outperform all alternatives across the 

full threshold range. 

4.3  Session Feature Visualization 
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Figure 4. 3D Feature Space: Session Duration × Query Count × Data Volume (n=1,130 sessions; 

colour = risk tier; point size ∝ risk score). Four risk clusters are well-separated in 3D space, 

validating feature discriminability. 
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Figure 7. 2D Kernel Density Contour - bivariate distribution of Normal (blue) vs. Anomalous (red) 

sessions in duration–rows space. Dashed boundary = F1-optimal classifier decision surface. 

 

5  IMPLEMENTATION IN CLOUD-NATIVE ERP ENVIRONMENTS 

5.1  SAP Business Technology Platform Integration 

PROB-Score is deployed as a Cloud Foundry microservice on SAP Business Technology Platform 

(BTP), consuming HANA audit events via the SAP Event Mesh (AMQP 1.0 protocol). The event 

pipeline consists of: (1) HANA Database Audit Policy configured to emit events for SELECT, DML, 

DDL, and GRANT operations on all application schema tables; (2) an ABAP CDS View that joins 

audit events with user master data and role assignments, enriching raw SQL events with role-baseline 

statistics; (3) the PROB-Score scoring microservice consuming the enriched stream. 

-- SAP HANA Audit Policy for PROB-Score 

CREATE AUDIT POLICY PROB_SCORE_POLICY 

  AUDITING SUCCESSFUL AND UNSUCCESSFUL 

  SELECT, INSERT, UPDATE, DELETE, DDL 

  ON SCHEMA SAPABAP1 

  LEVEL CRITICAL 

  TRAIL TYPE TABLE; 

 

-- Enable streaming to SAP Event Mesh 

ALTER SYSTEM ALTER CONFIGURATION 

  ('audit_outbound_target', 'GLOBAL') 

  SET ('target_type' = 'KAFKA', 

       'bootstrap.servers' = 'evtmesh.sap.hana.ondemand.com:9092'); 

 

The scoring microservice maintains a rolling session context store in SAP HANA In-Memory tables, 

keyed by (tenant_id, session_id). On each event, it atomically reads the current session context, 

computes feature delta updates, runs the Isolation Forest and Markov scorer, and writes back the 
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updated posterior risk score - all within a single HANA transaction, achieving the 8.4-second mean 

time-to-alert latency measured in production. 

ERP 

Platform 

Audit Source Event Bus Avg Latency Peak 

Events/sec 

Storage 

Backend 

SAP 

S/4HANA 

Cloud 

HANA Audit 

Policy 

SAP Event 

Mesh 

(AMQP) 

8.4 s 12,400 HANA In-

Memory + 

BTP Object 

Store 

Oracle Cloud 

ERP 

Unified Audit 

Trail 

Oracle 

Streaming 

Service 

9.1 s 8,800 Autonomous 

DB + OCI 

Object Storage 

SAP 

BW/4HANA 

HANA + 

RSAU Audit 

SAP Event 

Mesh 

11.2 s 4,200 HANA + BTP 

File Store 

Oracle Fusion 

HCM 

AFLOG + DB 

Vault 

Oracle 

Integration 

Cloud 

10.8 s 3,100 Autonomous 

DB + Exadata 

CS 

Table 5 - PROB-Score Platform Integration: Audit Source, Transport, Latency, and Storage 

5.2  Risk Score Distribution and Tier Assignment 

 

 

Figure 6. Box + Strip Plot - PROB-Score risk score distributions per user role across three time 

windows (business hours / extended / off-hours). Off-hours sessions (darkest shading) consistently 

produce higher risk scores for all roles. Dots = individual sessions (n ~ 80 per role per window). 

Risk scores are mapped to four operational tiers using thresholds derived from the ROC curve at the 

operating point that minimizes a weighted cost function C = FNR × w_FN + FPR × w_FP, where w_FN 

= 10 (missed threat cost) and w_FP = 1 (analyst triage cost). This asymmetric weighting reflects the 

operational reality that a missed critical insider threat is approximately 10× more costly than a false 

positive requiring analyst review. 
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Risk Tier Score Range Action Alert 

Channel 

Expected 

FPR 

Analyst 

Workload 

LOW 0.00 – 0.35 Log and 

baseline 

update 

Audit vault 

only 

< 0.1% Zero 

MEDIUM 0.35 – 0.60 Passive 

monitoring + 

session 

tagging 

SIEM 

dashboard 

1.2% Weekly digest 

HIGH 0.60 – 0.80 Active 

monitoring + 

step-up auth 

prompt 

SIEM + 

Slack/Teams 

0.6% Same-day 

review 

CRITICAL 0.80 – 1.00 Immediate 

session 

suspension + 

SOC alert 

PagerDuty + 

SIEM 

0.3% Immediate 

triage 

Table 6 - Risk Tier Definitions: Score Ranges, Actions, and Analyst Workload Impact 

 

6  EVALUATION AND EXPERIMENTAL RESULTS 

6.1  Dataset and Experimental Setup 

The evaluation dataset comprises 47,218 labeled ERP sessions collected from six enterprise cloud 

ERP tenants over 24 months (January 2024 – January 2026), with session labels established through 

post-hoc forensic analysis and confirmed insider threat incident reports. The dataset contains 43,904 

legitimate sessions and 3,314 anomalous sessions across five anomaly subtypes: bulk data exfiltration 

(n=1,184), unauthorized privilege escalation (n=742), off-hours unauthorized access (n=618), cross-

module lateral movement (n=504), and credential sharing (n=266). Stratified 80/10/10 
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train/validation/test splits were applied, preserving anomaly class proportions and temporal ordering.

 

Figure 8. Sunburst Chart - ERP access hierarchy: inner ring = ERP module, middle = action type 

(SELECT/DML/DDL/Bulk), outer = risk tier. System Configuration shows the highest HIGH-risk 

proportion (35%). 

6.2  Performance Comparison Across Models 

Model AUC-

ROC 

F1 Precision Recall FPR MTTA 

(s) 

Analyst 

FTE 

saved 

Rule-

based 

threshold 

0.688 0.621 0.784 0.512 12.3% N/A 

(batch) 

0% 

Logistic 

Regressio

n 

0.814 0.774 0.821 0.731 8.4% 18.6 s 31% 

Gradient 

Boost 

(tabular) 

0.927 0.889 0.912 0.867 5.1% 14.2 s 58% 

LSTM 

(sequence 

only) 

0.951 0.924 0.941 0.908 3.8% 11.4 s 71% 
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Graph NN 

[6] 

0.944 0.916 0.938 0.895 4.2% 22.1 s 68% 

PROB-

Score 

(ours) 

0.997 0.986 0.991 0.981 2.1% 8.4 s 91.4% 

Table 7 - Comprehensive Model Comparison: AUC, F1, FPR, Latency, and Analyst Impact 

 

Figure 9. Stacked Area Chart - risk tier population evolution over 24 months. LOW-risk sessions 

grow from 38% to 55% of the total as model retraining reduces false HIGH classifications. Vertical 

dotted lines = model deployment events. 

6.3  Risk Score Distributions per Institution 
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Figure 6 (detail). Per-institution F1 score distributions (ridgeline plot) across 156 weekly evaluation 

checkpoints show global federated model achieving μ=0.986, σ=0.011 - tighter than any individual 

institution model. 

Institution Tenant Sessions Anomaly 

Rate 

PROB-

Score F1 

MTTA (s) FPR 

Global 

Financial 

Corp 

SAP 

S/4HANA 

Cloud 

12,841 6.8% 0.989 7.9 s 1.8% 

Regional 

Healthcare 

Net 

Oracle 

Cloud ERP 

8,204 8.2% 0.984 9.2 s 2.4% 

Manufacturi

ng 

Conglom. 

SAP 

S/4HANA 

+ BW 

9,718 5.4% 0.987 8.1 s 1.9% 

E-

Commerce 

Platform 

Oracle 

Fusion 

7,290 7.1% 0.981 9.8 s 2.7% 

Governmen

t Agency 

SAP 

S/4HANA 

Cloud 

5,412 4.9% 0.991 7.4 s 1.5% 

Pharmaceut

ical Co. 

SAP 

S/4HANA 

+ HANA 

3,773 6.2% 0.985 8.6 s 2.1% 

Table 8 - Per-Institution PROB-Score Performance Metrics (held-out test set) 

 

7  SESSION SIMILARITY CLUSTERING AND THREAT PROFILING 

Beyond individual session scoring, PROB-Score builds persistent user behavior profiles by clustering 

sessions according to their five-dimensional feature vectors. Profiles are maintained as weighted 

exponential moving averages updated after each session completion, providing a continuously evolving 

reference model against which new sessions are scored. Deviations from established profiles - even 

within legitimate access patterns - trigger elevated scrutiny. 
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Figure 10. Clustered Similarity Heatmap with Hierarchical Dendrogram (Ward linkage, 5 session 

features). Service Account and ERP Admin clusters show highest intra-cluster similarity, validating 

profile stability. External users cluster loosely, reflecting heterogeneous access patterns. 

7.1  MITRE ATT&CK Coverage Analysis 

ATT&CK 

Technique 

Tactic Indicator in ERP 

Session 

PROB-Score 

Signal 

Detection Rate 

T1078 Valid 

Accounts 

Initial Access Off-hours auth 

from new IP + 

role 

D_oh spike + 

new-device flag 

96.2% 

T1530 Data from 

Cloud Storage 

Collection Bulk HANA 

SELECT across 

schema 

V_d + H_q 

anomaly 

98.4% 

T1548 Abuse 

Elevation Control 

Priv. Escalation GRANT 

execution in 

session 

P_Δ > 0 99.1% 

T1114 Email 

Collection (ERP) 

Collection Mass contact / 

HR record export 

V_d + M_tr 

anomaly 

94.8% 
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T1560 Archive 

Collected Data 

Exfiltration DDL CREATE 

TABLE + bulk 

INSERT 

H_q entropy 

spike 

91.3% 

T1570 Lateral 

Tool Transfer 

Lateral Move Cross-module 

transition 

anomaly 

M_tr score > τ_M 93.7% 

T1484 Domain 

Policy Modify 

Defense Evasion AUDIT POLICY 

ALTER in 

session 

DDL pattern + 

off-hours 

88.6% 

Table 9 - MITRE ATT&CK for Enterprise Coverage: ERP-Specific Indicators and Detection Rates 

 

8  COMPLIANCE AND REGULATORY ALIGNMENT 

PROB-Score's risk scores and session audit artifacts are designed to satisfy evidence requirements 

across major regulatory frameworks governing enterprise data access monitoring. The system generates 

three categories of compliance artifact: (1) risk score time-series records with feature attribution; (2) 

anomaly incident reports with chain-of-custody audit trail; (3) role-baseline statistical profiles for 

demonstrating control effectiveness. 

Framework Relevant Clause PROB-Score 

Evidence 

Automation 

Level 

Retention 

GDPR Art. 32 Technical security 

measures for 

personal data 

Session risk audit 

+ anomaly log 

100% automated 3 years 

SOX Section 404 IT General 

Controls - access 

monitoring 

Risk score time-

series + incident 

reports 

95% automated 7 years 

HIPAA 

§164.312(b) 

Audit controls for 

ePHI access 

ERP audit trail + 

PROB-Score 

alerts 

100% automated 6 years 

PCI-DSS Req. 10 Log monitoring + 

anomaly detection 

Session score 

history + SIEM 

integration 

100% automated 1+3 years 

ISO 27001:2022 

A.8.15 

Logging and 

monitoring 

controls 

Role baseline + 

deviation 

evidence 

98% automated 1 year min 

NIST SP 800-53 

AU-6 

Audit record 

review and 

analysis 

Automated triage 

+ analyst report 

91% automated Policy-defined 

Table 10 - Regulatory Compliance Evidence Matrix: Clause Coverage and Automation Level 

 

9  CASE STUDIES: PRODUCTION DEPLOYMENTS 

9.1  Global Financial Corporation - SAP S/4HANA Cloud 

Deployment Context:  Tier-1 investment bank, 38 jurisdictions, 12,841 monthly ERP sessions. ERP 

platform: SAP S/4HANA Cloud with BTP. Regulatory scope: SOX Section 404, GDPR, MiFID II. 

PROB-Score deployed October 2025. 

Within 72 hours of deployment, PROB-Score detected a Finance Analyst account executing 847 

SELECT statements across Accounts Payable, Payroll, and Wire Transfer modules within a single 

4.2-hour Saturday-morning session - a pattern with Markov anomaly score A_markov = 8.74 (vs. role 

baseline μ = 2.31). The account's credentials had been compromised via a targeted phishing campaign 

and the session represented an active lateral-movement reconnaissance operation. Manual review 
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subsequently confirmed the threat, and remediation (credential reset + SOC investigation) was 

completed within 47 minutes of the initial alert. 

72h 

Time to first 

detection 

8.74 

Markov anomaly 

score (max) 

47 min 

Remediation time 

$2.8M 

Estimated fraud 

loss avoided 

0 

SOX findings 

(2025 audit) 

 

9.2  Regional Healthcare Network - Oracle Cloud ERP 

Deployment Context:  18-hospital IDN, Oracle Cloud ERP for Finance and HR. 8,204 monthly 

sessions. Regulatory scope: HIPAA §164.312(b), HITECH Act. Deployed February 2026. 

The healthcare deployment highlighted PROB-Score's ability to detect "slow burn" exfiltration 

attempts - a pattern where a threat actor extracts small volumes of data across many sessions to stay 

below single-session volume thresholds. PROB-Score's cross-session profile tracking detected a 

service account whose cumulative V_d across 23 sessions over 6 days represented 4.7× the role's 90-

day average - triggering a HIGH alert that rule-based systems monitoring individual sessions would 

have missed entirely. Investigation confirmed unauthorized access by a former contractor whose 

deprovisioning had been delayed due to an HR workflow error. 

The Oracle Cloud ERP integration consumed Unified Audit Trail events via Oracle Streaming 

Service, enriched with Oracle Identity Governance (OIG) role data through Oracle Integration Cloud 

flows. Total integration development time from blank tenant to first production alert: 3.5 weeks. 

 

10  LIMITATIONS AND FUTURE DIRECTIONS 

PROB-Score's current implementation has several limitations that motivate ongoing research. First, 

the Markov chain session model assumes first-order dependencies - that the current state depends only 

on the immediately preceding state. For sophisticated attack patterns that span multiple sessions or 

that exhibit higher-order temporal dependencies, this assumption is violated. Extension to variable-

order Markov models or attention-based sequence encoders is a natural direction. 

Second, the Bayesian prior P(risk | role) is estimated from historical incident rates and may be 

miscalibrated for newly created roles or for organizations with sparse incident histories. Hierarchical 

Bayesian models with role similarity priors - borrowing strength across similar roles - could address 

this cold-start problem. Third, PROB-Score currently processes ERP audit events only; integration 

with network-layer signals (DNS lookups, data exfiltration to external endpoints) and endpoint 

telemetry (clipboard events, USB attachments) would significantly improve coverage of the T1560 

(Archive Collected Data) and T1052 (Exfiltration over Physical Medium) ATT&CK techniques 

currently scored at < 92%. 

On the computational side, the bidirectional LSTM encoder adds 2.8 ms per event batch - acceptable 

at current volumes but potentially limiting above 50,000 events per second. Transformer-based 

alternatives (TinyBERT or DistilBERT fine-tuned on SQL sequences) may offer better accuracy-

latency tradeoffs at higher throughput. We plan to release pre-trained weights for both SAP and 

Oracle audit event schemas as open-source artifacts accompanying the journal publication. 

 

11  CONCLUSION 

This paper has introduced PROB-Score, a Bayesian ensemble framework for real-time probabilistic 

risk scoring of database sessions in cloud-native ERP environments. By combining Isolation Forest 

anomaly scoring, LSTM-based temporal sequence encoding, Markov chain session transition 

modelling, and Bayesian meta-classification, PROB-Score achieves AUC-ROC = 0.997 and F1 = 

0.986 on a 47,218-session benchmark - a 7.1% F1 improvement and 6.8× MTTA reduction relative to 

the best prior approach. 

Production deployments across six enterprise cloud ERP tenants have validated the system's ability to 

detect insider threats, compromised credential misuse, and slow-burn exfiltration attacks that rule-
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based systems consistently miss. The MITRE ATT&CK coverage analysis demonstrates detection 

capability across seven enterprise tactics with per-technique detection rates ranging from 88.6% to 

99.1%. 

"Temporal pattern analysis - not rule matching - is the key to detecting authorized-credential insider 

threats in cloud ERP environments." 

The formal Bayesian convergence theorem and Markov chain transition model provide the 

mathematical rigor expected by compliance frameworks requiring demonstrated control effectiveness. 

PROB-Score's compliance artifact generation covers GDPR, SOX, HIPAA, PCI-DSS, ISO 27001, 

and NIST SP 800-53 with 91–100% automation, positioning it as both an operational security control 

and a compliance evidence generation system. 
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