
Volume-06 Issue 07, July-2022                                                                                                        ISSN: 2456-9348 (Online) 

                                                                                                                                                     SJIF Impact Factor: 5.004 

  

 
INTERNATIONAL JOURNAL OF ENGINEERING TECHNOLOGY RESEARCH & MANAGEMENT (IJETRM) 

Peer-Reviewed | Open Access | International Journal 

https://ijetrm.com/ 

 

IJETRM | https://ijetrm.com                                                [172]                                   © Author(s) | CC BY 4.0 International License. 

 
 

PAYMENTS SYSTEMS ENGINEERING RESEARCH SERIES 

 

DOMAIN-DRIVEN DESIGN IN CREDIT CARD MICROSERVICES: 

STRUCTURING ONBOARDING, ACTIVATION, AND FRAUD DETECTION APIS 

 
A TECHNICAL RESEARCH ARTICLE ON BOUNDED CONTEXTS, AGGREGATES, AND EVENT-

DRIVEN INTEGRATION FOR CARD ISSUING PLATFORMS 
 

Dinesh Nallapareddy 

Sr. Full Stack Developer, USA 
 

 

Abstract 

Credit card issuing platforms sit at the intersection of identity verification, physical and digital fulfillment, and 

real-time risk management, three concerns that rarely share a data model or a release cadence. This article applies 

domain-driven design to the decomposition of a card issuing platform into onboarding, activation, and fraud 

detection microservices. It works through strategic design, including core domain identification and context 

mapping, and tactical design, including aggregate boundaries, domain events, and API contracts. A worked 

reference architecture illustrates how choreographed events replace point-to-point calls between contexts, how a 

saga coordinates the multi-step onboarding workflow with compensating actions, and how a hexagonal 

architecture keeps the fraud scoring model independent of transport and storage concerns. The article closes with 

operational guidance on observability, PCI DSS alignment, and common anti-patterns observed when teams 

migrate a monolithic card platform toward bounded contexts. 
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  01   Introduction   

A credit card issuing platform is, in practice, several different businesses wearing one API. The team that decides 

whether to approve an applicant is solving a different problem than the team that decides whether a swiped 

transaction looks like fraud, and both are solving a different problem again from the team that walks a new 

cardholder through activating a plastic or virtual card. When these concerns are expressed inside a single 

monolithic application, the differences get papered over by a shared database schema and a shared deployment 

pipeline. Field names take on multiple meanings depending on who is reading them, release trains slow down 

because a change to fraud rules risks breaking onboarding, and new engineers spend months learning a vocabulary 

that mixes regulatory language, card network terminology, and internal shorthand. 

Domain-driven design, as set out by Evans (2003) and extended by Vernon (2013), gives teams a vocabulary and 

a set of modeling tools for making these distinctions explicit. Strategic design asks where one problem ends and 

another begins, and tactical design asks how to model the problem once a boundary has been drawn. Applied to a 

card issuing platform, strategic design produces a small set of bounded contexts, such as onboarding, activation, 

and fraud detection, each with its own ubiquitous language and its own release cycle. Tactical design produces 

the aggregates, domain events, and API contracts that let those contexts collaborate without directly sharing 

internal state. 

This article works through that decomposition in order. Sections 2 through 5 cover the strategic design of a card 

issuing platform: the building blocks of domain-driven design, the classification of core, supporting, and generic 

domains within card issuing, the resulting bounded context map, and a shared glossary of terms. Sections 6 

through 11 cover tactical design inside three representative contexts, namely onboarding, activation, and fraud 

detection, along with the event-driven integration and saga coordination that connect them. Sections 12 through 

15 cover the operational concerns that follow from this decomposition, including regulatory alignment, a worked 

reference architecture, observability, and lessons learned from teams that have attempted similar migrations. 

Section 16 closes with a summary of the approach and its limits. 

What this article does not cover 
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The article is scoped to the design of service boundaries and API contracts, not to a specific vendor platform, a 

specific programming language, or a specific machine learning algorithm for fraud scoring. Illustrative figures 

and sample metrics in later sections are constructed to demonstrate a pattern, not reported from a live production 

system, and are labeled as illustrative wherever they appear. 

  02   Domain-Driven Design Foundations for Financial Platforms   

Domain-driven design rests on the idea that software should be modeled around the business domain it serves, 

and that the model should be expressed in language the business itself uses. Evans (2003) calls this the ubiquitous 

language: a vocabulary shared by domain experts and engineers, embedded directly in class names, method names, 

and API fields rather than translated between a business glossary and a technical one. A ubiquitous language only 

holds together within a bounded context, a boundary inside which a term has exactly one meaning. Outside that 

boundary, the same word may mean something else entirely. In a card issuing platform, the word account means 

a ledger entry to the settlement team, a cardholder relationship to the servicing team, and a risk case to the fraud 

team. Domain-driven design does not try to unify these meanings. It draws a boundary around each and manages 

the translation between them explicitly. 

Tactical design supplies the building blocks used inside a bounded context. An entity has an identity that persists 

across state changes, such as a Card or an Applicant. A value object is defined entirely by its attributes, such as a 

Money amount or a PostalAddress, and is replaced rather than mutated. An aggregate is a cluster of entities and 

value objects treated as a single consistency boundary, with one member designated the aggregate root through 

which all external access is mediated. A domain event records something that happened inside the model, such as 

CardActivated, and is the mechanism by which one bounded context tells another what occurred without exposing 

internal structure. Vernon (2013) argues that getting the aggregate boundary right, so that it is as small as possible 

while still enforcing every invariant that must be transactionally consistent, is the single highest-leverage decision 

in tactical design, because an oversized aggregate becomes a concurrency bottleneck and an undersized one leaks 

invariants into application code. 

Building block Definition Card platform example 

Ubiquitous language Shared vocabulary embedded in 

code and API design 

Applicant, Cardholder, Activation 

Window 

Bounded context Boundary within which a term has 

one meaning 

Onboarding, Activation, Fraud 

Detection 

Entity Object with identity that persists 

across change 

Card, Applicant, Case 

Value object Object defined by its attributes, 

immutable 

Money, PostalAddress, RiskScore 

Aggregate Consistency boundary with a single 

root 

CardApplication aggregate 

Domain event Record of something meaningful 

that happened 

CardActivated, 

ApplicationApproved 

 

Table 1. Core domain-driven design building blocks and their equivalents in a card issuing platform. 

These blocks matter more in a regulated financial domain than in many other industries, because the invariants 

they protect are not merely business rules but examinees of audit, dispute, and regulatory review. An aggregate 

that allows a card to reach an Active state without a recorded identity verification event is not just a bug, it is a 

compliance gap. Making the invariant explicit in the aggregate, rather than scattered across service methods, is 

what allows that gap to be closed once and verified through a unit test rather than rediscovered during an audit. 

  03   The Credit Card Issuing Domain: Strategic Analysis   

Strategic design begins with classifying subdomains by the value they contribute. Evans (2003) distinguishes the 

core domain, where competitive differentiation lives and the best modeling effort should be spent, from supporting 

subdomains, which are necessary but not differentiating, and generic subdomains, which are common problems 

better solved with an existing package or a vendor than modeled from scratch. In a card issuing platform, 

onboarding, activation, and fraud detection are strong candidates for core domain treatment because the specific 

rules a program uses for identity risk, activation friction, and transaction risk scoring materially affect approval 

rates, fraud losses, and customer experience. Rewards accrual and customer servicing workflows are supporting 

subdomains: they need to work well, but a competitor's rewards engine and this platform's rewards engine are not 

solving meaningfully different problems. Ledger and settlement, along with outbound notifications, are generic 
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subdomains that closely track double-entry accounting and messaging patterns documented for decades and are 

reasonable candidates for a mature internal platform or third-party component. 

Subdomain Classification Design implication 

Onboarding Core Model deeply; invest in KYC and 

decisioning rules 

Activation Core Model deeply; own the activation 

state machine 

Fraud detection Core Model deeply; invest in scoring and 

case management 

Rewards and servicing Supporting Build adequately; avoid over-

investment 

Ledger and settlement Generic Favor proven accounting patterns 

Notifications Generic Favor a shared messaging 

component 

 

Table 2. Subdomain classification for a card issuing platform following Evans (2003). 

The business case for this decomposition is not purely architectural. Teams organized around a core domain can 

iterate on that domain's rules, such as a new identity verification step or a new fraud signal, without coordinating 

a release with unrelated teams. The figure below illustrates the kind of delivery improvement organizations report 

anecdotally after such a decomposition; it is constructed for illustration and should be read as a plausible pattern 

rather than a measured result from any specific deployment. 

 
Figure 1. Illustrative delivery metrics contrasting a monolithic baseline with a bounded-context decomposition. 

The comparison tracks three delivery metrics popularized by DevOps research of the period: deployment 

frequency, lead time for changes, and change failure rate. The pattern is consistent with the general argument in 

Newman (2015) that smaller, independently deployable services shorten the path from a code change to a 

production release, provided the service boundaries follow the domain rather than a technical layering such as a 

shared presentation tier or a shared database schema. 

  04   Bounded Contexts and Context Mapping   

Once subdomains are classified, the next step is to draw bounded context boundaries and to make the relationships 

between them explicit. Fowler (2015) frames the bounded context as the practical unit of modeling: it does not 

have to align one-to-one with a subdomain, but in a greenfield decomposition it usually does. Context mapping, 

as described by Evans (2003), gives a small vocabulary for describing how two contexts relate. A 
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customer/supplier relationship exists when a downstream context depends on an upstream one and can negotiate 

its needs, as onboarding does with the identity context that supplies verified applicant data. A conformist 

relationship exists when the downstream context has no negotiating power and simply adapts to the upstream 

model, which is common when a card issuing platform sits on top of a card network's issuance rules. An anti-

corruption layer is a translation boundary a context builds to protect its own model from a foreign one, useful 

where fraud detection consumes ledger data without adopting ledger vocabulary. A shared kernel is a small, 

deliberately shared piece of model that two contexts agree to keep in lockstep, such as a customer identifier 

scheme. A published language is a well-documented, stable interchange format, typically the shape of the domain 

events a context emits. 

 
Figure 2. A bounded context map for a card issuing platform, showing core domains (shaded) and their 

integration patterns. 

The map groups seven contexts. Customer Identity supplies verified applicant data to Onboarding through a 

customer/supplier relationship. Onboarding, once an application is approved, hands off to Card Issuance through 

a conformist relationship, since Onboarding must adapt to network and processor issuance rules it does not control. 

Onboarding and Activation share a small kernel of customer identifiers. Activation and Fraud Detection exchange 

domain events directly, since both are core domains under active co-evolution. Fraud Detection reads ledger data 

through an anti-corruption layer so that changes to the ledger's accounting model do not leak into risk scoring 

logic. Ledger and Settlement is a generic domain that publishes a stable event language for the Rewards and 

Servicing context to consume downstream. 

A context map is a living artifact, not a one-time diagram. Teams revisit it whenever a new integration is proposed, 

and the relationship label determines the cost of that integration: a new conformist relationship is cheap to add but 

expensive to change later, while a new published language interface takes longer to design but is far easier for 

other contexts to adopt independently. 

  05   Ubiquitous Language and the Core Domain Model   

A shared glossary is the cheapest and most consistently underused deliverable in a domain-driven design effort. 

Brandolini's (2013) EventStorming technique produces exactly this artifact as a byproduct: a workshop that 

surfaces domain events, the terms attached to them, and the disagreements between teams about what those terms 

mean, well before any code is written. Table 3 lists the glossary that emerged from such an exercise for the three 

core contexts covered in this article. Each term is scoped to the context that owns its authoritative definition; the 

same word appearing in another context, if it appears at all, refers to a translated or partial view rather than the 

source of truth. 
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Term Owning context Definition 

Applicant Onboarding A person or entity that has 

submitted a card application, prior 

to approval 

Cardholder Activation An approved applicant who has 

received a physical or virtual card 

Activation window Activation The period during which an issued 

card may be activated before it 

expires 

Risk score Fraud Detection A numeric output of the scoring 

model representing likelihood of 

fraud 

Case Fraud Detection A unit of investigative work opened 

when a transaction or account is 

flagged 

Disposition Fraud Detection The outcome recorded when a case 

is closed, such as confirmed or 

cleared 

Decisioning outcome Onboarding The approve, decline, or refer result 

of underwriting an application 

 

Table 3. A shared glossary of ubiquitous language terms, scoped by owning bounded context. 

Two disciplines keep a glossary useful over time. First, every field name in every API contract should trace to an 

entry in the glossary; if it does not, either the glossary is incomplete or the field is smuggling in a concept that 

belongs to a different context. Second, the glossary should record which context owns each term, because 

ownership is what resolves disputes when two teams want to extend the same concept in different directions. In 

the platform described here, Fraud Detection cannot redefine what a Cardholder is; it can only consume the 

Activation context's definition and attach its own risk-specific attributes, such as a device fingerprint, to a separate 

aggregate that references the cardholder by identifier rather than by inheritance. 

  06   Onboarding Context: Aggregates and API Design   

The Onboarding context owns the journey from a submitted application to an approval or decline decision. Its 

central aggregate is the CardApplication, rooted at an Applicant identity and holding the identity verification 

result, the underwriting decision, and the product selected. The aggregate enforces invariants such as: an 

application cannot move to an Approved state without a completed identity verification, and an application cannot 

be resubmitted once a terminal decision has been recorded. These invariants are the reason the aggregate exists as 

a single consistency boundary rather than as three independent tables updated by three independent services. 

Element Role Notes 

Applicant Aggregate root identity Holds identity attributes and 

application history 

IdentityVerificationResult Value object Immutable outcome of a KYC and 

sanctions check 

ProductSelection Value object Card product, credit line request, 

and disclosures accepted 

DecisioningOutcome Value object Approve, decline, or refer, with 

reason codes 

CardApplication Aggregate root Coordinates the above and enforces 

submission invariants 

 

Table 4. The CardApplication aggregate and its principal members. 

API surface 

The Onboarding context exposes a small, intention-revealing REST surface rather than a generic create-read-

update-delete interface over the aggregate's internal fields. Each endpoint corresponds to a step in the underwriting 

workflow, and state transitions are triggered by dedicated endpoints rather than by a general-purpose update call, 

which keeps invalid transitions unrepresentable at the API layer. 
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Endpoint Method Purpose 

/applications POST Submit a new card application; 

returns 201 with an application 

identifier 

/applications/{id} GET Retrieve current application status 

and decision, if any 

/applications/{id}/identity-

verification 

POST Record the outcome of an identity 

and sanctions check 

/applications/{id}/decision POST Record the underwriting outcome; 

idempotent by decision identifier 

/applications/{id}/events GET Retrieve the domain event history 

for audit and support tooling 

 

Table 5. Representative Onboarding context API endpoints. 

Every mutating endpoint accepts an idempotency key so that a retried network call cannot double-submit an 

application or double-record a decision, a pattern discussed further in Section 10. Once an application reaches an 

Approved outcome, the context publishes an ApplicationApproved domain event and does not itself call the Card 

Issuance context directly; the two contexts are integrated through events, not through synchronous request chains, 

which keeps Onboarding available even when Card Issuance is degraded. Figure 3 shows the illustrative effect of 

this decomposition on conversion through the onboarding funnel. 

 
Figure 3. An illustrative onboarding funnel, tracking the share of applicants reaching each milestone. 

  07   Activation Context: State Machines and Domain Events   

The Activation context owns the journey from a card being issued to a cardholder using it for the first time. Its 

aggregate root, the CardActivation, is best modeled explicitly as a finite state machine, because the business rules 

governing activation are almost entirely rules about which state transitions are legal and what conditions must 

hold before each one. Figure 4 shows the state machine used in this article's reference design. 
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Figure 4. The Card Activation state machine, including the risk-driven Blocked branch. 

A card enters the Issued state once Card Issuance confirms manufacture, moves to Mailed once fulfillment is 

confirmed, and moves to Activation Requested when a cardholder initiates activation through any channel. From 

there, the context calls out, through an event rather than a synchronous request, to confirm the cardholder's identity 

before allowing a transition to Identity Verified and then Active. A risk flag raised at any point after Activation 

Requested moves the card to a Blocked state pending manual review rather than allowing it to reach Active, which 

is the single most important invariant this aggregate protects. 

Domain event Producer Primary consumer Purpose 

ActivationRequested Activation Fraud Detection Triggers a risk assessment 

before activation 

completes 

RiskScored Fraud Detection Activation Carries the risk score and 

recommended disposition 

CardActivated Activation Rewards and Servicing Signals that the card is 

now usable 

CardBlocked Activation Servicing, Notifications Signals a hold requiring 

customer or agent action 

 

Table 6. Domain events published and consumed within the Activation context. 

Notice that Activation does not embed fraud rules; it only reacts to a RiskScored event by choosing a transition. 

This separation is what allows the Fraud Detection context, covered next, to change its scoring model on its own 

release schedule without requiring a corresponding change inside Activation, as long as the RiskScored event's 

contract remains stable. 

  08   Fraud Detection Context: Real-Time Risk Scoring   

Fraud Detection is the context most likely to be misclassified as purely a machine learning problem rather than a 

modeling problem. In practice, the domain model surrounding the score, namely the Case, the Disposition, and 

the evidence attached to both, carries as much design weight as the scoring algorithm itself, because it is that 

surrounding model that analysts, auditors, and downstream contexts actually interact with. The RiskAssessment 

aggregate is rooted at a subject reference, which may be an application, an activation request, or a transaction, and 

holds the score, the contributing signals, and, where a case is opened, its disposition history. 

Signal category Example signal Contributing context 

Velocity Number of applications from one 

device in 24 hours 

Onboarding 
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Identity risk Mismatch between stated and 

verified address 

Customer Identity 

Device and network Device fingerprint and IP 

reputation 

Fraud Detection 

Geolocation Distance between billing address 

and activation location 

Activation 

Behavioral Deviation from typical cardholder 

activation timing 

Fraud Detection 

Network risk Bank identification number risk tier Card Issuance 

 

Table 7. Representative risk signal categories consumed by the scoring model, and where each originates. 

Because fraud signals originate across several contexts, Fraud Detection is deliberately designed as a consumer 

of published events rather than a service that reaches into other contexts' data stores. This keeps the anti-corruption 

layer, introduced in Section 4, thin and explicit: each inbound event is mapped into Fraud Detection's own feature 

vocabulary at the boundary, so a change to, for example, the Ledger context's internal schema cannot silently 

change the meaning of a risk feature. 

 
Figure 5. The real-time scoring pipeline, from transaction event to a decisioning action. 

Decision Typical threshold Downstream effect 

Approve Score below the low-risk cutoff Activation or transaction proceeds 

without interruption 

Step-up Score in the intermediate band An additional verification step is 

requested 

Decline Score above the high-risk cutoff Activation or transaction is blocked 

pending review 

 

Table 8. Decision bands mapped from the risk score to a downstream action. 

Latency matters as much as accuracy in this context, since a scoring call sits inline with a customer action. The 

pipeline in Figure 5 is designed around a latency budget, discussed further with illustrative figures in Section 14, 

so that feature enrichment and model inference can be reasoned about as two separately tunable stages rather than 

one opaque call. 

  09   Event-Driven Integration Across Bounded Contexts   

Hohpe and Woolf (2003) catalog the messaging patterns that make asynchronous integration between systems 

tractable, and domain events, as used throughout this article, are a direct application of their publish-subscribe 

pattern to bounded context integration. Choreography, in which each context reacts to events published by others 
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without a central coordinator, is the default integration style used here because it keeps each context's availability 

independent of the others. Orchestration, in which a dedicated process directs each step and calls each context in 

turn, is reserved for the onboarding saga described in Section 11, where an explicit, auditable record of a multi-

step workflow is itself a requirement, not merely an implementation convenience. 

 
Figure 6. Event choreography across the Onboarding, Card Issuance, Activation, and Fraud Detection 

contexts. 

The sequence in Figure 6 shows a representative path: Onboarding publishes ApplicationApproved once 

underwriting completes, Card Issuance reacts by manufacturing a card and publishing CardIssued, Activation 

reacts by tracking the card until a cardholder requests activation and publishes ActivationRequested, Fraud 

Detection reacts by scoring the request and publishing RiskScored, and Activation reacts to a favorable score by 

completing activation and publishing CardActivated. No context in this chain calls another synchronously; each 

reacts only to events it subscribes to. 

Property Choreography Orchestration 

Coordination point Distributed across consumers Centralized in an orchestrator 

Failure isolation High; one consumer's outage does 

not block others 

Lower; orchestrator is a 

dependency for all steps 

Auditability of the whole workflow Requires event correlation across 

contexts 

Explicit in the orchestrator's own 

state 

Best fit Reactive integration between core 

domains 

Multi-step workflows needing an 

explicit record 

 

Table 9. Choreography and orchestration compared as integration styles. 

A practical consequence of choosing choreography is that each context must treat the events it consumes as its 

true API contract, versioned and tested with the same rigor as a REST endpoint. Section 10 covers the contract 

discipline this requires. 

  10   API Contract Design: REST, Events, and Idempotency   

A bounded context's API, whether a REST endpoint or a domain event schema, is the only part of the context 

another team is allowed to depend on. Richardson (2018) frames this as each service owning its own data and 

exposing it only through a published interface, never through direct database access, a discipline that is 

straightforward to state and easy to erode once teams are under delivery pressure. Four principles have proven 

durable across the three contexts described in this article. 
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● Idempotency by design. Every mutating request carries an idempotency key, and the server persists the 

outcome of the first request with that key so retries return the original result rather than creating a duplicate 

side effect, an approach consistent with the retry-safety guidance in Richardson (2018). 

● Explicit versioning. Both REST payloads and event schemas carry an explicit version field, and a new, 

backward-incompatible version is published alongside the old one for a deprecation window rather than 

replacing it in place. 

● A stable event contract, independent of internal storage. An event's shape reflects the ubiquitous language 

of the publishing context, not its database columns, so refactoring the underlying schema does not require a 

coordinated change across every consumer. 

● A consistent error taxonomy. Every context returns errors from the same small vocabulary, such as 

validation, conflict, not-found, and downstream-unavailable, so client teams can write one retry policy 

rather than one per service. 

Concern REST contract Event contract 

Identity Resource URI plus resource 

identifier 

Event type plus subject identifier 

Idempotency Idempotency-Key request header Event identifier deduplicated by 

consumers 

Versioning Media type or URI version segment Explicit schema version field in the 

envelope 

Failure signaling HTTP status code plus structured 

error body 

Dead-letter routing after retry 

exhaustion 

 

Table 10. Parallel contract concerns across REST and event interfaces. 

These principles are deliberately unremarkable. The value of API contract discipline in a domain-driven 

decomposition is not that any one rule is novel, but that applying the same small set of rules consistently across 

every bounded context is what lets three independently owned services behave, from the outside, like parts of one 

coherent platform. 

  11   Data Ownership, Consistency Boundaries, and Sagas   

Each bounded context owns its own data store, and no context reads another's tables directly, a consequence of 

the aggregate boundaries described earlier and a precondition for the contexts to evolve independently. The cost 

of this discipline is that a business process spanning several contexts, such as onboarding a new applicant through 

identity verification, card issuance, and ledger account opening, can no longer be wrapped in a single database 

transaction. Kleppmann (2017) describes this tradeoff in general terms: distributed systems that value availability 

and partition tolerance over strict cross-service atomicity need a different mechanism for keeping data eventually 

consistent, and the saga pattern, as applied to microservices by Richardson (2018), is that mechanism for multi-

step business processes. 
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Figure 7. The onboarding saga, showing the forward path and its compensating actions. 

The onboarding saga in Figure 7 executes four steps in sequence: reserve the applicant record, run identity and 

sanctions checks, issue the physical or virtual card, and open the corresponding ledger account, before emitting a 

final OnboardingCompleted event. If a later step fails, for example the ledger account cannot be opened because 

of a downstream outage, the saga runs the compensating action for each completed step in reverse order rather 

than leaving the applicant in a half-onboarded state. Because this is an orchestrated saga rather than a 

choreographed one, the orchestrator itself, and not any single participating context, is the authoritative record of 

how far the process progressed. 

Step Forward action Compensating action 

1 Reserve applicant record Release the reservation 

2 Run identity and sanctions check Mark the check as void 

3 Issue physical or virtual card Cancel the card and notify 

fulfillment 

4 Open ledger account Close the account with a zero 

balance 

 

Table 11. Saga steps and their compensating actions for the onboarding workflow. 

Compensating actions are not simply the inverse database write; issuing a physical card cannot be un-issued once 

manufacturing has started, so the compensation in step 3 is a cancellation and notification rather than a rollback. 

Designing the compensation alongside the forward action, rather than as an afterthought, is what keeps the saga 

trustworthy under partial failure. 

  12   Security, Regulatory, and PCI DSS Alignment   

A card issuing platform inherits regulatory obligations that a typical microservices reference architecture does 

not, and bounded context boundaries turn out to be a convenient unit for reasoning about several of them. The 

Payment Card Industry Data Security Standard (PCI Security Standards Council, 2018) scopes its requirements 

to the systems that store, process, or transmit cardholder data, and a platform decomposed along domain lines 

makes it far easier to identify which contexts fall inside that scope and which do not. In the design described here, 

Card Issuance and Activation handle primary account numbers directly and sit inside PCI scope, while Fraud 

Detection operates on tokenized references and risk features and can, with care, be kept largely outside the highest-

sensitivity scope. 
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PCI DSS concern Relevant bounded context Design response 

Restrict access to cardholder data Card Issuance, Activation Field-level encryption; access 

limited to the aggregate root 

Track and monitor access All contexts handling identifiers Domain events provide a built-in 

audit trail 

Protect stored cardholder data Card Issuance Tokenization at the context 

boundary before events are 

published 

Maintain a policy addressing 

information security 

Platform-wide Context-level data classification 

recorded in the glossary 

 

Table 12. Selected PCI DSS concerns mapped to bounded contexts and design responses (PCI Security 

Standards Council, 2018). 

Identity verification inside Onboarding draws on the digital identity guidance in NIST Special Publication 800-

63B (National Institute of Standards and Technology, 2017), which distinguishes identity assurance levels and 

recommends binding a verified identity to an authenticator rather than treating verification as a one-time check. 

Modeling the IdentityVerificationResult as a value object, as described in Section 6, with its own assurance level 

and evidence references, keeps that distinction visible to downstream contexts rather than collapsing it into a 

boolean flag. 

Data classification Example fields Handling rule 

Cardholder data Primary account number, expiration 

date 

Encrypted at rest; never included in 

event payloads 

Sensitive personal data Government identifier, date of birth Access restricted to Onboarding 

and Customer Identity 

Risk telemetry Device fingerprint, IP reputation 

score 

Retained under a defined data 

retention schedule 

Operational metadata Event identifiers, timestamps Freely shared across contexts for 

observability 

 

Table 13. A data classification scheme used consistently across bounded contexts. 

  13   Illustrative Reference Architecture   

Tactical design decisions need a place to live inside a running service, and the ports and adapters style, often 

called a hexagonal architecture, gives each of the three contexts a consistent internal structure. The domain model, 

meaning the aggregate and its invariants, occupies the center of the service and depends on nothing outside it. 

Inbound adapters, such as a REST controller or an event listener, translate external requests into calls against the 

domain model. Outbound ports, such as a repository interface or an event publisher interface, are defined by the 

domain model itself and implemented by outbound adapters that know about a specific database or message 

broker. 
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Figure 8. A ports-and-adapters view of the Activation microservice. 

Layer Responsibility Depends on 

Inbound adapters Translate REST calls and inbound 

events into domain operations 

Application layer 

Application layer Coordinate a single use case; no 

business rules 

Domain model, ports 

Domain model Enforce invariants inside the 

aggregate 

Nothing outside the domain 

Outbound ports Interfaces the domain model needs, 

defined by the domain 

Domain model 

Outbound adapters Implement ports against a specific 

database or broker 

Ports 

 

Table 14. Layer responsibilities in the reference architecture, following the ports and adapters style. 

This structure pays off specifically at context boundaries. Because the Fraud Client port is an interface owned by 

the Activation domain model rather than a concrete SDK type, swapping the underlying risk scoring integration, 

or replacing a synchronous call with an event-based one as the platform matures, touches only the outbound 

adapter and leaves the aggregate and its tests unchanged. The same property holds for the repository port, which 

is what allows a context's persistence technology to change without a corresponding change to its domain logic. 

  14   Observability and Operational Readiness   

A decomposition along bounded contexts changes what a team needs to observe. Where a monolith's operators 

once watched one set of dashboards, three teams now each need visibility into their own context's health and into 

the health of the events flowing between contexts. Two categories of signal matter most in the design described 

here: latency against a defined budget, and event-processing lag between when an event is published and when 

each downstream context has consumed it. 
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Figure 9. Illustrative latency percentiles for the real-time fraud scoring call, against a 200 millisecond budget. 

Context Primary latency SLO Primary availability target 

Onboarding Application decision within 5 

seconds, p95 

99.9 percent 

Activation State transition acknowledged 

within 1 second, p95 

99.9 percent 

Fraud Detection Risk score returned within 200 

milliseconds, p99 

99.95 percent 

 

Table 15. Illustrative service level objectives for each core context. 

Event-processing lag deserves its own dashboard because it is invisible to a single context's internal metrics. A 

context can report healthy request latency while its consumers fall minutes behind on the events it publishes, a 

failure mode that a purely per-service view of observability will not surface. Correlating a business-level trace 

identifier across the choreography in Figure 6, from ApplicationApproved through to CardActivated, is what 

allows an operator to answer a support question such as why a specific card has not yet activated without manually 

querying four separate services. 

Operational readiness for a context also includes a defined runbook for what happens when an upstream event 

stream is delayed or when a downstream dependency, such as the Fraud Detection scoring call, is degraded. In 

the reference design, Activation treats a Fraud Detection timeout as a signal to route the activation request to 

manual review rather than to fail the request outright or to bypass the risk check entirely, preserving the invariant 

from Section 7 that no card reaches an Active state without a completed risk assessment. 

Alerting thresholds are set per context rather than globally, since a latency spike that is unremarkable for 

Onboarding, where a five second budget leaves considerable headroom, would be a page-worthy incident for 

Fraud Detection, where the budget is two orders of magnitude tighter. Aligning each context's alert thresholds 

with its own service level objective, rather than a platform-wide default, keeps on-call signal-to-noise manageable 

as the number of contexts grows. 

  15   Challenges, Anti-Patterns, and Lessons Learned   

Most of the difficulty in this kind of migration shows up not in modeling the target state but in the path from an 

existing monolith to it. A handful of anti-patterns recur across teams attempting a similar decomposition of a card 

issuing platform. 
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Anti-pattern Symptom Remedy 

Shared database context Two services read and write the 

same tables directly 

Assign one owning context; others 

integrate through its API 

Anemic domain model Aggregates are simple data holders; 

rules live in service classes 

Move invariant enforcement into 

the aggregate itself 

Chatty synchronous integration One context blocks on several 

others per request 

Prefer domain events; reserve 

synchronous calls for reads 

Distributed monolith Services are separately deployed 

but must release together 

Re-examine bounded context 

boundaries against the domain 

God aggregate One aggregate accumulates 

unrelated invariants over time 

Split along invariants that do not 

need to be transactionally 

consistent 

 

Table 16. Recurring anti-patterns observed during monolith-to-bounded-context migrations, and their remedies. 

The distributed monolith is the anti-pattern most specific to organizations migrating an existing system rather than 

starting fresh. It arises when services are split at a technical seam, such as by extracting a data access layer into 

its own deployable unit, rather than at a domain seam. The resulting services deploy independently in name but 

still require coordinated releases in practice, because a change to one still ripples through shared assumptions the 

split never actually removed. Newman (2019) recommends verifying a proposed service boundary against the 

strategic design work described in Sections 3 and 4 before extracting it, precisely to avoid discovering this 

coupling only after the extraction is complete. 

A second recurring lesson concerns organizational alignment rather than code. Conway's law, referenced 

throughout the microservices literature including Newman (2015), predicts that a service boundary drawn against 

the grain of team ownership will erode over time as engineers route around it for convenience. The bounded 

contexts in this article were chosen to align with how onboarding, activation, and fraud teams already operate as 

separate functions in most card issuing organizations, which is as much a reason for their durability as any property 

of the domain model itself. 

A third lesson concerns testing strategy. Once contexts communicate mainly through domain events rather than 

direct calls, contract tests against the published event schema, run independently by both the publishing and the 

consuming context, catch far more integration defects than end-to-end tests alone, and they do so without requiring 

every context to be deployed together to exercise a single workflow. 

  16   Conclusion   

Domain-driven design does not prescribe a specific microservices topology; it prescribes a discipline for finding 

the topology that matches the business it serves. Applied to a card issuing platform, that discipline surfaces 

onboarding, activation, and fraud detection as core domains deserving independent aggregates, independent 

release cycles, and a carefully designed set of domain events connecting them. The resulting architecture trades 

the simplicity of a single transactional database for the flexibility of contexts that can evolve their own rules, their 

own scaling profile, and their own on-call ownership. 

The patterns covered here, namely context mapping, aggregate design, choreography, sagas, and a ports and 

adapters internal structure, are not novel individually. Their value in this setting comes from applying them 

consistently to the specific seams that separate identity risk, activation friction, and transaction risk within one 

platform, and from treating the boundaries between those seams as first-class design decisions rather than as an 

accident of how a legacy system happened to be split. Teams considering a similar migration are better served by 

spending the bulk of their early effort on the strategic design covered in Sections 2 through 5 than on the tactical 

implementation details covered afterward, since a wrong context boundary is far more expensive to correct once 

several services and teams have grown around it. 
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