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ABSTRACT: 

The proliferation of hybrid cloud architectures - wherein SAP landscapes span both on-premise data centers and 

hyperscale cloud platforms such as Microsoft Azure - has introduced substantial complexity in system 

provisioning, landscape administration, and operational monitoring. Traditional SAP Basis management 

approaches, built around static infrastructure and manual processes, are inadequate for environments where virtual 

machines are dynamically provisioned, cloned, refreshed, and decommissioned across heterogeneous 

infrastructure layers. SAP Landscape Management (LaMa) addresses this gap by providing a unified orchestration 

and automation layer that abstracts the underlying infrastructure complexity and delivers standardized, policy-

driven lifecycle management for hybrid SAP landscapes. This paper presents a comprehensive architectural and 

operational analysis of SAP LaMa deployments spanning on-premise VMware-based infrastructure and Microsoft 

Azure cloud environments. Drawing on empirical operational data from large-scale enterprise manufacturing and 

energy sector SAP deployments, the research evaluates LaMa's automation capabilities across four core 

operational domains: VM provisioning, system copy and refresh automation, adaptive landscape monitoring, and 

cross-infrastructure administration. The study presents performance benchmarks demonstrating a 74% reduction 

in system copy execution time, a 68% reduction in provisioning man-hours, and a 91% reduction in unplanned 

monitoring-related incidents following structured LaMa implementation. An eight-phase implementation 

framework and validated automation template catalog are proposed as replicable enterprise adoption artifacts. 

 

Keywords:  

SAP Landscape Management, LaMa, Hybrid Cloud, Microsoft Azure, VM Provisioning, SAP System Copy, 

Landscape Monitoring, Infrastructure Automation, On-Premise Integration, SAP Basis 

 
 

1.  INTRODUCTION 

The rapid shift toward hybrid cloud infrastructure has fundamentally altered how enterprise SAP landscapes are 

designed, deployed, and operated. Organizations that historically maintained all SAP systems within on-premise 

data centers - managed through static VM templates, manual provisioning procedures, and periodic Basis-

administered system copies - now operate environments where compute resources span on-premise VMware 

clusters and hyperscale cloud platforms such as Microsoft Azure. This architectural transition, while necessary to 

capture the scalability, elasticity, and cost benefits of cloud infrastructure, introduces a new class of operational 

challenge: managing the lifecycle, consistency, and health of SAP systems across fundamentally different 

infrastructure paradigms. 

SAP Landscape Management (LaMa) is SAP's native platform for orchestrating and automating the administration 

of SAP landscapes. Originally conceived as a VMware-centric automation tool, LaMa has evolved into a 

comprehensive hybrid landscape management solution supporting on-premise VMware vSphere, Microsoft 

Azure, Amazon Web Services, and Google Cloud Platform through dedicated cloud provider connectors. LaMa's 

architecture centers on a policy-driven automation engine that abstracts infrastructure-specific APIs - whether 

vCenter's SOAP/REST interfaces or Azure's ARM REST endpoints - and exposes them through a unified SAP-

centric administration interface. 
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This paper investigates SAP LaMa's capabilities in hybrid environments spanning on-premise VMware and 

Microsoft Azure, examining four specific operational domains: 

● Automated VM provisioning using LaMa templates across both infrastructure layers 

● SAP system copy and refresh automation with post-processing hook frameworks 

● Unified landscape monitoring with adaptive alert thresholds and automated remediation 

● Cross-infrastructure administration including adaptive computing and cost management 

 

The remainder of this paper is structured as follows: Section 2 reviews LaMa's architectural components. Section 

3 covers hybrid infrastructure design. Sections 4 through 8 present the technical findings and empirical data across 

the four operational domains. Section 9 provides the implementation framework. Section 10 analyzes cost impact. 

Section 11 discusses implementation challenges. Section 12 concludes with future research directions. 

 

2.  SAP LaMa Architecture and Core Components 

2.1 LaMa Architectural Overview 

SAP Landscape Management 3.0 is a Java-based web application deployed on SAP NetWeaver 7.5 AS Java. The 

LaMa server acts as the central orchestration hub, maintaining a real-time inventory of all registered SAP systems, 

their associated infrastructure components (VMs, file systems, databases), and the automation procedures that 

govern their lifecycle. LaMa communicates with managed systems through two primary channels: 

● SAP Host Agent (SAPHOSTAGENT): Installed on every managed SAP host, the Host Agent exposes a 

standardized HTTPS interface (ports 1128/1129) through which LaMa issues commands and queries 

system health metrics. The Host Agent is the primary channel for SAP-layer operations including system 

start/stop, file system queries, and backup triggers. 

● Infrastructure Connectors: LaMa connects to the underlying virtualization or cloud platform through 

dedicated connectors. The VMware vCenter connector uses vCenter's REST/SOAP APIs, while the Azure 

ARM connector uses the Azure Resource Manager REST API authenticated via an Azure Active Directory 

Service Principal. 

2.2 Key LaMa Functional Modules 

LaMa organizes its capabilities into four primary functional modules: 

● System Provisioning: Template-based creation of new SAP instances from golden master VM images. 

Supports full provisioning workflows including VM creation, disk attachment, network assignment, OS 

configuration, and SAP software installation verification. 

● System Copy / Refresh: Orchestrated copy of source SAP systems to target environments. Includes pre-

copy validation, source export or backup initiation, target VM provisioning, database restore, post-copy 

system adaptation, and hook execution. 

● Landscape Monitoring (SLM): Real-time collection of system health metrics via the SAP Host Agent, with 

configurable alert thresholds, escalation rules, and automated remediation hooks. Provides a unified 

dashboard across all registered systems regardless of infrastructure location. 

● Adaptive Computing: Dynamic scaling of Azure VMs - increasing or decreasing VM size - triggered by 

configurable utilization policies. Enables cost optimization by right-sizing cloud VMs based on actual 

workload demand. 

2.3 LaMa Feature Matrix: On-Premise vs. Azure 

TABLE 1 - SAP LAMA FEATURE MATRIX: ON-PREMISE VS. AZURE HYBRID DEPLOYMENT 

Capability On-Premise 

(VMware) 

Azure Cloud Hybrid (Both) LaMa Version Required 

VM Provisioning Full Full Unified LaMa 3.0 SP04+ 

System Copy / Refresh Full Full Unified LaMa 3.0 SP02+ 
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Capability On-Premise 

(VMware) 

Azure Cloud Hybrid (Both) LaMa Version Required 

Adaptive Computing (scale 

up/down) 

Limited Full Partial LaMa 3.0 SP05+ 

Snapshot-based Backup Full (vSphere) Full (Azure 

Disk) 

Unified LaMa 3.0 SP03+ 

Custom Hook Execution Full Full Unified LaMa 3.0 SP01+ 

Landscape Monitoring 

(SLM) 

Full Full Unified Dashboard LaMa 3.0 SP04+ 

Template-based 

Provisioning 

Full Full Unified LaMa 3.0 SP02+ 

Cost Reporting Not Available Available Azure-only LaMa 3.0 SP06+ 

DNS / IP Auto-assignment Full (vSphere) Full (Azure 

NIC) 

Unified LaMa 3.0 SP03+ 

HANA Tenant Move / 

Copy 

Full Full Unified LaMa 3.0 SP05+ 

 

3.  Hybrid Cloud Architecture Design for SAP LaMa 

3.1 Reference Architecture Components 

The recommended hybrid architecture for SAP LaMa deployment supporting both on-premise VMware and Azure 

environments consists of the following primary components: 

● LaMa Central Server: Deployed on a dedicated VM (recommended: 8 vCPU, 32 GB RAM, 200 GB disk) 

either on-premise or in Azure. The LaMa server must have network reachability to both the vCenter 

management network and the Azure ARM API endpoint. Deploying LaMa in Azure is preferred for hybrid 

designs as it ensures consistent low-latency connectivity to Azure ARM and avoids firewall complexity for 

outbound ARM API calls. 

● VMware vCenter Connector: A LaMa connector instance configured with the vCenter server URL, 

credentials (read-write access to target clusters and datastores), and SSL certificate trust. The connector 

exposes all vCenter-managed VMs to LaMa's provisioning and lifecycle operations. 

● Azure ARM Connector: An Azure ARM connector configured with the Subscription ID, Tenant ID, Client 

ID, and Client Secret of an Azure Active Directory Service Principal. The Service Principal must have 

Contributor role on the target Resource Group(s) to perform VM lifecycle operations. 

● SAP Host Agent (all nodes): SAPHOSTAGENT version 7.22 patch 46 or higher must be deployed on all 

managed SAP hosts, both on-premise and in Azure. The Host Agent listens on HTTPS port 1128 (HTTP) 

and 1129 (HTTPS) and must be reachable from the LaMa server. 

● Hybrid Network Connectivity: Azure VPN Gateway or ExpressRoute connecting the Azure VNet to the 

on-premise data center network. This connectivity enables LaMa (deployed in Azure) to reach on-premise 

SAP Host Agents and the vCenter management network. 

● Azure Private DNS / DNS Forwarder: A unified DNS resolution strategy ensuring that hostnames 

registered in on-premise DNS are resolvable from Azure and vice versa. Critical for LaMa provisioning, as 

VM hostnames must resolve consistently across both environments. 

3.2 Network Requirements 
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TABLE 2- HYBRID NETWORK ARCHITECTURE REQUIREMENTS FOR SAP LAMA 

Connection Type Source Destination Protocol / Port Min 

Bandwidth 

Purpose 

LaMa → vCenter LaMa Server 

(on-prem) 

VMware 

vCenter 

HTTPS/443 10 Mbps VM lifecycle operations 

LaMa → Azure 

ARM 

LaMa Server 

(on-prem) 

Azure ARM 

Endpoint 

HTTPS/443 10 Mbps Azure VM provisioning 

via Service Principal 

LaMa → SAP Host 

Agent 

LaMa Server All SAP nodes 

(both sites) 

HTTPS/1128-

1129 

5 Mbps Health monitoring and 

command execution 

Azure VPN → On-

Prem DC 

Azure VNet 

Gateway 

On-Prem VPN 

Gateway 

IKEv2/IPsec 100 Mbps Hybrid connectivity for 

SAP landscape traffic 

LaMa → 

SMTP/ITSM 

LaMa Server Email server / 

ServiceNow 

SMTP/25, 

HTTPS/443 

1 Mbps Alert notifications and 

ticket creation 

SAP nodes → 

LaMa 

All SAP nodes LaMa Server HTTPS/40000 5 Mbps LaMa agent callbacks 

and status updates 

LaMa → DNS LaMa Server DNS servers 

(both sites) 

UDP+TCP/53 1 Mbps Hostname resolution for 

auto-provisioned VMs 

Azure Backup → 

On-Prem NFS 

Azure VMs 

(SAP) 

On-Prem 

NFS/SMB 

share 

NFS/2049 500 Mbps SAP HANA Backint 

cross-site backup 

 

3.3 Connector Comparison: VMware vCenter vs. Azure ARM 

TABLE 3- LAMA CONNECTOR COMPARISON: VMWARE VCENTER VS. AZURE RESOURCE 

MANAGER 

Connector Attribute VMware vCenter Connector Azure ARM Connector 

Connector Type vCenter API (REST/SOAP) Azure Resource Manager (ARM) REST 

API 

Authentication Method vCenter username/password + SSL cert Azure Service Principal (App Registration 

+ Client Secret) 

VM Lifecycle Operations Create, Clone, Power On/Off, Delete, 

Snapshot 

Create, Start, Stop, Deallocate, Delete, Disk 

Snapshot 

Storage Management vSphere VMDK via datastore provisioning Azure Managed Disks (Standard HDD, 

Standard SSD, Premium SSD) 

Network Assignment vSphere Port Group / Distributed Switch Azure VNet Subnet + NIC auto-assignment 

Template Source vSphere VM Templates Azure Managed Images / Shared Image 

Gallery 

Custom Script Execution VMware Tools guest scripts Azure Custom Script Extension / Run 

Command 

Tagging Support vSphere Tags Azure Resource Tags (LaMa auto-populates 

SAP metadata) 
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Connector Attribute VMware vCenter Connector Azure ARM Connector 

Monitoring Integration vCenter performance counters Azure Monitor Metrics API 

Failover / HA Integration vSphere HA / vMotion Azure Availability Sets / Availability Zones 

Minimum Required Version vCenter 6.5+ Azure ARM API version 2020-06-01+ 

 

4.  VM Provisioning Automation Across Hybrid Infrastructure 

4.1 LaMa Provisioning Template Architecture 

SAP LaMa's provisioning capability is built around the concept of a Provisioning Template - a structured, 

parameterized definition of all steps required to instantiate a new SAP instance from a golden master image. 

Provisioning templates in LaMa encapsulate the following elements: 

● VM Configuration: Source template/image reference, target VM size (for Azure) or resource pool (for 

VMware), disk configuration, and network assignment parameters. 

● Naming Conventions: LaMa-managed hostname generation rules, SID assignment parameters, and 

instance number allocation - ensuring consistent naming across both infrastructure layers. 

● File System Layout: Target file system mount points for /sapmnt, /usr/sap, /hana/data, /hana/log, and 

/hana/backup - automatically created and mounted during provisioning. 

● Post-Provisioning Hooks: An ordered list of custom scripts executed after the VM is provisioned and the 

OS is initialized. These hooks perform SAP-specific tasks such as parameter file configuration, Host Agent 

registration, and monitoring system enrollment. 

● Validation Steps: Automated checks at key provisioning milestones that verify prerequisites are met before 

proceeding. Failures in validation steps halt the provisioning workflow and raise an alert, preventing 

partial provisioning states. 

4.2 Provisioning Automation Metrics 

TABLE 4 - VM PROVISIONING AUTOMATION: MANUAL VS. LAMA-AUTOMATED (MEASURED, 

10 PROVISIONING EVENTS) 

Provisioning Step Manual 

Effort 

(Hours) 

LaMa 

Automated 

(Hours) 

Time Saving Error Rate 

(Manual) 

Error Rate 

(LaMa) 

VM creation from template 1.5 0.05 97% 8% 0% 

OS hostname & network 

config 

0.75 0.02 97% 12% 0% 

SAP instance directory layout 1.0 0.03 97% 6% 0% 

SAP HANA/DB parameter 

setup 

2.5 0.08 97% 15% 1% 

SAP system registration in 

LaMa 

0.5 0.01 98% 3% 0% 

Transport management config 1.25 0.10 92% 10% 2% 

Monitoring agent installation 0.75 0.04 95% 9% 0% 

Post-provisioning validation 1.5 0.15 90% 18% 1% 

Total per provisioning event 9.75 hrs 0.48 hrs 95% Avg 10.1% Avg 0.5% 
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The data in Table 3 demonstrates the transformative impact of LaMa-driven provisioning automation. The most 

significant improvements are observed in steps involving configuration - OS hostname/network setup (97% 

reduction), SAP instance directory layout (97%), and post-provisioning validation (90%). These are precisely the 

steps where manual execution historically produced the highest error rates. The reduction in error rate from an 

average of 10.1% to 0.5% across all provisioning steps directly eliminates the rework cycles that consumed 

disproportionate Basis engineer time in the baseline environment. Note: Estimated regional revenue by segment 

($, approximate) 

Key Finding: LaMa-automated VM provisioning reduced per-event provisioning man-hours from 

9.75 hours to 0.48 hours - a 95% reduction. Across an annual provisioning volume of 48 events 

(observed in the study environment), this translates to approximately 444 Basis engineer hours saved 

per year, equivalent to approximately $68,000 in labor cost avoidance. Note: Estimated regional 

revenue by segment ($, approximate) 

 

5.  SAP System Copy and Refresh Automation 

5.1 System Copy Workflow in LaMa 

SAP system copies - the process of creating a functionally identical copy of a production SAP system in a non-

production environment for testing, development, or training purposes - are among the most resource-intensive 

and error-prone recurring operations in SAP Basis administration. A standard system copy for a 500 GB SAP 

HANA system historically required over 21 hours of manual effort across multiple Basis engineers, with a per-

copy error rate affecting an average of 4.2 copies per quarter. 

LaMa orchestrates the entire system copy workflow through a structured procedure comprising the following 

phases: 

● Pre-Copy Phase: LaMa validates that the source system is in a copyable state, verifies target VM 

availability, checks storage capacity on the target infrastructure (Azure managed disks or VMware 

datastores), and executes pre-copy hooks such as source system lock and backup verification. 

● Copy Execution Phase: LaMa initiates the database backup (HANA Backint or HANA native backup) on 

the source, provisions the target VM using the designated provisioning template, and restores the database 

to the target. For VMware-hosted sources, LaMa can also leverage VM snapshot-based copy for faster 

execution. 

● Post-Copy Adaptation Phase: The most technically complex phase, in which LaMa executes an ordered 

sequence of post-copy hooks to adapt the copied system to its new identity - renaming the SID where 

required, reconfiguring hostnames in SAP profile parameters, redirecting RFC destinations to non-

production endpoints, deactivating production user accounts, and re-registering the system in the landscape 

monitoring dashboard. 

● Validation Phase: LaMa executes automated validation checks confirming successful system adaptation, 

verifying that all critical SAP services start correctly, and confirming that monitoring agents are reporting 

system health data to the LaMa dashboard. 

5.2 System Copy Performance Data 

TABLE 5 - SAP SYSTEM COPY PERFORMANCE: MANUAL VS. LAMA-AUTOMATED (500 GB SAP 

HANA SOURCE) 

System Copy Phase Manual 

Duration 

LaMa 

Automated 

Reduction Manual Risk Factors 

Pre-copy validation checks 2.0 hrs 0.15 hrs 93% Missed pre-reqs, overlooked 

dependencies 

Source system export / backup 3.5 hrs 3.2 hrs 9% Manual backup initiation errors 

Target VM provisioning 2.0 hrs 0.05 hrs 98% Wrong template, IP conflicts 
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System Copy Phase Manual 

Duration 

LaMa 

Automated 

Reduction Manual Risk Factors 

Database restore to target 4.0 hrs 3.6 hrs 10% Parameter mismatch post-restore 

Post-copy system adaptation 3.0 hrs 0.45 hrs 85% Incomplete hostname/SID 

changes 

Transport routes reconfiguration 1.5 hrs 0.08 hrs 95% Wrong CTS configuration 

Integration system connections 2.0 hrs 0.20 hrs 90% RFC destinations pointing to 

source 

User deactivation in target 0.75 hrs 0.02 hrs 97% Production credentials active in 

non-prod 

Post-copy testing & sign-off 2.5 hrs 2.0 hrs 20% Incomplete test coverage 

Total (per system copy) 21.25 hrs 9.75 hrs 54% Multiple manual error vectors 

 

The overall system copy duration reduction from 21.25 hours to 9.75 hours (54%) shown in Table 4 represents a 

significant operational improvement, though it is important to note that the database backup/restore phases (which 

account for the majority of elapsed time) have limited automation benefit as they are inherently I/O-bound 

operations. The transformative impact is concentrated in the workflow orchestration phases - provisioning, 

adaptation, and validation - where LaMa automation reduces combined manual effort from 10.75 hours to 0.95 

hours (91%). 

Key Finding: Post-copy system adaptation, historically consuming 3.0 hours with a high risk of 

incomplete SID/hostname changes and RFC redirection errors, was reduced to 0.45 hours with a 

99.2% hook success rate. The elimination of manual adaptation steps was the single largest 

contributor to reducing the failed system copy rate from 4.2 per quarter to 0.3 per quarter. 

 

6.  Landscape Monitoring Architecture and Alerting 

6.1 LaMa System Landscape Monitoring (SLM) 

SAP LaMa's System Landscape Monitoring (SLM) module provides a unified, real-time health dashboard for all 

registered SAP systems regardless of their infrastructure location - whether running on VMware vSphere on-

premise or on Azure VMs in the cloud. SLM collects metrics through the SAP Host Agent installed on each 

managed host, supplemented by direct infrastructure API polling (vCenter performance counters for on-premise 

VMs and Azure Monitor Metrics for Azure VMs). 

The SLM monitoring architecture in the hybrid deployment evaluated in this research monitors the following 

component layers: 

● SAP Application Layer: Work process availability, ABAP short dump rates, dialog response times, update 

queue backlogs, and spool error counts collected via the SAP Host Agent's SAPControl interface. 

● Database Layer: SAP HANA memory utilization, CPU utilization, savepoint duration, backup status, 

replication lag (for HSR-enabled systems), and HANA alert count from the HANA system views - 

collected via the Host Agent's HANA-aware monitoring interface. 

● Operating System Layer: CPU utilization, memory utilization, swap usage, file system capacity across all 

SAP-relevant mount points, and process count - collected via the Host Agent's OS monitoring module. 

● Infrastructure Layer (Azure): Azure VM CPU credits (for burstable instance types), disk IOPS utilization, 

network throughput, and VM availability - collected via the Azure Monitor Metrics API through LaMa's 

Azure connector. 
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● Infrastructure Layer (On-Premise VMware): vCPU ready percentage, memory balloon/swap activity, and 

disk latency - collected via the vCenter connector's performance counter interface. 

6.2 Monitoring Configuration and Alert Thresholds 

TABLE 6- LAMA LANDSCAPE MONITORING: MONITORED COMPONENTS AND ALERT 

CONFIGURATION 

Component 

Category 

Monitored Metrics Alert Threshold Polling Interval Remediation Action 

SAP Application 

Server 

Work process availability, 

dialog queue length, ABAP 

dump rate 

Queue > 80% / 

Dump rate > 5/hr 

60 sec Restart work process 

group 

SAP HANA 

Database 

CPU %, memory %, 

savepoint duration, alert 

count 

CPU > 85% / 

Mem > 90% 

30 sec HANA alert notification 

+ escalation 

SAP Message Server Login group load, ICM 

thread count 

ICM threads > 

90% 

60 sec Add dialog instances 

(adaptive) 

Azure VM (cloud 

nodes) 

CPU credits, disk IOPS, 

network throughput 

Credit < 10% / 

IOPS > 90% 

60 sec VM resize or alert 

escalation 

On-Prem VM 

(VMware nodes) 

vCPU ready %, memory 

balloon, disk latency 

vCPU ready > 

5% / Balloon > 0 

60 sec vMotion or resource pool 

adjustment 

SAP Host Agent Heartbeat, file system 

usage, swap usage 

FS > 85% / Swap 

> 10% 

120 sec Filesystem cleanup hook 

Network 

Connectivity 

Latency between sites, 

packet loss, DNS resolution 

Latency > 50ms / 

Loss > 0.1% 

300 sec Alert and failover 

validation 

Backup Status Last backup timestamp, 

backup size, backup log gap 

Gap > 60 min 

(logs) 

600 sec Trigger emergency 

backup + alert 

 

6.3 Alert-to-Remediation Hook Integration 

A key architectural strength of LaMa's monitoring framework is the direct integration between alert conditions 

and automated remediation hooks. When a monitored metric breaches its configured threshold, LaMa can be 

configured to: 

● Notify: Send email notifications and/or create tickets in connected ITSM platforms (ServiceNow, Remedy) 

via the smtp_alert_escalation hook. 

● Remediate Automatically: Execute a remediation script - such as the filesystem_cleanup hook for file 

system capacity alerts - without requiring manual Basis engineer intervention. 

● Escalate Progressively: Apply a tiered escalation policy where a first threshold breach triggers notification, 

a sustained breach for a configured duration triggers automatic remediation, and failure of remediation 

triggers senior engineer escalation. 

● Record and Audit: Log all alert events, remediation actions, and outcomes to the LaMa audit trail, 

providing a complete operational history accessible for compliance review. 

7.  Adaptive Computing and Azure VM Resize Automation 

7.1 Adaptive Computing Framework 

SAP LaMa's Adaptive Computing capability enables policy-driven, automated resizing of Azure VMs hosting 

SAP systems. Unlike on-premise VMware environments where VM resource allocation changes require vCenter-

coordinated hot-add or VM reconfiguration, Azure VM resizing requires a stop-and-start cycle that involves brief 
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unavailability. LaMa manages this process through a structured resize workflow that incorporates pre-resize 

notifications, maintenance window enforcement, SAP system shutdown sequencing, VM resize execution via the 

Azure ARM API, and post-resize SAP system startup. 

7.2 Observed Adaptive Computing Events 

TABLE 7 - LAMA ADAPTIVE COMPUTING: VM RESIZE EVENTS ON AZURE (12-MONTH 

OBSERVATION PERIOD) 

Month Scale-

Up 

Events 

Scale-Down 

Events 

Avg Resize 

Duration (min) 

Cost Impact 

(USD/mo) 

Trigger Type 

Dec 2020 3 1 8.2 +$1,840 Month-end financial close 

load 

Jan 2021 1 2 7.6 -$920 Post-close workload 

reduction 

Feb 2021 2 1 9.1 +$610 Quarter-end processing 

Mar 2021 4 2 8.4 +$2,100 Year-end close 

(manufacturing) 

Apr 2021 1 3 7.8 -$1,380 Post-year-end scale-down 

May 2021 2 1 8.0 +$490 New product launch ERP 

load 

Jun 2021 3 2 8.9 +$780 Mid-year planning cycle 

Jul 2021 1 2 7.4 -$640 Summer reduced load period 

Aug 2021 1 1 7.9 $0 Maintenance window resize 

test 

Sep 2021 3 1 8.6 +$1,100 Q3 close + inventory cycle 

Oct 2021 2 2 8.2 -$210 Balanced month 

Total (11 months) 23 

events 

18 events 8.2 avg Net: +$3,770 Automated policy-driven 

Note: Estimated regional revenue by segment ($, approximate) 

The 11-month observation data in Table 6 reveals a clear pattern of demand-driven scaling aligned with enterprise 

business cycles. Scale-up events cluster around month-end, quarter-end, and year-end financial close periods - 

consistent with the increased load placed on SAP ERP and HANA systems during these periods. Scale-down 

events follow in the subsequent weeks as workload returns to baseline. The average resize duration of 8.2 minutes, 

including SAP system shutdown, Azure VM resize, and SAP system restart, was executed entirely by LaMa 

automation without manual Basis engineer intervention. 

 

8.  Custom Hook Framework and Automation Catalog 

8.1 LaMa Hook Architecture 

LaMa's Custom Hook framework is the mechanism through which organizations extend LaMa's built-in 

operations with enterprise-specific automation logic. Hooks are shell scripts or Python scripts executed by the 

LaMa server at specific points within LaMa procedures (provisioning, system copy, monitoring alerts, adaptive 

computing). Hooks are executed via the SAP Host Agent on the target host, providing access to the local OS, file 

system, SAP binaries, and network interfaces. 
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Hooks are classified by their execution point: 

● Pre-Hooks: Executed before a LaMa procedure step. Used for pre-condition validation (verify backup 

exists), locking operations (prevent writes to source during copy), and resource preparation (expand Azure 

disk before provisioning). 

● Post-Hooks: Executed after a LaMa procedure step completes successfully. Used for configuration 

adaptation (SID rename, RFC redirection, user deactivation), integration updates (monitoring re-

registration, cost tag synchronization), and notification (alert dispatcher). 

● Alert Hooks: Triggered by SLM monitoring threshold breaches. Used for automated remediation 

(filesystem cleanup, process restart) and escalation workflows (ITSM ticket creation). 

● Error Hooks: Executed when a LaMa procedure step fails. Used for rollback operations, failure 

notification, and diagnostic data collection. 

8.2 Production Hook Catalog and Performance Statistics 

TABLE 8 - SAP LAMA CUSTOM HOOK FRAMEWORK: OPERATIONAL USE CASES AND 

EXECUTION STATISTICS 

Hook Name Trigger Event Hook Type Avg Execution 

(sec) 

Success 

Rate 

Business Purpose 

pre_system_copy_loc

k 

Before system 

copy start 

Pre-hook 12 99.8% Lock source system to 

prevent writes during copy 

post_copy_sid_renam

e 

After system 

copy 

Post-hook 38 99.5% Rename SID, update 

hostname, adjust profiles 

user_deactivation_targ

et 

After system 

copy 

Post-hook 8 100% Lock all dialog users in 

non-production target 

rfc_redirect_non_prod After system 

copy 

Post-hook 22 99.2% Redirect all RFCs to non-

production endpoints 

filesystem_cleanup Alert: FS > 85% Alert hook 45 98.7% Auto-archive old logs and 

clean temp files 

azure_disk_expand Before provision 

on Azure 

Pre-hook 180 99.1% Expand Azure managed 

disk before SAP install 

backup_pre_refresh Before system 

refresh 

Pre-hook 15 100% Verify backup exists before 

destructive refresh 

monitoring_re_registe

r 

After system 

rename 

Post-hook 18 99.6% Re-register system in LaMa 

monitoring with new SID 

smtp_alert_escalation Monitor 

threshold breach 

Alert hook 3 100% Send email + create 

ServiceNow ticket on 

breach 

cost_tag_sync After Azure VM 

provision 

Post-hook 9 99.9% Sync SAP metadata to 

Azure cost management 

tags 

 

9.  Operational KPI Before and After LaMa Implementation 
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TABLE 9 - BEFORE VS. AFTER LAMA: OPERATIONAL KPI COMPARISON (12-MONTH 

BASELINE VS. 12 MONTHS POST-LAMA) 

KPI Before LaMa 

(Baseline) 

After LaMa 

(12 Months) 

Improvement Measurement Method 

Avg system copy 

duration 

21.25 hrs 9.75 hrs 54% faster Time-stamp logs per copy event 

Provisioning man-

hours per VM 

9.75 hrs 0.48 hrs 95% reduction Time tracking per ticket 

Monthly unplanned 

SAP incidents 

38 avg 3.4 avg 91% reduction ServiceNow incident count 

Landscape change error 

rate 

10.1% 0.5% 95% reduction Post-change validation failures 

Time to detect 

monitoring alerts 

18.4 min avg 0.9 min avg 95% faster Alert log timestamps 

System refresh cycle 

(per system) 

2.5 days 14.2 hrs 76% faster Project tracking records 

On-call Basis engineer 

hours/month 

62 hrs 11 hrs 82% reduction On-call log records 

Failed system copies 

(per quarter) 

4.2 avg 0.3 avg 93% reduction Change management records 

Azure cost waste (idle 

VMs) 

$8,400/month $1,100/month 87% reduction Azure Cost Management reports 

Compliance audit pass 

rate (SAP configs) 

74% 99.1% 34% improvement Quarterly audit results 

Note: Estimated regional revenue by segment ($, approximate) 

The KPI data in Table 8 presents the most compelling evidence of LaMa's operational impact. The 91% reduction 

in monthly unplanned SAP incidents - from 38 to 3.4 per month - is attributable to the combination of proactive 

SLM monitoring with automated remediation (preventing incidents from escalating), LaMa-enforced provisioning 

and system copy procedures (eliminating configuration errors that historically generated incident tickets), and 

adaptive computing automation (preventing resource exhaustion events during peak periods). 

The 95% reduction in landscape change error rate reflects the elimination of manual configuration steps during 

provisioning and system copy operations. In the baseline environment, manual steps such as post-copy SID 

adaptation, RFC redirection, and user deactivation were each sources of inconsistent execution and human error. 

LaMa's hook-driven automation enforces the correct execution order and validates outcomes, effectively 

eliminating the error sources rather than improving human execution of error-prone manual steps. 

 

10.  Eight-Phase Implementation Framework 

TABLE 10 - EIGHT-PHASE LAMA IMPLEMENTATION FRAMEWORK 

Phase Name Key Activities Duration Key Deliverable 

1 Landscape 

Discovery & 

Assessment 

Inventory all SAP systems, map dependencies, 

classify by tier, document current provisioning 

procedures, baseline operational KPIs 

2 weeks SAP Landscape Inventory + 

Baseline KPI Report 
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Phase Name Key Activities Duration Key Deliverable 

2 Infrastructure 

Prerequisite 

Build 

Deploy LaMa server, configure vCenter 

connector, set up Azure Service Principal, 

establish hybrid VPN/ExpressRoute, configure 

DNS 

1 week Validated LaMa connectivity to 

both sites 

3 Connector 

Configuration 

& Validation 

Configure VMware vCenter connector, Azure 

ARM connector, validate permissions, test 

VM lifecycle operations in non-prod 

1 week Connector test report (all 

operations pass) 

4 System 

Registration 

& Baseline 

Register all on-prem and Azure SAP systems 

in LaMa, configure SAP Host Agent, baseline 

landscape health dashboard 

1 week All SAP systems visible in LaMa 

dashboard 

5 Monitoring & 

Alerting 

Configuration 

Define alert thresholds per Table 5, configure 

notification channels (SMTP, ITSM), 

implement alert hooks, test alert flows 

1 week Alert runbook + validated 

notification flows 

6 Automation 

Template 

Development 

Build provisioning templates for each SAP 

system type, develop custom hooks catalog 

(Table 7), test in sandbox 

2 weeks Validated automation template 

library 

7 System Copy 

& Refresh 

Automation 

Configure system copy procedures, test end-

to-end automated copy cycle, validate post-

copy hooks, measure RTO vs. baseline 

1 week Automated system copy 

procedure (tested x3) 

8 Adaptive 

Computing & 

Optimization 

Configure Azure scale-up/down policies, set 

cost management tags, validate adaptive 

events, train operations team 

1 week Adaptive computing policy 

document + training sign-off 

 

The eight-phase framework presented in Table 10 represents a sequenced, dependency-ordered implementation 

approach validated across enterprise SAP LaMa deployments. Several critical sequencing decisions embedded in 

the framework merit explicit discussion: 

● Phase 1 before Phase 2: Landscape discovery must precede infrastructure build because the number and 

type of SAP systems determines the LaMa server sizing, connector configuration complexity, and SAP 

Host Agent deployment scope. 

● Phase 3 validation gate: Connector validation (Phase 3) must confirm that all VM lifecycle operations 

work correctly in a test environment before SAP systems are registered in Phase 4. A failed provisioning 

operation against a production SAP system due to unconfigured connector permissions is an unacceptable 

risk. 

● Phase 6 before Phase 7: Automation templates must be fully developed and validated in a sandbox 

environment before system copy automation is configured for production use. System copy is a destructive 

operation on the target; template errors in this context carry significant risk. 

● Phase 8 timing: Adaptive computing configuration is placed last because it modifies live Azure VM sizes 

during operation. Its configuration requires operational data from the monitored environment (Phase 5) to 

set meaningful thresholds. 

 

11.  Implementation Challenges and Mitigations 
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TABLE 11 - LAMA IMPLEMENTATION CHALLENGES AND VALIDATED MITIGATIONS 

Challenge Root Cause Severity Validated Mitigation 

Azure Service Principal token 

expiry causing provisioning 

failures 

Default SP client secret 

expiry (1 year) not tracked 

High Set SP secret expiry to 2 years; configure 

LaMa health check to alert 30 days before 

expiry via custom hook 

DNS resolution failure for 

auto-provisioned Azure VMs 

Azure VMs get DHCP 

hostnames not aligned with 

SAP naming 

High Configure Azure Private DNS zones 

aligned with on-prem DNS; add post-

provision DNS hook in LaMa 

vCenter snapshot deletion 

failing during system copy 

cleanup 

Snapshot names with 

special characters breaking 

vCenter API calls 

Medium Enforce snapshot naming convention in 

LaMa template; validate name format in 

pre-hook 

SAP Host Agent version 

mismatch between sites 

On-prem nodes on older 

SAPHOSTAGENT version 

vs. Azure nodes 

High Standardize SAPHOSTAGENT version 

via LaMa automation; add version check 

to provisioning pre-hook 

System copy post-hook failures 

on RFC redirection 

Target system RFC 

connections not created 

before hook executes 

Medium Add 120-second wait step after SAP 

system start before RFC hook; validate 

SM59 destinations in hook 

Adaptive computing resize 

causing SAP work process 

restart 

Azure VM resize requires 

stop/start cycle 

High Schedule resize only in defined 

maintenance windows via LaMa 

scheduling policy; pre-notify users via 

hook 

LaMa monitoring dashboard 

performance degradation with 

50+ systems 

Default polling intervals too 

frequent for large 

landscapes 

Medium Increase non-critical polling to 300 

seconds; implement LaMa distributed 

monitoring with secondary collector 

Post-copy user deactivation 

missing batch users 

Hook only deactivated 

dialog users; background 

RFC users missed 

High Update hook script to include all user 

types; test with SUIM user list comparison 

between source and target 

 

Among the challenges documented in Table 11, the two with the highest operational impact in enterprise 

deployments are: 

● Azure Service Principal token expiry (High severity): The failure mode is a complete loss of Azure VM 

provisioning and adaptive computing capability without advance warning. The mitigation - a custom LaMa 

hook that alerts 30 days before SP secret expiry - converts this from a reactive incident to a proactive, 

scheduled maintenance task. All enterprise LaMa Azure deployments should implement this control as a 

Day 1 configuration. 

● Post-copy hook missing batch/background users (High severity): In regulated industries where production 

credentials must not be active in non-production systems, the failure to deactivate background RFC users 

represents a compliance risk. The corrected hook must use a comprehensive user type filter covering 

Dialog (A), System (B), Communication (C), Service (S), and Reference (L) user types as defined in SAP's 

SU01 user type classification. 

 

12.  Cost Impact and Return on Investment 
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TABLE 12 - COST IMPACT ANALYSIS: LAMA INVESTMENT VS. OPERATIONAL SAVINGS 

(ANNUAL) 

Cost / Saving Category Before LaMa 

(Annual USD) 

After LaMa 

(Annual USD) 

Net Impact (USD) Notes 

SAP Basis engineer hours 

(provisioning) 

$148,000 $7,300 -$140,700 95% automation rate 

System copy / refresh 

labor 

$96,000 $44,100 -$51,900 54% time reduction 

Incident response 

(unplanned) 

$182,000 $16,400 -$165,600 91% incident reduction 

Azure idle VM waste $100,800 $13,200 -$87,600 Adaptive computing 

Failed change rework 

costs 

$38,000 $2,700 -$35,300 95% error reduction 

SAP audit remediation 

effort 

$24,000 $2,200 -$21,800 Compliance automation 

LaMa software licensing $0 -$42,000 -$42,000 LaMa 3.0 enterprise 

license 

LaMa infrastructure 

(server) 

$0 -$8,400 -$8,400 Dedicated LaMa server 

(Azure VM) 

Initial implementation 

effort 

$0 -$95,000 -$95,000 One-time cost (8-phase 

project) 

Net Annual Saving 

(Year 1) 

$588,800 total 

cost 

$231,300 total 

cost 

+$357,500 ROI positive in Year 1 

Net Annual Saving 

(Year 2+) 

- - +$502,900/yr License + infra only 

recurs 

Note: Estimated regional revenue by segment ($, approximate) 

The financial analysis in Table 12 demonstrates a strongly positive Year 1 ROI for SAP LaMa implementation in 

hybrid enterprise environments. Total one-time implementation costs - including software licensing, 

infrastructure, and project delivery - sum to approximately $145,000, while first-year operational savings total 

approximately $502,900, yielding a net Year 1 benefit of $357,500. From Year 2 onward, the recurring license 

and infrastructure costs of $50,400 per year are offset by recurring operational savings averaging $502,900 per 

year, generating an annual net saving of approximately $452,500. 

The largest single saving category is incident response cost reduction ($165,600/year), underscoring 

that the primary economic case for SAP LaMa is not provisioning automation per se, but rather the 

downstream elimination of configuration-error-driven incidents that consume disproportionate Basis 

engineering time and business disruption cost. 

 

13.  Conclusion 

This paper has presented a comprehensive technical analysis of SAP Landscape Management (LaMa) as a hybrid 

cloud orchestration platform spanning on-premise VMware and Microsoft Azure environments. The research 

evaluated LaMa across four operational domains - VM provisioning, system copy and refresh automation, 

landscape monitoring, and adaptive computing - and demonstrated significant, measurable improvements across 

all domains through empirical operational data. 
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The key findings of this research are: 

● VM provisioning automation achieved a 95% reduction in man-hours per provisioning event, from 9.75 

hours to 0.48 hours, while reducing the per-step error rate from an average of 10.1% to 0.5%. 

● System copy automation reduced end-to-end copy duration by 54% and eliminated the post-copy 

adaptation errors that had generated an average of 4.2 failed copies per quarter, reducing failures to 0.3 per 

quarter. 

● Landscape monitoring with automated hook-driven remediation reduced monthly unplanned SAP incidents 

by 91%, from 38 to 3.4 per month. 

● Adaptive computing automation on Azure enabled demand-aligned VM resizing across 41 events in 11 

months, with an average resize duration of 8.2 minutes, without manual Basis engineer intervention. 

● The overall first-year ROI of the LaMa implementation was positive, with a net Year 1 saving of $357,500 

and recurring annual savings of approximately $452,500 from Year 2 onward. 

The eight-phase implementation framework and validated custom hook catalog presented in this research provide 

replicable artifacts for enterprise architecture teams planning SAP LaMa deployments. Future research directions 

include the evaluation of LaMa integration with SAP Business Technology Platform (BTP) for cloud-native 

provisioning workflows, the extension of the adaptive computing framework to include HANA memory-based 

scaling triggers, and the assessment of LaMa's monitoring capabilities for SAP systems deployed on RISE with 

SAP Private Cloud Edition. 
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