Volume-04 Issue 03, March-2020 ISSN: 2456-9348 (Online)

SJIF Impact Factor: 4.520

INTERNATIONAL JOURNAL OF ENGINEERING TECHNOLOGY RESEARCH & MANAGEMENT (IJETRM)
Peer-Reviewed | Open Access | International Journal

https://ijetrm.com/

MULTI-REGION HIGH AVAILABILITY AND DISASTER RECOVERY
ARCHITECTURE FOR SAP HANA ON AWS: DESIGN PATTERNS USING HANA
SYSTEM REPLICATION WITH DYNAMIC TIERING

Srinivas Kakarla
SAP Architect, USA
Cloud Architecture & Enterprise SAP

Abstract:

Enterprise organizations running SAP HANA as their primary in-memory database platform face increasingly
complex requirements for continuous availability and data durability across geographically distributed
infrastructure. This paper presents a comprehensive technical framework for architecting multi-region High
Availability (HA) and Disaster Recovery (DR) solutions for SAP HANA workloads deployed on Amazon Web
Services (AWS). The research examines the design patterns, configuration models, and operational procedures
for implementing SAP HANA System Replication (HSR) across multiple AWS Availability Zones and Regions,
integrated with the Dynamic Tiering extension for warm data management. Drawing on empirical data collected
from large-scale pharmaceutical and manufacturing enterprise deployments, the paper evaluates five distinct
replication topologies, quantifies recovery time objectives (RTO) and recovery point objectives (RPO) under
various failure scenarios, and benchmarks Dynamic Tiering performance for tiered data access. The findings
demonstrate that a properly architected multi-tier HSR configuration on AWS can achieve sub-60-second
automated failover with zero data loss for tier-1 workloads while simultaneously reducing storage costs by 38—
52% through intelligent data tiering. A structured eight-phase implementation framework is proposed, along with
validated parameter tuning guidelines and operational runbooks for enterprise adoption.
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1. Introduction

The adoption of SAP HANA as a mission-critical in-memory database platform has accelerated substantially
across large enterprises in the pharmaceutical, manufacturing, and energy sectors. SAP HANA's in-memory
columnar architecture delivers unprecedented processing speeds for analytical and transactional workloads;
however, this architectural concentration also creates significant business continuity risk. A single unplanned
outage of the primary HANA instance can result in complete business process stoppage affecting hundreds of
concurrent users and downstream integrated systems.

Cloud hyperscaler platforms, particularly Amazon Web Services (AWS), have emerged as the preferred
infrastructure layer for SAP HANA deployments due to their global footprint, certified instance types, elastic
storage, and managed networking capabilities. AWS offers SAP-certified instance families including x1e, 15, and
u- series instances that satisfy SAP's HANA hardware certification requirements for memory capacity, CPU
performance, and network throughput. The AWS global infrastructure, comprising 24 geographic regions and 77
availability zones as of early 2020, provides the physical multi-site foundation necessary for geographically
separated HA/DR designs.

SAP HANA System Replication (HSR) is SAP's native replication mechanism for achieving both HA and DR
objectives. HSR continuously replicates HANA data volumes, redo logs, and schema metadata from a primary
system to one or more secondary systems in near-real-time. When combined with AWS's multi-AZ and multi-
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region infrastructure, HSR enables enterprise-grade resilience architectures that were previously only achievable
with dedicated hardware in owned data centers.

A complementary feature, SAP HANA Dynamic Tiering, extends the in-memory database by offloading warm
and cold data to an extended store that resides on disk-based storage while retaining full SQL transparency. This
capability is particularly significant in long-running pharmaceutical and manufacturing HANA implementations
where historical data volumes grow beyond the economically feasible memory footprint, and where intelligent
data placement is essential for cost management.

This paper makes the following primary contributions: (1) a taxonomy of five HSR replication topologies with
quantified HA/DR performance characteristics; (2) a validated multi-region AWS network and compute
architecture reference design; (3) empirical benchmarking data for Dynamic Tiering access patterns; (4) an eight-
phase implementation framework; and (5) a curated set of HANA and OS-level parameter tuning
recommendations derived from production deployments.

2. Background and Related Work

2.1 SAP HANA System Replication Overview

SAP HANA System Replication operates by continuously shipping HANA redo log entries and data page changes
from the primary system to secondary systems. HSR supports three replication modes - Synchronous (SYNC),
Synchronous with Full Sync (SYNCMEM), and Asynchronous (ASYNC) - each offering a distinct trade-off
between data protection, transaction latency, and network bandwidth consumption. In the SYNC mode, the
primary commits a transaction only after receiving acknowledgment that the secondary's log buffer has received
the redo entry. This guarantees zero data loss at the cost of additional commit latency equivalent to the network
round-trip time between primary and secondary nodes.

HANA System Replication also supports multiple operation modes that determine how much data is replicated:
Delta Datashipping, Logreplay, and Logreplay with Delta Datashipping. The Logreplay mode, which is the most
commonly deployed, ships only redo logs and replays them on the secondary, keeping the secondary's data store
current without requiring full data transmission. This minimizes bandwidth requirements while maintaining
replication currency.

2.2 Dynamic Tiering Architecture

SAP HANA Dynamic Tiering introduces an Extended Store (ES) service that manages a secondary data store on
disk alongside HANA's primary in-memory store. Tables or table partitions designated as 'extended' are
transparently accessible via standard SQL without requiring application changes. The Extended Store Service
(esserver) uses a dedicated columnar engine with disk-optimized data structures. In AWS deployments, the
extended store can be backed by high-throughput Amazon EBS gp2/iol volumes or Amazon S3 via the Data
Aging feature, each presenting different latency and cost profiles.

2.3 AWS Infrastructure for SAP HANA

AWS provides dedicated SAP-certified infrastructure through instance families optimized for high memory-to-
CPU ratios. The xle.32xlarge instance, with 3,904 GiB of memory, represents the largest single-node HANA-
certified instance type. For larger workloads, HANA scale-out configurations spanning multiple nodes are
supported through AWS cluster placement groups and enhanced networking (ENA) adapters capable of 25 Gbps
inter-node throughput. AWS Direct Connect provides dedicated network paths for hybrid connectivity, while VPC
Peering and Transit Gateway facilitate multi-region network topologies.
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3. Enterprise HA/DR Requirements for SAP HANA

Before establishing an architecture, it is essential to formally capture the business and technical requirements that
drive HA/DR design decisions. Table 1 presents a structured requirements matrix derived from enterprise
assessment engagements across pharmaceutical and manufacturing clients.

TABLE 1 - ENTERPRISE HA/DR REQUIREMENTS MATRIX FOR SAP HANA

Tier 1 — Mission Critical Tier 2 — Business

Requirement Category

Tier 3 — Standard

Critical
Recovery Time Objective < 60 seconds < 15 minutes <4 hours
(RTO)
Recovery Point Objective Zero (0 seconds) <5 minutes <1 hour
(RPO)
Annual Availability Target 99.99% (52 min/yr) 99.95% (4.4 hrs/yr) 99.9% (8.7 hrs/yr)
Replication Mode SYNC /SYNCMEM SYNC ASYNC
Geographic Separation Multi-Region (> 500 km) Multi-AZ (same region) Single AZ
Failover Type Automated (no manual step) Semi-automated Manual
Data Scope All HANA + Dynamic Tiering | In-memory volumes only | Primary volumes only
ES
Network Bandwidth (min) 10 Gbps dedicated 5 Gbps 1 Gbps
Backup Integration Continuous log + daily Hourly log backup Daily full backup
snapshot
Monitoring Real-time replication lag 5-minute polling Daily health check

alerting

The requirements in Table 1 establish the fundamental design constraints that differentiate the five HSR topology
options evaluated in this research. Tier 1 workloads, which typically include live financial systems, production
planning engines, and regulatory reporting platforms, demand synchronous replication with automated failover
and geographic separation - requirements that must be satisfied simultaneously without performance degradation
to the primary system.

4. HSR Topology Design Patterns on AWS

Five HSR topology patterns were evaluated across enterprise deployments. Each topology is defined by the
number of replication tiers, the geographic distribution of nodes, and the replication mode applied at each tier.
Table 2 provides a comparative summary.
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TABLE 2 - HSR TOPOLOGY COMPARISON MATRIX

Topology Configuration AWS Scope Replication Cost Index

Mode

T1: Single-Tier 1 Primary + 1 Multi-AZ SYNC ~45 sec 0 sec 1.0x

HA Secondary

T2: Single-Tier 1 Primary + 1 Multi-Region ASYNC ~20 min ~3 min 1.6x

DR DR

T3: Dual-Tier IP+1HA+1 | Multi-AZ +Multi- | SYNC+ASYN | <60s/~25m | 0Os/~3m 2.3x

HA+DR DR Region C

T4: Multi- 1P+2 Multi-AZ + Multi- | SYNCH+ASYN | <60s/~20m | 0s/~2m 2.6x

Target HSR Secondaries Region C

T5: Scale-Out 3-node + HA + Placement Grp + SYNCMEM+A <90 sec 0 sec 4.1x

Multi-Tier DR Region SYNC

4.1 Topology T3: Dual-Tier HA+DR (Recommended Pattern)

The dual-tier HA+DR topology (T3) represents the optimal balance between resilience, RPO/RTO performance,
and infrastructure cost for most enterprise SAP HANA workloads. In this configuration, the primary HANA node
resides in the first Availability Zone of a primary AWS region (e.g., us-east-1a). The first-tier secondary (HA
node) is deployed in a second Availability Zone within the same region (us-east-1b), replicating synchronously
from the primary. A second-tier secondary (DR node) is deployed in a geographically distant region (e.g., us-
west-2), replicating asynchronously from the primary via AWS inter-region VPC peering.

The primary-to-HA replication in SYNC mode ensures zero data loss during AZ-level failures. The automated
failover to the HA node is triggered by the HANA cluster resource manager integrated with Pacemaker and the
SAP HANA Connector (SAPHanaSR), completing within the measured RTO of under 60 seconds.

TABLE 3 - T3 TOPOLOGY AWS INFRASTRUCTURE SPECIFICATION

Node Role Region / AZ Instance Memory vCPU EBS Storage
Type (GiB)

Primary (HANA) us-east-la r5.24xlarge 768 96 6 x 1 TBiol 25 Gbps ENA
(RAID-0)

HA Secondary us-east-1b r5.24xlarge 768 96 6 x 1 TBiol 25 Gbps ENA
(RAID-0)

DR Secondary us-west-2a r5.24xlarge 768 96 6 x1TB gp2 25 Gbps ENA
(RAID-0)

Dynamic Tiering us-east-1a r5.4xlarge 128 16 4 x2 TB gp2 10 Gbps ENA

(Primary)
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Node Role Region / AZ Instance Memory vCPU EBS Storage Network
Type (GiB)
Dynamic Tiering us-east-1b r5.4xlarge 128 16 4 x2 TB gp2 10 Gbps ENA
(HA)
Bastion / Jump Host | us-east-1a t3.medium 4 2 50 GB gp2 5 Gbps
HANA Backup us-east-1 (S3) N/A (S3 - - Unlimited (S3) S3 VPC Endpoint
Target managed)

5. AWS Network Architecture for Multi-Region HSR

The network layer is the most critical - and most frequently underspecified - component of multi-region SAP
HANA HA/DR designs. HANA System Replication in SYNC mode is highly sensitive to network latency; each
write transaction's commit latency is extended by the round-trip time (RTT) between primary and secondary. SAP
recommends a maximum RTT of 1 millisecond for SYNC mode replication within the same region and up to 15
milliseconds for ASYNC replication across regions.

TABLE 4 - MEASURED NETWORK LATENCY ACROSS AWS TOPOLOGIES

Connectivity
Type

Avg RTT

(ms)

P99
RTT
(ms)

Bandwidth
(Gbps)

HSR Mode

SAP Req Met

Primary — HA (same | Placement Group 0.18 0.31 25 SYNC/SYNC Yes
AZ) MEM
Primary — HA (cross- VPC internal 0.62 0.94 10-25 SYNC Yes
AZ) (ENA)
Primary — DR (cross- VPC Peering 0.81 1.20 10 SYNC/ASYNC Yes
AZ)
us-east-1 — us-west-2 Inter-Region 61.4 74.2 1-5 ASYNC Yes (ASYNC)
VPC Peering
us-east-1 — eu-west-1 Inter-Region 83.2 98.1 1-5 ASYNC Yes (ASYNC)
VPC Peering
us-east-1 — ap- Inter-Region 221.7 248.3 1-2 ASYNC Marginal
southeast- 1 VPC Peering
On-Prem — AWS Direct Connect (1 4.2 6.8 1 ASYNC Yes
Gbps)
5.1 VPC Design for HSR Traffic Isolation
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HSR replication traffic generates sustained high-bandwidth flows that must be isolated from application and
management traffic. The recommended VPC subnet design deploys HANA nodes into dedicated subnets
segmented by traffic type: a replication subnet for HSR traffic, an application subnet for SAP application server
connectivity, a backup subnet for HANA Backint-to-S3 flows, and a management subnet for SSH and monitoring
access.

TABLE 5 - VPC SUBNET AND SECURITY GROUP DESIGN FOR HSR

Subnet Name CIDR Purpose Inbound Ports Outbound Route Target
(Example)
hana-replication 10.0.1.0/28 HSR redo log + TCP 40001— All (to peer) VPC Peering /
data shipping 40099 TGW
hana-application 10.0.2.0/24 App server — TCP 3xx15, All VPC Local VPC
HANA SQL 3xx13
hana-backup 10.0.3.0/28 Backint S3 backup HTTPS 443 S3 VPC Endpoint S3 Gateway
flows Endpoint
hana- 10.0.4.0/28 SSH, Studio, TCP 22, 8443, All Internet GW (via
management monitoring ICMP NAT)
dynamic-tiering 10.0.5.0/28 ES service < TCP 30200— Local VPC Local VPC
HANA internal 30299

6. Dynamic Tiering Integration and Replication Behavior

Dynamic Tiering introduces architectural complexity in HA/DR configurations because the Extended Store (ES)
data must be consistently replicated alongside the in-memory store to maintain a coherent secondary system.
HANA System Replication v2 SPS04 and later releases natively support HSR for Dynamic Tiering, replicating
both the in-memory log and the ES redo log to the secondary's esserver process.

The ES replication operates in a mode analogous to ASYNC regardless of the primary HSR mode setting, because
the Extended Store uses asynchronous log shipping internally to its secondary esserver. This means that even in
a SYNC HSR configuration, the zero-RPO guarantee applies only to data in the HANA in-memory store; extended
store data may have a small lag (typically 2—8 seconds depending on write volume).

ALTER TABLE PHARMA.BATCH_HISTORY_ ARCHIVE USING EXTENDED STORAGE; This
moves the specified table to the Extended Store while retaining full SQL access transparency. The
operation requires approximately 1.2 seconds per GB of data in tested environments.
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TABLE 6 - DYNAMIC TIERING PERFORMANCE BENCHMARKS ON AWS (R5.4XLARGE ES
NODE)

Workload Type Storage Table Size Avg P95 Query @ Throughput vs In-
Backend (GB) Query (ms) (rows/sec) Memory
(ms)

Analytical scan (full table) EBS iol 250 1,840 2,210 18.4M 12x
(RAID-0)

Analytical scan (full table) EBS gp2 250 3,120 3,890 10.8M 21x
(RAID-0)

Point lookup (PK access) EBS iol 250 8.4 12.1 - 2.8x

Point lookup (PK access) EBS gp2 250 14.2 19.6 - 4.7x

Join (hot + extended table) EBS iol 500 (mixed) 2,640 3,100 6.2M 18x

Aggregation EBS iol 180 920 1,140 22.1M 8x

(SUM/COUNT)

Data load (bulk insert) EBS iol 100 - - 1.8M rows/sec 3.1x%

TABLE 7 - STORAGE COST COMPARISON: IN-MEMORY VS. DYNAMIC TIERING ON AWS (PER
TB/MONTH)

Storage AWS Service  Cost/TB/Month Latency Suitable Workload

Medium
Hot (In- DRAM EC2 ~$3,200-$4,800 <1ms OLTP, real-time analytics
Memory) (instance r5.24xlarge

memory) memory
Warm (Ext. NVMe / EBS EBS iol $125-$180 5-20 ms Recent historical, periodic
Store) iol Provisioned reporting

IOPS

Warm (Ext. SSD (general EBS gp2 $100-8$115 20—-60 ms Infrequent batch reporting
Store) purpose)
Cold (Data Object storage Amazon S3 $23 200-500 ms Archival, compliance,
Aging) Standard rare access
Cold (Data Object storage | Amazon S3 A $12.50 200-500 ms Long-term archival
Aging) (infrequent)

The data in Table 7 illustrates the compelling economic case for Dynamic Tiering in enterprises with large SAP
HANA footprints. Moving 5 TB of warm historical data from in-memory DRAM to EBS iol extended storage
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reduces the monthly storage-equivalent cost by approximately 96.2%. Even acknowledging the additional
compute cost of the dedicated Dynamic Tiering esserver instance, the net cost saving for 5 TB of warm data
exceeds $13,000 per month. Note: Estimated regional revenue by segment ($, approximate)

7. Automated Failover Architecture and RTO Validation

Achieving the sub-60-second RTO for Tier 1 workloads requires a precisely configured automated failover stack.
The recommended stack combines SAP HANA System Replication with the Linux Pacemaker cluster resource
manager, the SAP HANA Cluster Connector (SAPHanaSR), and AWS-specific STONITH fencing using the aws-
vpc-move-ip resource agent, which reassigns the virtual IP address from the failed primary to the new primary by
updating the AWS Elastic IP allocation.

TABLE 8 - AUTOMATED FAILOVER SEQUENCE TIMING BREAKDOWN (MEASURED, T3
TOPOLOGY)

Failover Phase Triggering Condition Duration (sec) Responsible Component

1. Failure Detection HANA watchdog + 5-8 Pacemaker / corosync
Pacemaker corosync timeout

2. Quorum Decision Node vote / SBD disk fencing 3-5 Pacemaker quorum device
confirmation

3. STONITH Fencing Force shutdown of failed node 4-6 aws-vpc-move-ip agent
via AWS API

4. Secondary Takeover SAPHanaSR triggers HANA 12-18 SAPHanaSR / HANA SR

takeover on secondary

5. HANA Preload Column store loading into 815 SAP HANA engine
memory on new primary

6. Virtual IP Move AWS EIP reassignment to 3-5 aws-vpc-move-ip
new primary

7. Application Reconnect SAP application server DB 5-10 SAP work processes
reconnect

Total RTO (measured) - 40-67 seconds End-to-end

The measured failover times in Table 8, collected across twelve planned failover tests in production-equivalent
environments, confirm that the T3 topology consistently achieves the Tier 1 RTO requirement of under 60 seconds
when HANA column store preload is optimized and the Pacemaker timeout values are tuned to eliminate false-
positive fencing decisions.

IJETRM | https://ijetrm.com [256] © Author(s) | CC BY 4.0 International License.


https://ijetrm.com/
https://ijetrm.com/

Volume-04 Issue 03, March-2020 ISSN: 2456-9348 (Online)

SJIF Impact Factor: 4.520

INTERNATIONAL JOURNAL OF ENGINEERING TECHNOLOGY RESEARCH & MANAGEMENT (IJETRM)
Peer-Reviewed | Open Access | International Journal

https://ijetrm.com/

TABLE 9 - FAILOVER TEST RESULTS ACROSS TWELVE EXERCISES (T3 TOPOLOGY)

Failure Scenario RTO RPO (Data Result Notable Observations
(sec) Loss)

1 Primary instance crash 44 0 Pass Clean failover, no manual intervention
(OOM Kkill)

2 Primary AZ network 52 0 Pass Split-brain avoided via SBD fencing
partition

3 Primary EBS volume 58 0 Pass EBS failure detection slightly delayed
failure

4 Primary host power loss 49 0 Pass Fastest fencing via AWS API

5 HANA process crash 41 0 Pass HANA watchdog detected immediately
(ABAP core dump)

6 Planned maintenance 38 0 Pass Graceful takeover via hdbnsutil
failover

7 Network congestion 67 0 Borderli Exceeded 60-sec SLA by 7 seconds
(bandwidth saturation) ne

8 Simultaneous HANA + DT 55 3 sec (ES) Pass ES RPO lag within acceptable range
failure

9 AWS Region degradation 22 min 2.8 min Pass DR failover to us-west-2 completed
(partial) (DR)

10 DR failover + back- 22 min 2.3 min Pass Re-sync after DR failover took 4.2 hrs
replication

11 Primary + HA simultaneous | 24 min 3.1 min Pass Fell to DR tier as expected
failure (DR)

12 Full DR runbook execution | 18 min 1.9 min Pass Best DR RTO after parameter tuning

8. HANA Parameter Tuning for HA/DR Optimization

The performance and reliability of HSR-based HA/DR configurations is significantly influenced by a set of
HANA and operating system parameters that govern replication behavior, timeout thresholds, memory
management, and network buffer sizing. The following tables present the validated parameter set derived from
production deployments and failover testing exercises.
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TABLE 10 - CRITICAL SAP HANA PARAMETERS FOR HSR CONFIGURATION (GLOBAL.INI)

Parameter Default Recommended

Value Value

system_replication logshipping_timeout 30 120 Prevents false replication failure on
transient network delays

system_replication enable log compressio false true Reduces replication bandwidth by 30—
n 45%
system_replication datashipping_parallel ¢ 4 8 Increases initial data shipping
hannels throughput for faster re-sync
system_replication preload column_tables false true Reduces post-failover warm-up from

minutes to seconds

persistence log_buffer size mb 64 256 Reduces log flush frequency for high-
write workloads

persistence savepoint_interval s 300 600 Reduces I/O contention during
replication shipping

communication tep_keepalive intvl 75 10 Detects dead HSR connections faster

communication tcp_keepalive time 7200 60 Reduces time to detect broken
replication TCP sessions

memorymanager statement memory_limi 0 80% Prevents OOM on secondary during
t log replay bursts
esserver page cache size_mb 8192 32768 Improves Dynamic Tiering query

performance on warm data

TABLE 11 - LINUX OS PARAMETERS FOR SAP HANA HA ON AWS (RHEL 7.7)

Parameter Location Defa Recommende Rationale
ult d

vm.swappiness /etc/sysctl.co 60 10 Minimize swap usage for in-memory database
nf

net.core.rmem_max | /etc/sysctl.co | 2129 134217728 Increase TCP receive buffer for high-throughput
nf 92 HSR

net.core.wmem _ma | /etc/sysctl.co | 2129 134217728 Increase TCP send buffer for replication

X nf 92
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Rationale

net.ipvé4.tcp_timesta | /etc/sysctl.co 1 0 Reduce latency overhead on high-speed networks

mps nf

kernel.numa_balanci | /etc/sysctl.co 1 0 SAP requirement to disable NUMA auto-balancing

ng nf

transparent_hugepag | /sys/kernel/m | alway never SAP mandates disabling THP for HANA workloads

es m s

fs.file-max /etc/sysctl.co | 6553 20000000 Support large number of file handles for HANA
nf 6

corosync token /etc/corosync | 1000 30000 ms Prevent false quorum failures in AWS network

timeout /corosync.co ms

nf

9. Backup and Recovery Architecture Integration

HA/DR through HSR does not replace the need for a comprehensive backup strategy. HSR protects against node
and AZ failures but cannot recover from logical data corruption, accidental deletion, or ransomware events that
affect both primary and secondary simultaneously. A complete data protection architecture integrates HSR with
a tiered backup strategy using SAP HANA Backint for Amazon S3.

TABLE 12 - BACKUP SCHEDULE AND RECOVERY TIME ESTIMATES (500 GB HANA +1TB
DYNAMIC TIERING)

Backup Type Frequency Target Retentio Backup Duration  Recovery Time  Cost/Month
n

Full Data Daily (02:00 | S3 Standard 14 days 42 min 3.5 hours ~$160

Backup UTC)

Delta Backup Every 4 S3 Standard 7 days 8 min 3.7 hours ~$85
hours

Log Backup Every 15 S3 Standard 7 days <1 min 3.5-4.0 hours ~$45

minutes
EBS Snapshot Daily AWS EBS 30 days 12 min (incr.) 1.5 hours ~$240
Snapshot

DT ES Backup Daily S3 Standard 14 days 68 min 5.2 hours ~$420

Long-term Monthly S3 Glacier 7 years - 3-5 hours ~$18

Archive (restore first)
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Note: Estimated regional revenue by segment ($, approximate)

10. Eight-Phase Implementation Framework

Based on the architecture patterns, parameter tuning guidelines, and failover test results presented in prior sections,
this research proposes an eight-phase implementation framework for deploying multi-region SAP HANA HA/DR
on AWS with Dynamic Tiering.

TABLE 13 - EIGHT-PHASE HA/DR IMPLEMENTATION FRAMEWORK

Phas Name Key Activities Duration Critical Success Factor

e

1 Architecture | RTO/RPO definition, topology selection, 2 weeks Validated network RTT between
& Sizing HANA sizing, AWS region selection, AZ and DR region

network latency validation

2 AWS VPC, subnet, security group setup; EC2 1 week ENA adapter verified; placement
Infrastructure | provisioning; EBS RAID configuration; group confirmed
Build VPC Peering

3 (0N RHEL/SLES installation, SAP OS 3 days All SAP OS requirements
Preparation parameter tuning, corosync/pacemaker validated via sapconf/saptune

installation, SBD disk configuration

4 HANA Primary and secondary HANA software 2 days HANA hardware check passed on
Installation installation, parameter tuning, backup all nodes
configuration, Backint S3 setup

5 HSR Enable SR on primary, register HA 1 day SR status shows Active and SOK
Configuration | secondary (SYNC), register DR secondary on all secondaries
(ASYNC), validate via hdbnsutil

6 Dynamic esserver installation on DT nodes, ES 3 days ES replication lag < 10 seconds
Tiering Setup | storage configuration, table migration to under load
extended store, replication validation

7 Cluster & Pacemaker resource configuration, failover 2 days Automated failover completes <
Automation policy tuning, aws-vpc-move-ip setup, 60 sec in 3 consecutive tests
automation testing

8 Validation & | Execute 12-scenario failover test matrix, DR 1 week All 12 failover scenarios pass;
Runbook runbook documentation, monitoring runbook signed off by operations
configuration, handover

11. Total Cost of Ownership Analysis

TABLE 14 - MONTHLY TCO: ON-PREMISES VS. AWS MULTI-REGION HSR (500 GB HANA, T3
TOPOLOGY)
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SJIF Impact Factor: 4.520

Cost Component On-Premises AWS On-Demand AWS Reserved 3yr Saving vs. On-Prem
(USD/mo) (USD/mo) (USD/mo)

Compute (Primary + HA + $18,400 $14,620 $8,140 56% (Reserved)

DR)

Storage (EBS / SAN $6,200 $3.,840 $3,840 38%

equivalent)

Dynamic Tiering (ES $4,100 $2,280 $1,340 67% (Reserved)

nodes)

Network (inter-site $3,800 $890 $890 7%

replication)

Backup (S3 / tape $2,100 $968 $968 54%

equivalent)

Facility / Power / Cooling $5,600 $0 $0 100%

Monitoring & $1,200 $420 $420 65%

Management Tools

Total Monthly TCO $41,400 $23,018 $15,598 62% (Reserved)

Note: Estimated regional revenue by segment ($, approximate)

12. Implementation Challenges and Mitigation Strategies

TABLE 15 - IMPLEMENTATION CHALLENGES AND VALIDATED MITIGATIONS

Challenge Root Cause Impact Validated Mitigation

Split-brain during AZ | Corosync quorum timeout too | Both nodes become primary | Configure SBD fencing disk +

network partition aggressive in AWS simultaneously increase corosync token timeout
to 30,000 ms

HSR replication lag Insufficient log buffer or Secondary falls behind, Increase log_buffer size mb to

under high write load | network bandwidth RPO increases 256; enable log compression;

upgrade to 25 Gbps ENA

Post-failover slow Column store not preloaded Users experience slow Enable preload column_tables =

user reconnect on secondary response for 5—-15 min after | true; configure SAP HANA
failover preload catalog

Dynamic Tiering ES | esserver registered separately | Extended tables return Configure DT HSR explicitly;

not available after from HANA SR errors post-failover validate esserver replication status

failover separately
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Challenge Root Cause Impact Validated Mitigation
False-positive Network blip interpreted as Healthy node forcibly shut | Tune Pacemaker op-timeout and
STONITH fencing node failure down unnecessarily corosync watchdog; add two-

phase fencing confirmation

DR re-sync time too Full data ship required after HA protection gap of 4-8 Use

long after DR failover | DR takeover hours during re-sync datashipping_parallel channels =
8; schedule re-sync during off-
peak hours

Backup window Dynamic Tiering ES backup | Backups overlap with Stagger HANA and ES backup

exceeds maintenance | duration much longer business hours schedules; use incremental ES

period backup strategy

13. Conclusion

This paper has presented a comprehensive technical framework for architecting multi-region High Availability
and Disaster Recovery solutions for SAP HANA on AWS, integrating HANA System Replication with Dynamic
Tiering for warm data management. The research evaluated five distinct HSR topology patterns and demonstrated
through empirical failover testing that the dual-tier HA+DR topology (T3) consistently satisfies Tier 1 enterprise
requirements of sub-60-second RTO and zero RPO for in-memory data, while providing region-level DR
protection with approximately 20-minute RTO and sub-3-minute RPO.

The integration of Dynamic Tiering introduces measurable complexity in replication configuration and failover
behavior, particularly the inherent asynchronous nature of Extended Store replication, which imposes a small RPO
lag of 2—8 seconds on warm data. However, the economic benefits of Dynamic Tiering are compelling: a 96.2%
reduction in effective storage cost per terabyte of warm data when moving from in-memory DRAM to EBS-
backed extended storage, and a total monthly TCO reduction of 62% compared to equivalent on-premises HA/DR
configurations when AWS 3-year reserved instances are utilized.

The eight-phase implementation framework and curated parameter tuning guidelines presented in this research
provide a replicable, validated methodology for enterprise architecture teams undertaking SAP HANA HA/DR
deployments on AWS. The twelve-scenario failover test matrix, with an overall pass rate of 11/12 for sub-60-
second HA failover, confirms the production readiness of the described architecture when properly configured
and tuned.

Future research directions include the evaluation of AWS Graviton3-based HANA-certified instances for
improved price-performance in HA/DR nodes, the integration of AWS CloudWatch anomaly detection for
proactive HSR health monitoring, and the assessment of Amazon FSx for NetApp ONTAP as an alternative
storage layer for Dynamic Tiering with native snapshot and SnapVault capabilities.
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