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Abstract

The text files contain important confidential information or information of a personal nature, which requires protection from intruders or any third
party that is not authorized to view the information contained in the text file. In this paper, we present a new, easy and safe method that can be
used to encrypt text files, regardless of their size. The proposed method will be examined and implemented. The results of this method will be
compared with the results of other methods used in data encryption, to demonstrate the effectiveness of this method and to show the improvements
it provides.
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Introduction
Encryption is the process by which a readable plaintext is converted to an unreadable (cipher text) form to prevent unauthorized parties from
reading it [34], [35]. Decryption is the process of converting an encrypted cipher text back to its original (readable) format. Digital encryption
algorithms work by manipulating the digital content of a plaintext message mathematically, using an encryption algorithm and a digital key to
produce a ciphertext version of the message. The sender and recipient can communicate securely if the sender and recipient are the only ones who
know the key (see figure 1).
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Figure 1: Encryption/decryption process
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Digital color image [15], [18], [19]is one of the most common type of digital data circulated through various social media[37], [39], [40].The text
file may be of a personal nature or it may be confidential or carry confidential data or private data [21], [38], [42]embedded in it, which requires
protection from hacking or protection from intruders, which makes the importance of encrypting the text file an urgent process[41].Regardless of
whether the text is secret or carries secret messages, it requires an encryption process for several reasons, the most important of which are[32],
[33]:
4+ Most of the methods of hiding confidential data in digital images, which are based on the least significant bit (LSB) method, are not secure
[16], [20], and [21].
4+ The possibility that the text message is personal and contains private personal information [20], [23].
4+ The possibility that the digital image itself is secret or that it has a special character and is not allowed to anyone who is not authorized to
understand it [24], [25], and [26].
4+ Prevent the process of eavesdropping on text messages from spammers, regardless of the content of the text messagep27], [28].And for the
previous reasons, it is imperative to provide a way to protect the text message from the risk of intrusion or theft[27], [28], by destroying
the message completely so that it becomes incomprehensible and unreadable and not even without benefit to any third party that has
nothing to do with the text message[29], [30].The process of destroying the text message is called the encryption process[22], [23], and it
is usually carried out using one or more secret private keys, as shown in Figure 1.
v Digital color images[1], [2], [3]are used in many vital and important applications for several reasons, the most important of which
are[4], [5], [6]:
v’ Easy to obtain and without the lowest cost. [7], [17].

IJETRM (http://ijetrm.com/) [10]



Vol-05 Issues 04, April-2021 ISSN: 2456-9348
Impact Factor: 4.520

IJETRM

International Journal of Engineering Technology Research & Management

v’ Ease of digital image processing. The large size of the digital image allows it to be used as a hard-to-crack key in the encryption and
decryption process [10]. The possibility of using part or parts of the image to form the private key.
v The image contains a large number of pixels with values ranging from zero to 255, which can be used easily to form a variable length
private key to suit a variable text file size [8], [9].
v’ Ease of preserving the digital color image at the sender and receiver [11], [12].
v' The ability to change the digital image and use an alternative image whenever the need arises [13], [14].
There are multiple ways to encrypt plaintext file using international standards(data encryption standard (DES) [16],[34], advanced encryption
standard (AES))[35], [36], where these methods depend on the use of a private key, and some of these methods are secure and some of them are
not(see table 1), and these methods require a long time for encryption and decryption, especially if the text message is long, this time is required to
accomplish some task suck as key generation, rounds implementation and s-box implementation. An excellent encryption-decryption method must
satisfy the following requirements:

v’ Efficiency by maximizing the method throughput (manipulated characters per second), this can be achieved by minimizing the encryption-
decryption times [24], [25].

v High level of security: by protecting text files, and not allowing hackers to recover the private key [26], [27].

v' Complete destruction of data during encryption by increasing the mean square error (MSE) between the original text and the encrypted
text [28], [29].-Retrieve the text message completely and without losing any data, so that MSE between the original message and the
decrypted text is zero [30]. [31]

Table 1 shows the most popular methods of text file encryption-decryption:
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Table 1: Most popular methods of encryption-decryption

Encryption Algorithm Description Efficiency Security

DES-CBC DES uses cipher block chaining (CBC) and a 56-bit key to encrypt 64-bit Moderate Excellent
blocks of plaintext in multiple iterations.

DES-EDE-K3 DES-EDE-K3 (triple DES) uses three encryption operations and cipher block Poor Excellent
chaining (CBC) and a 56-bit key to encrypt 64-bit blocks of plaintext in
multiple iterations.

Safer-128SK-CBC Safer uses two 64-bit sub keys and cipher block chaining to encrypt variable- Good Excellent
length blocks of plaintext.
RC2-40 (Restricted to 32-bit RC-2 uses cipher block chaining (CBC) and a variable-size key to encrypt 64- Good Good
mode only for SKIP V1.5.1) bit blocks of plaintext.
RC4-128 RC-4 uses a 128-bit key to encrypt data in a continuous stream. Excellent Excellent
RC4-40 RC-4 uses a 40-bit key to encrypt data in a continuous stream. Excellent Poor

The proposed method
The proposed method of text file encryption-decryption can be implemented applying the following phases (see figures 2 and 3):
+ Key initialization
This phase is to be implemented applying the following steps:
v Preparing a digital color photo so that it is agreed between the sender and the receiver to use this image as a large private key, and
it will be saved with the recipient and the recipient.
v Reshape the key image 3D matrix to one row matrix.
v" Get the row, column, and color, where to start the private key.
v Convert the row, column, and color to position.
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v"Use the position to extract the private key with length equal text file length.
4+ Encryption phase
This phase can be implemented applying the following steps:
v" For each character in the text file select the associated private key element.
v’ Calculate the quotient and remainder of dividing the private key value by text file character ASCII value.
v Save the quotient and remainder as 2 bytes of the encrypted text file.
4 Decryption phase
This phase can be implemented applying the following steps:
Apply key initialization.
For each 2 bytes of the encrypted file, get the quotient and remainder.
Get the associated private key value.
Get the decrypted ASCCI value of the character applying the following formula:
Key value=Quotient *ASCII value + remainder
ASCII value=(key value —remainder)/Quotient.
Image key Position

DN NININ

?
Message
Row=17

. Column
1 =209
Color=3

II |
'u.'f ASCII code

i 1
Key |1r_:u 157 135 |:s|; 122" 105 97 100

Q“Eﬁ?lm J |— ¥,
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Figure 2: Encryption phase
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Here we have to notice the following:

= The text file size is limited to the image key size, so we can encrypt small, medium and big sizes of text file.

The same image can be used for encryption various files.
Image is to be kept by the receiver and sender without transmission.
Image can be easily changed any time.

The method uses 2 levels of security: The image itself and the private key position.

= |tis very difficult to hack the image, so the method will enough secure.

Image key

Position
Get Encrypted message
Row=17 p———
Column CDCAn &
=209
Color=3
1 68 1 52 1 38 1 28
{} Encrypted ASCIT

Key |120

157 135 128

190 =1* ASCII value +68
190-68-Ascii value
ASCII value=122

[122 105 97 100 | Decrypted ASCII

code value=Q*ASCII value +R Decrypted message

Figure 3: Decryption phase

IJETRM (http://ijetrm.com/)

[14]



Vol-05 Issues 04, April-2021 ISSN: 2456-9348
Impact Factor: 4.520

IJETRM

International Journal of Engineering Technology Research & Management

Implementation and experimental results
The proposed method was implemented using various color images and text files with various sizes, table 2 shows an example of the obtained
experimental results.
From table 2 we can see the following facts:
1) The proposed method provides a good throughput for text files with medium size.
2) The throughput of encrypting text file with huge sizes is acceptable.
Table 2: Obtained experimental results

Big text files Medium text files
Image size=1746000 bytes, Text file size is limited to 1746000 bytes Image size= 749088 bytes, Text file size is limited to 749088 bytes
Text file size(KB) Encryption Throughput(KB/second) | Text file size(KB) Encryption Throughput(KB/second)
time(seconds) time(seconds)

100 16.154000 6.1904 1 0.013000 76.9231

150 36.224000 4.1409 2 0.042000 47.6190

200 63.824000 3.1336 3 0.090000 33.3333

250 99.876000 2.5031 4 0.124000 32.2581

300 153.413000 1.9555 5 0.192000 26.0417

350 223.701000 1.5646 6 0.267000 22.4719

400 301.721000 1.3257 7 0.405000 17.2840

450 395.027000 1.1392 8 0.489000 16.3599

500 501.375000 0.9973 9 0.515000 17.4757

3) The encryption-decryption times using small and medium sizes of text file is very small, these times are increased when dealing with text
files with huge sizes as shown in figures 5 and 5.
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Figure 4: Encryption time and throughput using huge size text file
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Figure 5: Encryption time and throughput using medium size text file

The proposed method was compared with DES and AES methods of encryption-decryption, table 3 shows a comparisons of obtained results.
From table 3 we can see the following facts:

1) The proposed method adds an enhancement in encryption efficiency comparing with DES method by providing a speedup of 1.3772 in
average.

2) The proposed method adds an enhancement in encryption efficiency comparing with AES method by providing a speedup of 8.9210in
average

3) The proposed method is very simple and it does not need key or S-box generations
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Table 3: Results comparisons

Encryption time(second)
Text file size(KB) DES AES Proposed
15 3.8 5.07 0.855000
30 7.5 17.09 1.799000
45 8.5 19.96 3.756000
60 8.8 22.91 6.220000
75 9.33 29.99 9.293000
90 10.7 38.15 13.387000
Average time 8.1050 22.1950 5.8850
Throughput(KB./second) 52.500/8.105=6.4775 52.5000/22.195=2.3654 52.5000/5.8850=8.9210
Speedup of proposed 8.9210/6.4775=1.3772 8.9210/2.3654=3.7715 1
Conclusion

A method of text file encryption-decryption was proposed tested and implemented; the proposed method provides a high security level by using
two stages of security, the key image and the extracted private key. The key image with a large size provides a high security level of protecting
text file and flexibility of using deferent text files with various sizes. The proposed method is very simple to implement and provides a speedup of
efficiency comparing with existing method of data encryption-decryption.
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